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Information Sharing

A Aterrorist threat over the world

A Severalntelligence agenciefry to stop it

A Each agency hascret data—carit stop attack alone
A If the agenciegin forces—they can stop the attack
A The terrorists havelouble agentin some agencies

Can the attack be stopped in time?
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Notions of Security
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Notions of Security

A Security with abortabort after obtaining output
A Fairnessabort before obtaining output

A Full security (guaranteed output delivery)
no abort




|dentifiable Abort

A Security with idabort: honest parties identify
a corrupted party in case of abort
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|dentifiable Abort

A Security with idabort: honest parties identify
a corrupted party in case of abort

A Fairness with ighbort ~7 2
cheating
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Known Results (w/o setup)

Broadcast Point-to-Point
O ¢&To ~/ I "Cfull security
[BGWSS, CCIB8]
\/ |Gyl " x m"Quithout full security
[RESS, CDDHRY) PSI300:14
0 ¢1¢ | x m"Qwithout id-abort [Q14]
« I "CfairnesgFGMR0Z]
m"Quithout fairness m"f[lélli;h(;létesi‘airness
[Clevess) v
O & s/ | "Qsecurity with abort
J I "Qd-abort [GMW 87] [FGHH®?]
@) o | & ™with full security
assuming OT « m"Qith full security [Q°14, CHOR16]
[Gordon,Kat)9) " Cair without full [QU14]



Known Results (w/o setup)

Broadcast Point-to-Point

0 ¢io _ g | Ol security
[BGWS8, CCIBS]

m"Qwithout full security

& | "full security [PSI80,0'14]

[RB89, CDDHRY]

0 ¢1¢ " m"Quithout id-abort [Q214]
# | "Cfairess [FGMR2]
Owithout fairess M "Qwithout fairness
[Clevesé)] [Cleveé86]
L N o | "(security with abort
O ¢ J I "Qd-abort[GMW87] [FGHH®?2]

@) - | ‘%&’ m"Qwith full security
assuming OT « m"Qwith full security [A14, CHORL6]

[Gordon,KatD9] & ™ Cfair without full [Q214]




Security Hierarchy
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|d-Fair to Full Security( €)

PlayerElimination Technique

A Executed ptimes
I Compute Qwith fairness & idabort
I If obtained output, halt
I Otherwise, eliminate identified corrupted party



Security Hierarchy
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Abort to IdAbort © ¢€)

GMW Paradigm

I Generate committed randomness (augmented C

I Commit to input
I Prove honest behavior in zero knowledge

[GMW87]

[Pasd04]

[Ishai,Ostrovsky,Zikdsl]

OWF

U (¢) rounds

TDP & CRH

U (p) rounds

|CLindell14] fair to id-fair

Information theoretic
(correlated randomness)

U (p) rounds



Abort to IdAbort © €)

GMW Paradigm
I Generate committed randomness (augmented C
I Commit to input
I Prove honest behavior in zero knowledge

GMW87] [Pas04] Ishal,Ostrovsky,Zikdis}]

OWF TDP & CRH | Information theoretic
(correlated randomness)

U (€) rounds U(p) rounds | U(p) rounds

|CLindell14] fair to i1d-fair



Security Hierarchy
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Abort to Fairnesso( £7¢)

A Main tool: ErrorCorrecting Secret Sharing
i (i BH )N 3EAIQA
i Any set ofbshares is independent of
iiN2AAl BBH ), evenifoshares are incorrect

A Security with abort ofYY ('Qt Fairness ofQ

Y C o R
LA G s i 18 Foo )
, , ¢fche ECSS =
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Security Hierarchy
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Id-abort

call'Yy (Q

-
High overhead for

large-scale MPC
\

T ¢

0
0 p calls

ﬁ Can we do better?




Main Question

The setting:
| Largescale MPC

I Constant fraction of honest parties
o [ ¢&fort T p

-~
What is the costrOundg of transforming

o

~

fair computation tofully securecomputation?

J




Main Results

restricted . o ¢iIc
abort "YY

restricted

0 UGHE) ¥ id-fair
0 pcalls

1 (I TégEcalls (no input)
1 (p) calls(deter.) oro  (p¥c -)¢



Rest of the talk

A Randomized functionalities without inputs
i Fairto fullin (I T&¢Zrounds
I Application: coiAlipping protocols
A Functionalities with inputs
i Fair to full in (p) rounds
I Application: multiparty Boolean OR
A Lower bound

i No fair to full in0 (p) rounds



Randomized Functionalities
Without Input




Thml: Fairnesgo Fullsecurity (No Input)

A Let"Cbe a neinput function
A’Q is the¢ -party version& copies of the output)
Ase 1 (1 1&g
A0 T €andd T a& wheremm 1 e p

AIf"Q is0-comp. w/fairnessin i aeounds, then
"Q Isccomp. w/full securityin/ (0 tigerounds




Application: Coin Flipping

#-bias coin flipping the common output I5 -close
to uniformly random bit, facing corruptions

[Cleve8o] 1 -bias CF requires(pAl ) rounds
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Application: Coin Flipping

#-bias coin flipping the common output is -close
to uniformly random bit, facing corruptions

| Cl ev e’ g -bias CF requires(pfl ) rounds

ABCGM’ 80 ¢ [ (07 )rounds

. MNS’ 09] o

BOO’ 107l | 11Q(@@) /| (pA ) rounds
AO’ 16 ]

 BOO" 101]|o 1 &pf¢ T p |U(E pA )rounds

This work O 1 &p¥¢ T p |OQ@ TGHi 1°(H) pX )




Main ldea

Restricting the adversaig/ability to abort

1) Define restricted ieabort
2) Fairness & restricted +dbortt full security

3) Fairness fairness & restricted whbort




Restricted IdAbort

A designated subset of the partiegcommittee)
A Ifi is fully honest: no abort
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A Ifi has corrupted party: idhbort in




Restricted IdAbort

A designated subset of the partiegcommittee)

A
A
A

f1 is fully honest: no abort
f1 has corrupted party: hbort ini
f1 is fully corrupted: adversary determines the output




Restricted ldFair to Full

1) Committee election/Feiges lightestbin protocol]
Elect committeé of size¢ 1 (I 1£C
i has at most] -)ecaeorrupted parties, excepteglprob




Restricted ldFair to Full

1) Committee election/Feiges lightestbin protocol]

Elect committeé of size¢ 1 (I 1£C

i has at most] -)ecaeorrupted parties, excepteglprob
2) Player elimination

(7 £)= iterations of Qwith fairness & -id-abort




Obtaining Restricted t&air

Committee members compute over broadcast:

1) Augmented coin flipping, security with-abort

2) The functionQ , fairness with ieabort

3) Broadcast output and prove correctness
[Pasd04]



Functions With Input




Thm2: Functions With Input
Let"CQbe a¢ -party function, letdo T ¢
and lete 71 (1 1:g

If°YY "Qis(e  p)-computed w/fairness
in parallel inl rounds, then'Gs o-computed
w/ full securityin/ (i t1 17 £ rounds

any] (p) funtion ]




Application: Boolean OR
Ao ) o™ E™ ®

A [Gordon,Kat09] Fully secure Boolean OR
facingdo € with/ (¢) rounds

A This work:Fully secure Boolean OR
facingd T &€ with/ (I 1 =5 rounds



Restricted IdAbort (With Input)

Multiple committeesi 18 hi

A 1f m fully corruptedi :' lerans all Inputs & determines output
y P
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Restricted IdAbort (With Input)

Multiple committeest 8 H
A 1f m fully corruptedi : ' lerans all Inputs & determines output

A 1f m fully honesti : no abort
A Otherwise : abort by identifying corrupted partyédmery

f —
A




Restricted IdAbort (With Input)

Multiple committeest 8 H
A 1f m fully corruptedi : ' lerans all Inputs & determines output

A 1f m fully honesti : no abort




Restricted leFair to Full in (p)

1) Committee election

Elect committeé of sized 1 (I 1:¢
2) Fix subcommittees

All subsets B h P i ofsize¢ & ¢t
3) Player elimination

Compute'Qwith fairness &1 B h )-id-abort

Lemma:Lete () N7 (p)
Fora | 1&Ge (¢)andéaeeel 1@ (8)
I No! is fully corrupted (exceptegl probability)
I There are pojymany! ’s
i if' aborts,¢ seEarties are identified

t Full security it f€aeaee (€) iterations



Obtaining Restricted t&air

Problem:

How to send inputs to committee

Solution:

Each party -out-of-€ agecret shares its input
Another Problem:

Bad committee members migkthange shares
Solution: 5 -
Functionality'YY ('Q will verify shares J - > = > =
More Problems: )
A Identify corrupted membersefore learning output

A Corrupted committee members dérblame honest

~




Computing Over Shared Inputs

Each party :

1) Computew |

2) | oy
3) |

€

€

0roac

0roac

Perfectly binding ]
S ES i

casto #1(in)
casolA (i h )

4) Prove honest behavior

Each committee member :

1) Obtain relevandecommitments
2) Use thedecommitmentsas inputs toYY ('Q



The FunctionalityYY (Q

Parameterscommitments sent by the parties

nput:! Q¥ [¢ ], €-vector of decommitments

Verify all commitments open properly
i Ifm'Qr [¢ ] that doesrit open the commitment
A Output (UhQ
I If all commitments open
AReconstructy I8 how
AOutputw "M B ho )



Lower Bound

IMPOSSIBLE



The SettingX)

Fully secure coHflipping protocol
Hybrid:a TTP computes CF withrness and
restricted idabort, for anyi P [g]




The Setting4)

Parallel callsparties can invoke TTR parallel
for different committees M b P ¢ atthe
samefunctionality round




The SettingJ)

Rushingif mi  that isfully corrupted
' decides to abort after seeing the output
of all other computations in the round




Thm3: The Lower Bound

Let” be a coinflipping with aconstant number of
functionality roundsand letpfc T p

Then,m PPT fatstop adversary that by corrupting
[ t¢& parties, carbiasthe output of"

4 )

Thm1: m CF in this model (using(l |&Trounds)

- J




Proof Idea

¢-party CF in
hybrid model

Small committees

60 e

Attack on"

~

-

J

o

c-party CF In
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Proof Idea

¢-party CF in
hybrid model

Large committees

U (p) func. rounds

Attack on"

~
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c-party CF In
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Case | : No Large Committees

All committees have size at mast] 1¢C




Case | : Party Coin Flipping

A Split the parties ta; sets

K A

0 00 O ® O
0 00 O ® O
0 00 O ® O
0 00 O ® O

(> (p T)e



Case | 2-Party Coin Flipping

A Split the parties to 2 sets
A Alice controls one set, Bob the other




Case | : Party Coin Flipping

A Split the parties t@ sets
A Alice controls one set, Bob the oth @(@5
A Bob controls trusted part

party é(@é




Case | : Dealing with Abort

If Bob aborts in TTP call by Alice:

Bob (p T )¢



Case | : Dealing with Abort

If Bob aborts in TTP call by Alice:

A Simulates remaining TTP calls on its o
A Chooses random subsetof (p T )¢

A Simulates the output ad when
everyone else abort




Case | : Dealing with Abort

If Bob aborts in TTP call by Alice:

A Simulates remaining TTP calls on its o
A Chooses random subsetof (p T )¢

A Simulates the output ad when
everyone else abort




Case | : Dealing with Abort

I 1s small
t forarandomlineab,> I 7
t In* committee! is fully corrupted

L



Case Il : Arbitrary Committees

Main idea:
A The adversary aborts all large committees
A Reduces to the ntarge committees case

A For random disjoint linear subséetst8 1
all large committees in roundntersect' (whp)

AThe adversarih a s “ bomldfgre tohstant
number of rounds



Case |l 2-Party Coin Flipping

A Bob controls the subsets 8 H é‘@é
AEmulates TTPinti@ t h r o u né‘g on|
for committeest s.t.i é

@0 0 0
@0 0 0
@0 0 0
@0 0 0
Alice Bob



Summary

What did we see

A Fairto Fullp 1 ¢ noinput,] (I TET

A Fairto Fullp 1 ¢ with input;] (p)

A No Fair to Full coin flipping, T £0(p)

What didn@we see

A FairtoFullp 1 & HM,; (p)-BB & infetheoretic
A Abortto Fulldo 0 (4/%), no identifiability
WhatQ open

A No input, gap between feasibility(I 1£gand

lower boundv (p) ..l—
hantYou.



