Analyzing Facebook Privacy Settings:
User Expectations vs. Reality




Privacy on OSNs

Privacy is a significant issue on OSNs

Received recent press, research attention -

What is underlying privacy debate?

| 1 Sltes control personal mformatlon of m|II|ons of users
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A fundamental shift for users

Prior to OSNs
Users were largely content consumers

Now, with sites like Facebook

Users expected to be content creators and managers
Must enumerate who s able to access every uploaded content

il ‘-}.. s . &y “ag it
AJ nsk Y e e A > - o '. 1:, ¢ Pl T = VRO s s OUE L ) A b fr‘ «. 'ra % 4y L B B \, " ‘\.l o7 ~adit 3 NE "«. i -‘_ .t,~ v P RARY YRGS e
oy ’ Y o s I\ N\ 74 T, IS - ‘(,. ~N N € ‘7 - y NN & \ S -, 5 -~‘~ v\ 7 - . o~ ’bf‘ ; o = " ' "'\v iy <) I Y AT
» : R i b B o "‘f"‘ W BXA ¢ f [ '_«'.> o ! ,:.‘,“ Sl ._S‘ 4 a [€ YA L :\~ &5 % D} h: ¥ ‘."‘:‘.,hﬁ",‘,' E- T- 41 d;‘, YY) | K t? . ;.‘ T/ ,'\‘ q | {, -9 'f" vf =l :.' A .“., 6 A ‘..;-‘.,.. f e i .1.: T 5.'_:-“' oy .,. X5 4, .:‘-’..- R s
< 9 4 v P \ » | N g ) o \ D ke ) - o 3 N \ LY S :




This talk

Goal 1: Quantify privacy problem
Measure desired settings, compare with actual settings

Goal 2: Explore potential to improve privacy controls




Facebook privacy model

Consider Facebook-supported content:
Photos, Videos, Statuses, Links and Notes

Five sharing granularities:
Only Me (Me)

 Some Friends (5P
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Facebook privacy model

Consider Facebook-supported content:
Photos, Videos, Statuses, Links and Notes

Five sharing granularities:
Only Me (Me)

 Some Friends (5P
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Facebook privacy model

Consider Facebook-supported content:
Photos, Videos, Statuses, Links and Notes

Five sharing granularities:
Only Me (Me)
- Some Friends (SF)
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Facebook privacy model

Consider Facebook-supported content:
Photos, Videos, Statuses, Links and Notes

Five sharing granularities:
Only Me (Me)
Some Friends (SF)
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Facebook privacy model

Consider Facebook-supported content:
Photos, Videos, Statuses, Links and Notes

Five sharing granularities:
Only Me (Me)
Some Friends (SF)
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Measuring desired and actual settings

Design a Facebook survey application
Collects actual setting for all content LB LAl E

Far the photo below, ideally, who would you like to be able to view and comment

Selects up to 10 photos
Asks user about desired privacy setting

USERS

Question: Please select the Facebook users who, ideally, you would like to be able
to view and comment on this piece of photo. For example, if you wish for only your

Recruit using Amazon Mechanical Turk
Total of 200 Facebook users
Pay them each $1 0 some
116,553 actual settings
1,675 desired settings

7) some of my friends

) All of my friends

>, Everyone in Facebook

{
{
) All of my friends' friends
{
£

Subrnit '

Study was conducted under Northeastern IRB protocol #10-10-04
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What are the existing privacy settings?
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How do desired and actual settings compare?

907 randomly-selected photos
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How do desired and actual settings compare?
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How do desired and actual settings compare?

907 randomly-selected photos




What about photos with modified settings?

Additional 768 photos with non-default privacy settings




Can we improve sharing mechanisms?




Automatically detecting friendlists

Friendlists: Facebook feature similar to Google+ Circles

Ground truth; Meaningful groupings of users for privacy
Collected 233 friendlists from our 200 AMT users

Do friendlists correspond with the social network?
Normalized conductance [WSDM 10] rates the quallty of communlty

"y : i .
PO NS v SN N ; . / e a X BEAY Ao R - { o g a ﬂ& q 5 YO ey "

s 50 aldirad i, 910 Lo ‘ 2N 3 4 = S [ e s B ST, BN e X

PR WA e TAE N ) B ) [P @ ﬁ AR S \ A J R VANETEN '\;'3, UCTD 11 A1\ C 1| .-. r.z ",L 'v\_ T e Y
TR S S COTG el gt IRt o S L e IE S R o N A . R g Ry A Al SR ~":;‘...~ 4 - _7 e X . _,-;5 o
B X shds ~ - - DA » [ - g by SLum - R 3 o F Al " . Res s 3 . . v ~ ) . ‘.‘ “ b & %0, S YRR




Conclusion

Privacy an important issue on OSNs
But, to date, no quantification of privacy problem

Develop methodology to measure actual, desired privacy settings
Deployed to 200 Facebook users from AMT




Questions?
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Facebook’s New Privacy Controls

Facebook has simplified their privacy setting options.
Default setting: still everyone!

Everyone

Custom Privacy

+«¥ Make this visible to

Friends of Friends
v Friends Only Friends of Friends
These people or lists: ¥ Friends

CUSM'ZQ Specific People or Lists...
Only Me

R

also see this post.

@ Public #5 Hide this from

v 4% Friends These people or lists:

#* Custom

{r Close Friends

Save Changes | Cancel

§ Brookline Area

& Shanghai Jiao Tong University

See all lists...
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Measuring photos vs. albums

Facebook’s privacy setting: per-photo album rather than per-
photo.

How many albums our random photo selection strategy covered?

578 out of 752 total possible albums (76%)
449 out of 586 ttaI non- default prlvacy settm albums (76%)
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Biased sample of users?

User self-reported demographics (98% users)
From 40 of the 50 U.S. states
Income, education levels and age are consistent with prior studies

How C|OS€|y related are our users:
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