
Last tune Today Next time

=Finish Euc , Alg ,

' Finish Ext . Euc , Als .
. Module 3 :

- examples
-

Combinator ics
. Bezout 's Identity . Public . Key cryptography

' Ext . Euc , Alg .

. RSA
- Mutt .  invi



Mutt
. inv .  ofll ( mod 26 ) gcdl a. b) = gcdlb ,

amodb ) gcd ( a. b) =D

= xiatyb

if d=1 T

multunv ,

of b

gcdl 26,11 ) : 26=2.11+4 ⇐> 4=26-2 'll 1=-47.11+3 .(26-2.11)=3 .z6+§y ( moda )
-

an bi . 1 am Eit bit riy riy An 9h bit Xi bit Yi 9h 9h bit Xit 9h Yit boy

gcd( 11
,

y ) : n= 2.4+3 ⇐

3=11-4
1=1.4+1-1 )( 11 - 2. 4) = Ei 7.11+3.4

ai bi ai Ei . bi ri xiai Yi bi

gcd ( y , } ) : 4=113+1 ⇒ 1=4 - 113 1=0.3+1 .(4-1.3)=1.4+1-1 ) . }
.

gcd ( 3,1 ) : 3=3.1+0 - 1=0.3+1.1
=

a b q r x ywhen remainder is Zero
,

gcd=b = 0.at 1. b

9i= bit Xit= Yi

bi= no . ,
= an mod bit yi . , = xis lyi ) . ten )

ri= ainwdbi
= Xi - 9in . Yi

Ei= La ilbi ) = ( 9i . rillbi



Example : multi  niv . Of 9 ( mod 26 )

gcdl 26,9 )

;
Xit= yi

Yit = Xi . Eit ' Yi

9
a b q r X y check

26 9 2 8 -1 g@= 1 - 2. H ) 1=-1.26+3.9 ✓

9 8 1 1

1--1= 0 - 1.1 1=1,9+47,8 ✓

8 I 8 0 0 I 1=0.8+1.1 ✓

= =

Sed=1

|= X. aty .b



Ene
. → Y = 5. Xtll ( md26 )

Dec '

→ X= 21 .y+ 3 ( nod 26 )
.

Alice Bob
-

- two properties :

Pa - public Key PB - Public Key !1! S ( p ( m ) )= M =P ( Slm ) )

Sa - private Key SB
- Private Key → s & p are i # of each

other

AliceMsBob@CanltdetermnieSfmnP0PrNatei.PB
( M ) - only Bob can read

!2! Authenticated : M
,

Salm ) - Bob looks up Alice 's public key PA
,

applies it Salm )
,

and checks that

PA( Salm ) ) = M
!3! Secure : PB ( < M

, salmi ) )



RSAI
, Pick prunes p&q

gcd( e , qpn ) . ( q . i ) ) =/

←
no

common
factors

2
. n =p .q

3 . Pick e copmine to Cpi ) . let )

4 . Find d
,

multi inv .
ofe

,

mod ( pulls -1 )

5
.

Public Key :
( ein )

cnet.cn
'5=n

"

Plm )= Memodn

6
. Secret Key , ( d

, n )

Slm )= Mdmodn /
Need : Plscm ) )=M=s( Pcm ) ) Medmodn = M
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Last tune Today Next time

=Finish Ext . Euc , Alg .

. Finish RSA . Continue

Counting :

. Public . Key cryptography . start Module } : Sets &

. Start RSA set  operations
Counting / combinatorial



RSAI
i Pick primes p&q

2 , n =p .q

3 , Pick e coprinieto Cpt) .( get )

4 ,
Find d

,
the multi  inv . ofe

,

mod ( pt ) . ( at )

⇒ d. e = 1 mod ( fillet ) ⇒ d. e= k ( p , ) . let )t1 for some Int . k

5 .
Public key : ( e

, n )
de

klfi ) ( get ) + /

P ( µ )= Me mod n
M = M

6 . Secret key : 1 d ,n ) = MKCF ' ) "£ ' )
. µ

d
SCM ) = M mod n kc pulled

-
1/7 So

, Mde= M . M = M ( modn )

Note : S ( PIM ) ) =

Mdecuodn
)

PC sln ) ) =ndecmodn) II M#""→=1lmvdn)@
⇒

NeedMde=M(mod#_



Fermatlslittletheonlm qP= a ( moap ) if PB PIE

APt= 1 ( modp ) if p is priine

Example and a&p are
- p=7

Co - Prime
9=3 Consider amodp , a2wdp

,  
- ,a&mdP

3
'

mod 7  

= 3 mod 7  =3

32 mrd 7  = 3.3 nvd 7  = 2

33 mnd 7  = 3.3247  = 3.2 wd7= 6

34 mod 7  =3 . 6 mrlz  = 4

35 mod 7  = 3 '  4 and 7=5 multi  inv . of } ( mod 7)

36 mud 7  = 3.5 mrl 7= I am = I ( wdp )

37 nd 7  = 3 , 1 mrl 7  =3 aP= a ( mrdp )



Claim : Mln ' ' ' ' E →
=/ ( nodn ) APII ( modp ) P ' Prime

A&p - copniine

Case I : M is co - Prime pdq

Case 2 ; M has common factory

wl p org

_

Corset : Mr '=| ( undp ) M£11 ( nude )

⇒ Mcm 't 'l=| ( modp ) M
't  " " " 1=1 ( mode )

( Pt ) ( g- 1 )
⇒ n' m ' " 1 k

, .PH M = kgietl

÷
, .p= by . q = R.p .q

for some k

So
, MH ' ' ' ' ' ' )= k.p.g.tl

= kin +1

(A) ( { -1 )
⇒ M modn = 1 ✓



RSA Operational ite
. -

I , Pick primes p&q !1! Prime # theorem

2 , n =p .q
# ( n )= I 1 In Inn

Inn
3 , Pick e coprinieto Cpt) . ( get ) # s In range

4 ,
Find d

,
the multi  inv . Ofe

,
1 to n one

mod ( ph .cat ) n= 21024 prune

⇒ d. e = I mod Cpt ) . ( et )
In ( 21024 )~~ 710

5 .
Public Key : ( e

, n )

PIM ) = Me mod n

!2! Prinaltty testing

6 . Secret Key : l d
,

n )
-

d Security
SC n ) = M mod n -

-

!1! Must be hand to factor

Note : S ( Plm ) ) =

Mdecuodn
)

P ( Slm ) ) = mde ( mod n )
!2! "

RSA problem
"

- Can you

break RSA Who factoring
⇒ Need Mde=M ( mod n )


