College of Computer and Information Science
Northeastern University
CSG252: Cryptography and Communication Security

Problem Set 2 (due October 11, 2004)
Submit electronically to ati @ccs.neu.edu and CC me.

Problem 1:

1. Describe an encryption scheme that you might have used as akid to communicate
securely, and that you thought is fairly secure. If you never did, then imagine a
scheme or discuss with your little cousin ©

2. Discussthe deficiencies of that scheme and how it might be broken.

Problem 2:
Textbook page 70, exercise 2.1.

Problem 3:
Textbook page 71, exercise 2.11.
Interpret that result.

Problem 4:
Textbook page 71, exercise 2.16.

Problem 5:
Implement the SPN encryption algorithm of example 3.1, page 76.

Thefollowing problems are only for graduate students only.

Problem 6:
Textbook page 70, exercise 2.4.

Thefollowing problemsisonly for PhD students only.

Problem 7:
Textbook page 72, exer cise 2.20.
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