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SUMMARY We construct and analyze realistic
maps of the Internet spanning urban regions (city-nets).
Like transport network, electrical networks, etc., the
Internet is one of the critical societal infrastructures.
Its robustness is crucial not only for day-to-day opera-
tions but also during natural and human initiated crises
events. The importance of maintaining a functional
communication network spanning large urban regions
was underscored during the recent hurricanes.

Using our methodology we construct city-nets for 12
of the 25 most populated urban regions in the US. Sub-
stantial effort is spent on ensuring the validity of our
findings and the completeness of our data.

We comprehensively analyze the structure of the
city-nets; the analysis reveal interesting scaling laws —
the city-nets display a strikingly similar structure. The
measured statistical properties are often different than
the measured properties of both the ISP level networks
and AS level networks. For example, all 12 city-nets
studied share a common topological structure: A small
subset of routers (waist) lie on the bulk of the routes into
the city and within each city the routes rapidly branch
out to a large number of hosts (hip).

Based on our structural characterization we show
that city-nets are vulnerable to Distributed Denial of
Service (DDoS) attacks. In contrast, we prove the
counter-intuitive result that any large-scale attack on
the Internet can be detected by monitoring only a
constant-sized subset of routes.

DESCRIPTION Recently, there has been re-
newed interest in the study of complex networks. It is
driven by a number of studies showing that structure of
the network is important in understanding the overall
behavior of complex systems; see [1, 4, 3, 8, 10] for
recent results.

In this context, much attention has been given to
studying the topology of the wide-area Internet at the
autonomous system (AS) [12, 5] ISP [11], and router
level [5]. The degree distribution measure has attained
great popularity as a measure characterizing the struc-
ture of the Internet and topology generators [12] are of-
ten rated based on their ability to produce graphs with

the requisite power-law distributions [4, 3]. These gen-
erated graphs are then utilized as the basis for sim-
ulations that evaluate the robustness of the Internet
[1, 8, 9]. This paper is based on the premise that the
above activity, though well-founded, is incomplete and
inaccurate in some important respects.

Here, we undertake a systematic study of construct-
ing and analyzing the Internet that serve large urban re-
gions (city-nets). We see this as a step in the direction
of producing improved models and topology generators
for the Internet. To our knowledge, this is the first at-
tempt to construct realistic maps of city-nets. There are
at least two compelling reasons for the study.

First, metropolitan areas are hubs of human activ-
ity and the Internet plays a crucial role both in terms
of economic impact as well as a means of information
and communication in times of crises, man-made (New
York) or natural (New Orleans). Thus a structural anal-
ysis of the cross section of the Internet (just like the AS,
or ISP level cross-sections) that focuses on spatial na-
ture of the Internet is essential — our results show that
these networks display interesting similarities as well as
differences as compared to AS and ISP level networks.
Importantly, the comprehensive structural analysis re-
veals that the Internet restricted to urban areas has a
form and structure that is common across cities and dif-
ferent from the larger Internet.

Second, most existing studies view the Internet as
a graph, either directed or (more typically) undirected.
In this paper we depart from the standard graph-based
model of the Internet topology and instead represent
city-nets as collections of paths (routes). This path
view of the Internet is grounded in the fact that flows
are governed by policy (BGP) and cannot be inferred
from the underlying graph. Further, path-based mea-
sures are clearly superior to graph-based measures for
studying the vulnerability of the Internet - the number
of paths passing through a node (path-degree) is a bet-
ter indicator than the number of links (graph degree) it
is connected to.

Recently, there has been substantial interest in un-
covering scaling laws in natural and engineered systems
Inspired by the ”first-principles” approach of [7] we
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Figure 1: BID model for city-nets. Small solid circles
denote individual IP addresses. Thin solid lines denote
paths. The path labeled P starts at node s in B (outside
the city) and ends at t (inside the city).

present and validate the hypotheses to account (at least
in part) for this structure. Combined with the work of
[7], this provides a basis for a new class of generative
models for city-nets. Our approach consists of three
main steps.
Step 1: Mapping City-Nets: We use traceroute-based
techniques to infer IP paths between the outside world
and the end hosts in city-nets of 12 of the 25 most pop-
ulous cities in the United States. A path-based view of
city-net map as a BID model (see Figure 1) is used in
our analysis. To identify the geographic location of IPs
we use geographic data from Akamai, Digital Envoy,
and Quova. We collect traceroute information from sev-
eral vantage points to a carefully selected representative
subset of IPs within the city. We combine this data with
Skitter [2]. The BID models for 12 city-nets use a total
of over 2 million individual traceroutes.
Step 2: Structural Properties of City-Nets: Next, we
study classical structural parameters (such as the degree
distribution) of the city-nets in our study and propose
new path-based measures such as depth of end hosts in
a city-net, pathdegree distribution, and waist and hip of
a city-net. As illustrations of general findings, we show
that the indegree and outdegree distributions have the
following properties: (i) they obey power laws across
city-nets (with exponents in a tight range), (ii) the ex-
ponent of the power law is different than the global In-
ternet [4] as well as the ISP networks [11]. The path de-
gree distribution are also similar across cities and obey
a power law. We find that over 80% of all paths into a
city use a small number (between 8 and 87, median of
35) of routers. We term this the waist of the city. Inside
the city-net, the traffic disaggregates and there is a mas-
sive disaggregation right near the end-hosts. We call
this the hip of the city. We explain the waist/hip struc-
ture of city-nets in two different ways. First we show
that in the BID model, if the indegree and outdegree dis-
tributions are power laws with exponents that we have
measured, then the ratio of I-D edges to B-I edges is
Θ(log N), where N is the number of I nodes. Second,
in the spirit of [7]: we conjecture that the waist/hip
structure is a direct result of economic factors and (par-
tially) validate the winner-takes-all hypothesis by dis-

covering that a small number of ISPs (between 6 and
16, median of 8) together carry more than 99% of the
paths into the city-nets. We formulate the apartment hy-
pothesis which states that end hosts are organized into
large blocks served by a common last hop router (simi-
lar to the organization of physical access to apartments
in an apartment complex).
Step 3: Robustness and Monitoring: We discover
that, the city-net is an order-of-magnitude more vulner-
able than the global Internet i.e., a much smaller frac-
tion of nodes need to be removed to disrupt a given
fraction (say 80%) of the incoming paths (or traffic, as-
suming our uniform block traffic weights.) We find a
high correlation between the vulnerability of a city and
its population size. In light of our findings that a small
number of targeted node and edge failures might result
in a significant disruption of the traffic, we look at how
such attacks can be detected. Inspired by [6] we employ
the concepts of VC-dimension and ε-nets to obtain the
surprising result that there exists a constant-sized set
of paths that is guaranteed to be affected by any large-
scale attack. Thus, by frequently monitoring this subset
of paths one is guaranteed to detect any and all large-
scale disruptions.
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