WebCloud: Recruiting social network
users to assist in content distribution
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Classic web and OSN content popularity
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Implication: Caches/CDNs less effective

Popularity distribution much more even
Objects have more narrow scope

In classic Web:
Caching top 10% serves between 55% [1] and 95% [2] of requests
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Implication: Workload change

Significant content creation at network’s edge

Ease of digital content creation (photos, video)
Ubiquity of Internet access (cell phone, iPad)

In Classic Web:
Workload was center to- edge
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How is OSN content being delivered?

Web 1.0 “centralized” architectures dominate
Akamai, Limelight, Clearway, ...
- A
Facebook serves much of its own content quama’
Mismatch between infrastructure, workload
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Alternate Approaches

Current Solutions

Decentralized CDN %O RH l),

Coral
Not self-sustaining in the long run

User part|C|pat|ng in CDNs
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This talk

Goal: Build content distribution system for OSNs
Keep content exchange at the edge

Requirements

Works with today’s web sites
- Nolient side changes
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Requirements
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Goal: Build content distribution system for OSNs
Keep content exchange at the edge

Requirements
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Outline

2. WebCloud design

3. Evaluation




WebCloud design challenges
WebCloud @i

WebCloud: Drop-in content distribution system for OSNs

Serves as a distributed cache
Assume content always available from OSN

Want to make WebCIoud work W|th today S sites, browsers A
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Redirector proxy: the middlebox

Introduce a redirector proxy
Allow browsers to “talk” to other browsers

Place redirector proxies in each ISP/region

Like Akamai server, but doesn’t store any content
Maintain open connections to online web V|5|tors
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Redirector proxy: the middlebox

Introduce a redirector proxy
Allow browsers to “talk” to other browsers

Place redirector proxies in each ISP/region Redirector
proxy

Like Akamai server, but doesn’t store any content
Maintain open connections to online web visitors A
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Client side changes

Implement WebCloud in Javascript
Add it to the site’s pages

Browsers use WebSockets/XHR to communicate with middlebox

Allows bi-directional communication
Online client is always connected to redirect proxy N




Using WebCloud

Provide JavaScript library for sites to use WebCloud

1. Include WebCloud Javascript

<script src="webcloud.js">

2. Change mechanism for loading content
Webgloud content refe.r.red to by « content hash I
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Putting it all together

7

w

Redirector
proxy

)

{ .
update ([ -

- Alice |Bob

> -; '—-|J

Alice batsdad

update ([

1)

s Aol At ) i . - i ."' , ¢ J i
el B e TP i g . i




Putting it all together
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Putting it all together
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Putting it all together

7

Internet A
Redirector update ([

oy | 1
-‘Alice‘Bob 1) ‘

| -“. vy M S '.2" b
_naﬁ”. B -_-o.} 'f.\ i _b__-" N — s "




Security and Privacy

Can users serve forged content?
Detected forged content using content hash

Can users view content they are not allowed to?

Content secure by its hash
* Same semantics as Facebook and other sites today
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Outline

3. Evaluation




Evaluation overview

Focus on serving Facebook photos

Most popular application on Facebook
Easy to get data, users

Implemented WebCloud proxy and client-side Javascript
Cllent 1 ,226 lines ofJavascrlpt

o .

s . 3 ! _ . L' - :‘ > g e _"4.. (0 e ) s el s 3
r < i‘l o - - L A -
.- ..:"n"-‘ { r -'? "l . | \".:' \ ‘. l'-'r..l \ ° q t ’ - 'v‘---'ﬁ 11 " ) '\.' "% i




Is there additional latency?




What WebCloud hit rate can we expect?

Simulate large-scale deployment using crawled Facebook data

New Orleans network, 63K users, 1.8M links
1.07M comments on 816K photos

Why synthetic data?
- No public available data on Facebook user
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What WebCloud hit rate can we expect?

1 |

| |
; 5 views/photo
NN e A 20 views/photo ------- N

06 RS- RS bt -

O . P — el -

L e
-
-------
L R
- o

Fraction of Views
Served by WebCloud

S O

; | | |




Real-world deployment

facebook. : . B rveos s g

Web proxy Client
Set up local web proxy

Injects WebCloud Javascript into Facebook’s pages
Emulates Facebook deploying WebCloud for photos
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Summary

Compared OSN and classic web traffic
OSN workload substantially different

But, still using centralized delivery architectures
Affecting ability to serve new, rich content
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How does WebCloud compare to CDN?

1

| | | |
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Served by WebCloud

0 2 4 6 8 10
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Mobile Devices

Works on Mobile browsers in Android and iOS devices

Short session time
Only work when active

Site-specific Apps (e.qg. Facebook for iOS)
Background service, keep connection with redirector proxy
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Is the server scalable?
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Content is created at the edge

In traditional Web:

Workload was “center-to-edge”
Caching, CDNs take load off origin server
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Content is created at the edge

In traditional Web:
Workload was “center-to-edge”
Caching, CDNs take load off origin server

In online social media:
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Content is created at the edge

In traditional Web: & @

Workload was “center-to-edge”
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Goal: Move towards more decentralized content exchange
Keep content exchange at the edge

Requirement
Works with today’s web sites




This talk

Goal: Move towards more decentralized content exchange
Keep content exchange at the edge

Requirement
Works with today’s web sites




This talk

Goal: Move towards more decentralized content exchange
Keep content exchange at the edge

Requirement WebCloud ‘

Works with today’s web sites




Security and Privacy

Can WebCloud serve forged content?
Detected forged content using content hash

Can users view content they are not allowed to?

Content secure by its hash
* Same semantics as Facebook and other sites today
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Privacy

Only allows users to fetch content that they could access

Cannot view content they could not
Forbid disclosing content to unauthorized third party

Can users figure out what others have browsed?
k—an_onymlty, k is the number of online USEIS i
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Does it work with today’s browsers?

Deployed WebCIoud within Northeastern CS College

\ o ‘ v S8 T L > ats s ’ Ay - 'y
B *'—'rx. Z o I . O "«' T et o T Lo A T £8 -**'t- RN Tt T L.‘ R
i 20 [t A e B e \‘, ) M 3-“ A i ..1___ S, t._t‘ ‘. Pt Pt A e e sl KRR e ',




WebCloud design overview

WebCloud @i

First step towards decentralized Web content delivery
Challenge: Web doesn’t support decentralization
Browsers distinct from Web servers

Use novel techniques to allow browser to serve content
No client-side changes
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Distributed cache
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Distributed cache
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Distributed cache
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Distributed cache
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Distributed cache
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