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What needs to do when a certificate is no longer valid?
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Certificate revocation
is a critical part of any PKI

m Administrators must revoke and reissue
 sasd as quickly as possible

f\'.> Authority publish revocations via CRL
as quickly as possible

Browsers should obtain revocations
’ as often as possible

In practice:
How quickly and thoroughly do administrators act?
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4 Heartbleed

Allows attackers to extract up to 2'¢-1 bytes of memory
with a single heartbeat message

Every vulnerable website should have:
ri
P @ Patched @ Revoked @ Reissued

Heartbleed is a natural experiment:
For studying SSL certificate reissues and revocations
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Every vulnerable website should have:
ri
i @ Patched @ Revoked @ Reissued
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Patching rates are mostly positive
~6% still vulnerable after 3 weeks
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How quickly were certs revoked!?
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Security takes the weekends off
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Administrators of even highly popular websites
aren’t doing what the PKI needs them to do
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EV Certificates

More thorough vetting process of CAs and clients
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Does the more thorough vetting process
translate into better security practices!?
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EV certs exhibit slightly better rates (8% reissue)
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We may be dealing with Heartbleed for years



In the paper

Most reason codes are incorrect
Revocation and reissue are not simultaneous

CAs update CRLs in hours

Heartbleed induce more retired certificates revocations

and more ...



Summary

* First study focus on certificates reissues and revocations
* Large-scale measurements
* Developed new methodologies and heuristics

* Key findings
* After three weeks, only 13% revoked and 27% reissued
* Security takes the weekends off
* Live with Heartbleed for years

* Problem: low revocation rates and long expiration dates
* Techniques for automate revocation
* Set reasonably short certificate expiration dates

20



Summary

* First study focus on certificates reissues and revocations
* Large-scale measurements
* Developed new methodologies and heuristics

* Key findings
* After three weeks, only 13% revoked and 27% reissued
* Security takes the weekends off
* Live with Heartbleed for years

* Problem: low revocation rates and long expiration dates
* Techniques for automate revocation
* Set reasonably short certificate expiration dates

Questions!

securepki.org
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