Maygh: Building a CDN
from client web browsers




Content exchange and the Web

Web is popular mechanism for content distribution
News sites, content sharing, movies

Web is fundamentally client-server
l.e., Web site operator serves every client
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Distributing web content

Options for content distribution:

1. Serve on your own
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Purchase machines, network bandwidth a crosoft

2. Pay content distribution networks (CDNSs)
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How do operators pay?

Operators typically use two models to support site:

1. User subscriptions (e.g., Netflix, New York Times, Rdio)
Limited user base

2 Advertlsmg (eg YouTube Yahoo Google*)
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ldea: Clients help distribute content

Typical properties of popular web sites:
Many users
Same content viewed by many users
Content are largely static

Insight: Recruit web clients to help serve content
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Alternate Approaches
1. Browser plugins %
FireCoral, S warmPlugin D RH b

2. Client-side software
Akamai’s NetSession, PPLive C@kamai




This talk: Maygh

Goal: Build content distribution system for the Web
Allow web browsers to assist in content distribution to other users

Requirements:
Works with today's web sites, browsers
No client side changes
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Outline

2. Maygh design

3. Security and privacy implications
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Maygh design overview

Maygh: Drop-in content distribution system
Serves as a distributed cache
Assume content always available from origin

Maygh serves static content
E.g., image, CSS, JavaScript

T S F I S Py LD e - l‘ g -
b Py ”~ -;-'.?:-’h'.‘"":"":f-'.'-u-""' il o

~ ~ ~ N 5. ) s g
JST D€ nameda by content-nasn A :
¥ .’4- A L L PR S ilp ol g .:.‘a.o'_.-.. SerTre L bt harmas il IR e 400 33 (ot S Y r,‘_o .F e
. ] ‘e F - A - o '-- o » » %




Protocol: RTMFP or WebRTC

Two peer-to-peer protocols for Web browsers

Designed for direct audio/video chats
Both support NAT traversal via STUN

Adobe Flash RTMFP

Supported in Flash pIayer 10 O since 2008
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Maygh Coordinator

Introduce a middlebox: Maygh Coordinator STl

Run by website operators

Serves two purposes:

1. Serves as a directory for content

Keeps track of content in user’s browsers
~ Content-hash -> {set of online clients}
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Client-side changes

Implement Maygh client-side library in Javascript
Add it to the site's pages

Browsers use RTMFP/WebRTC to communicate with coordinator
Allows bi-directional communication
Online client is always connected to coordinator
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How does an operator use Maygh?

Web site operators need to do three things:

1. Run coordinator(s)

2. Include Maygh Javascript

<script src="maygh.js">
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Security

Can users serve forged content?
Can detect forged content using content-hash

Can users violate the Maygh protocol?
E.g., claim to have content, DoS attacks




Privacy

Can users view content they are not allowed to?
Content secured by its hash

Naming content implies access
Similar semantics to Flickr, other sites today

Can users flgure out what others have browsed?
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Evaluation overview

Implemented Maygh using RTMFP
Full browser support today, easy to get user base
Also built proof-of-concept WebRTC client

Includes both Maygh coordinator and client-side library

Client: 657 lines of Javascript, 214 lines of ActlonScrlpt
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http://github.com/leoliangzhang/maygh
http://github.com/leoliangzhang/maygh

How much additional latency?

229 /87 ms 618 /307 ms 1314 /707 ms

771 /283 ms 702 /314 ms 1600 /837 ms
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How much additional latency?

229 /87 ms 618 /307 ms 1314 /707 ms
72/ 16 ms 364 /120 ms 544 / 354 ms

771 /283 ms 702 /314 ms 1600 /837 ms
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How much bandwidth can Maygh save?

Deploying Maygh to large website is challenging
Instead, perform simulation

Use 1-week anonymized Akamai access logs from Etsy

Top-50 US web site, online marketplace
205M requests, 5.7M |Ps

- 2.77TB total network traffic
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How much bandwidth can Maygh save?
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Real-world deployment

Set up special version of our department’s web server
Set up coordinator within our department

Invite graduate students
18 users for 3 days
Total of 374 photos V|ewed 24% served from other Maygh client
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Summary

Substantial monetary burden to host popular Web site
Site operators typically resort to advertising to pay bills

|dea: Recruit web clients to help distribute content
Without requiring any additional client-side software
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Questions?



http://github.com/leoliangzhang/maygh
http://github.com/leoliangzhang/maygh
http://github.com/leoliangzhang/maygh
http://github.com/leoliangzhang/maygh

Cacheable Web content

Dynamically generated web pages popular

So, how much content is static, cacheable?
l.e., what is the potential for system like Maygh?

Conduct a experlment

~ (Consiader .Q apsites Tr
:_-.:..n._‘h’:-?ﬂ-‘.'.-a .ﬂ‘.' s‘ v‘.. % 2| “l'" ¥




Potential cacheable content




Scalability of Maygh coordinators?
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Scalability of multiple coordinators
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