
 

This class secure computation or secretdata

So far we've Seen THEhottie techniques

EvalFHE Eucpr.CH fcsD

No circuit dependant con

Narrow band of assumptions lattic based

Conceptually eggs in one Ket
not trueforPractical heavy slow GMwlac

Garbled Circuits

IriK
General idea progress through circuitgate bgate

obtainy wire labels



Secret Shang based GMW Bhw
Esc

y

ex eat Ex
d
2

rat idea progress through circuitgate bygate
maintainiy this invariant

Compayetontrast

FITE GC amwlisaw
succinct Comm Comm pergate

1Narrow bandof assumptions Generically instantiallelattices
OT OWI s

Conceptually eggs in
one basket

Fast in practice with
Igi wed lowergrade cryptocg.aes.eaie.ie



H85 secretsharing analogue of THE
Bendou8b

distributed
BoyleGillon
Ishii 15 is non interactive evaluation

Eval
S f Go

s fess
s far

Can we realize this with a broaderclass

of assumptions than FHE

if with weaker faster primitives
while also maintaining meaningful
efficiency



It's been a fear years
Ghai's Worlds of HSS Cala Impagliazzo

Algo CMinicrypt Lapland Cryptomaniaccentria

Extremes
Trivial p µp

rAlgorithmic Linear fiantins
Benilde UMW

f au.hrXo

t tarttx ax

High end
Ye f

Gentria L WE't

circuits from Spooky encryption

Interesting stuff is what

lies in between



Cryptomania

Branching programs from specific

structured assumptions

E DDA Paillier WE
Got generic PRE10T

DDA construction is Eysas talk

constantdegree multivariate polynomial high
Lapland Pseudorandom CorrelationGenerators fo f

Moise

E OT OLE etc from LPN parameters
not known to give PKE Exciting MPfork

Minicrypt one way functions

Point functions tt intervals

decision frees

Here the results exposition framed
letter as the dual notion of
Function Secret Sharing



tethaning Fss

Recall x y

HSS sc g fad
EvattX y

Fss
y fo soyf y fees

f g

Parameters PEN parties function dos I separan t

Cen i l f I 5 k kz Kp pparties

Eval i ki se ng yi



Dec ya ya y T Y

Correctness Hf Ef KEDma.CH

H K Kot GenCit f
Dce Evald K sc EvalleKapil floc

Seagrity m parts E secure FSS for F
f se Ch s t 1st t 3PPT Sim
5 t t f EF the following are indist

RealCH K Kun Luck f
output ki its

dealCH output Sim H s
T
can include leakage

Realak IdealsA



Let's rule out

Unwanted construchm

GenCf interpret f as hit stray El t

Semple fof e on fi

to fief
output f fi

Eval ifi x output fi.sc yi
Dec yi reconstruct f fo fi

output fCx

Function privacy from Dee

Genet E Xi Xiiieen GbCf
output fo I f xio.xiilic.eu

Eval i fix if i 0 output E
else output Xjg jets



U s s l 3

Dec yoy output EvCE

Note works for one evaluation for
many wds need to rerourandonize tix

Unedifying output shares are

massive real work done byDec

therefore linear decoding procedure Dec Igi
Succinctnessintrifput size comparable

II compressing

Plain output

Properties become clear with an application

Specifically constructing FSS for class of
port functions aka Distributed PointFunction



Pointion
faucet t if sea

0 everywhere else

FSS for point functions elegant sole to RR
aka DFF

Privatelnformattreival

Public database D I

Client C wishes to readartery at Cocatrain
without revealing a to database holder

we wish to achieve this without sending
D to client

Long history someone else will cover



T

Z Server case

Non colluding servers

D D D size N
each element

do 9 is in hits

aiC f

5 gory
m

Solution with Fss for point functions

define pointfunction fan
ie f.fm oiton se.xeasx

Note domain of f is sire of database N

ki.kz Gen fai
Send K to 5 kz to Sz



Si Yi 2 sci Eval i ki jjt2N

Send yi to C

I
just m hits

same size as actualoutput

output se yo t y

Correctness

c Jo t Yi
g Eval4 Komi t Esg Evokerags

gµ
Kj EvalCodko j t EvalGtr

Cj correctnessof
FSS



S

Z
Iten

ki fo Cj
b

l if ion
0 otherwise

only nonzero value in the sun is j sa

scar I

Segrity each Si only gets one

share offfa servers know

f C e that it is a pt.tn
but the dont know which

point no info abt a

Technical view of each server is
sinalatable

simply run

Sinn H of FSS scheme
View seu i Si Ci i



Efficacy
Computation for C I FSS can

Communication complexity

C transmits Ki to Si
Si sends yi to C

b
same size as Xp

Key size matters

Ruling at another trivial instantiation

additively share the entire tenth table off
te K K Kz Kiu

Kz K2 Kaz Kzµ

such that Kei Kai_fci



client work and Comm linear in N
not interesting

Interesting from this line of work

Thug Assuming OWFs there is

a twokey FSS scheme for
the family of pout functions with
key size 0 X logN

High level idea
K kz will define Gcm style

binary tree with N leaves

where each leaf is an evaluationpoint
assuming a length doubling PRC

K K lol K2
to f 0Thin in



L AGM trees fully specified by k
here bit much to ask we also

supply some kind of helper cooratia
word for each level of the tree

Building blocks weak homomorphism conditionedcorrection

Idea weak homomorphism from PRat additive
secretsharing

et Es CS Sz S SES
Cr fo if fo 1 2 12

Define aces Gcs Gas Er
abuseofnotation I

Gcs 4025Two cases

1 if s O s E

across acsi Lls Eo
2 else s fo s f Sz
G Es Lcs Gcse pseudo random

Er



ucs GGG

Takeaway GC43 expands small Cots O
small trands rand

Idea Conditional correction

et Es CS Sz S SES Eloi
t Ct tz t.tt t Eloi
9

control bit
public

C E fo l correction word

Locally computable

S t c S t C Sz Ez c

Sanity check S tot Cio Sz tic
s Sz Ct tz C
s t C

877 885 8357
877 885 8357

Yashvanth Kondi



85 8 57

Syntax Esl Et
C

i

Expand to dhild nodes
I

apply weak homomorphic call correction

4 ye
3 Ltd ESRI Etr

Sc te se 427 acts t c Cotot.cl
inariautiEsJEtJ fLoJEo3 or special path

rand 11 off special path
Composition

Is Et 4 10 I

too 15243

exodusessink CITED
Eoka Co263

Yashvanth Kondi



Two types of parentchildren
expansion

Type Is Et
Special a Inactive
1
root

Emitted ESRICtr

Recall D si Sz sitosis
G on on t

GCcsDocacs.s.am Eog
2 2

TE oil F Ccs GGD
Parse THE T

Fritz Efg
t

correction
word

Our goal set C such that
Inactive SLICED Ito to

Active Esr Etr round D



Parse C G Gz E o 34 1

ESL to IT t G
o O to I

e G T

What about Cr

Sr tr It t Cr
r loB t
I r I It Gz
i Cr of rill

Nate for a leaf node r P
Correctness of evaluation

c.lk

Cotto Er ED



type
EDITS

c

sexts ESRI Etr
IoT IoT to

Eyal Sanne as earlier
agnostic to on us offspecial

Sie tu se tr IT t c

Remember expansion is zero preserving
r QED acts Co

Also t To

i Coto t c Otoole Eo

Independent of correction word
c



Sie tu Sr tr IT t c I o.o o.o

huariant preserved

toCorrectness

of
Eoka Co2to

Piutttogelher

Gee tap say 3hits

Is Cs E on It oil

Sr

S

s EB



d lol ES Et
TL SHI

io s2E3 T0sT

ftp.jffyq.ci ro
L5JlDEo5Los Lo3LD

Output Keys K S C Cfc

Kz Sz CCic

EVIiiiKi.K
xoaixzAtlay

rjElxlifo.c.z3iij.Si.ti

IX detail
jr in j It
SListici Sri ki
Jg It Ite je j t
Sciitei Sri tri Si ti C

if xo o set sift sittin



else set sift skit

Et
K S ti C C c

Ho si t 911 105 I Ike T.AEOP
Hybrid o Tok CeltsD Gcs Gcs

Hybrid 1 qq g
2 2

Ho Ka H by PRC security Sz not in view
to

H irish Gcs acsi sis p
Hybrid 2 THE o i

t independentof

Hybrid 3 Tr re fo 132 2

Hybrid 4 simulation S t C c o all

sampled uniformly



Extension to intervals simply add Fssfor
multiple points Tweaks comparison

Extending to many parties

Thg assuming OWES F p key Fss
for port functions with key length
Of242.2Pa m

Assuming p is const better than

trivial 0 za m

B iYT

PC hi Pseudorandom Correlation Generator

correlation Generator i enCor i Ci e k

ez Beaver triples



Gen S Sz ci kiyi.ci
C i reply tyal 2 2

Expand si i
technical reverseCt Cz I Geucor P samplin

Oblivious Transfer
Simo.cn R b

loiter mu
But OT needs public key operations

ImpagliazzoRudicly r

expensive

Beaver96 IK NP
g i irani

te ots

y stretch to man

owe I
0Tinstances via symmetric

CorrobHF Rey crypto

S R
DE on I C 0,15 choice hits
Eloi g Elo



0T Correlation g ri O hi

How do we use this

H ri serve as otps to
It ri D encrypt it message pair

or robust Hlr 0 appears random

R decrypts using HCri to4 D HCqi

Task compress this correlation into

short seeds 5 Sz

thus i Assuming LPN there is a

2 key PCL for OT correlation

For some mute ers un n E
X A At C Em

multiDefine point function faG o if ta
o otherwise



F85 for multi point fire Clin cont ofp.fr
produce Keys Ki KL

So in S i ki I

Sz K2 D

Define Tiz F
A Q

bi 1 if it'd fully specified by Si
0 otherwise

Define qi Eval6k i

ri Eval i.kz i

qitori hi D

Looks like 0T correlation but were
not there yet

This is where CPN comes in



Dual LPN assumption
matrix

Italy

A
binary rectorof low HW
Sampled according to some distr

It is public so matrix malt rs a

linear operation on the share

Expand s k ES I E Sr Kuo

Ht i'i S I it
qi Nti qi
ri e Thi ri i THiiqitotiot qitOOTHi.li



qi D bi

By dud LPN I is pseudorandom
specified by KD is sampled uniformly

specified by Kz

noise regime not known to be

enough for PKE


