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Pervasiveness	
  of	
  Wireless	
  Systems	
  
§  Beyond	
  providing	
  user	
  informaGon	
  and	
  data	
  services:	
  

o  Air-­‐traffic	
  control	
  
o  Power	
  grids	
  
o  TransportaGon	
  systems	
  
o  Human	
  body	
  implantable	
  devices	
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Trend	
  of	
  SoWware	
  Radio	
  
§  Radio	
  devices	
  migraGng	
  from	
  hardware	
  to	
  soWware	
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Jamming	
  Threats	
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Magnetron	
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  Thesis	
  Proposal	
  

SoWware-­‐defined	
  radio	
  
CDMA/GSM/3G/	
  
WiFi	
  Jammer	
  

GPS	
  Jammer	
  



Focus	
  

§  High-­‐Power	
  Jamming	
  

§  Crippling	
  Jamming	
  

§ MulG-­‐Carrier	
  Jamming	
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High-­‐Power	
  Jamming	
  
§  Powerful	
  interference	
  source	
  (High	
  Energy	
  RF	
  gun)	
  

o  Magnetron	
  
o  DirecGonal	
  antenna	
  

§  High	
  coverage	
  (hundreds	
  of	
  meters)	
  
§  Strong	
  (1KW	
  >>	
  WiFi	
  signal	
  ≈	
  max.	
  20mW)	
  
§  Low	
  cost	
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[Pacholok89]	
   [hacknmod.com]	
  



Crippling	
  Jamming	
  
§  Degrade	
  system	
  performance	
  
§  Hard	
  to	
  detect	
  jammers	
  
§  Aiack	
  on	
  link	
  rate	
  adaptaGon:	
  

o  Higher	
  bit	
  rate,	
  higher	
  probability	
  of	
  error	
  à	
  higher	
  jamming	
  efficiency	
  
o  Low-­‐rate	
  transmission	
  link	
  à	
  network	
  congesGon	
  
o  Aiack	
  [NRST’11]	
  causes	
  rate	
  adaptaGon	
  algorithms	
  to	
  use	
  basic	
  rate	
  (1Mbps)	
  
o  TheoreGcal	
  analysis	
  [OS’12]	
  shows	
  an	
  effecGve	
  jamming	
  rate	
  as	
  low	
  as	
  5%	
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≈8dB	
  (6.3	
  Gmes)	
  

[dB]	
  



Jamming	
  in	
  MulG-­‐Carrier	
  CommunicaGon	
  Systems	
  

§  MulG-­‐carrier	
  communicaGon	
  systems	
  are	
  popular	
  today	
  

§  Jamming	
  on	
  control	
  channels	
  
§  GSM:	
  Jamming	
  on	
  BCCH	
  channels	
  is	
  four	
  order	
  of	
  magnitude	
  more	
  efficient	
  

[CLNT’07]	
  
§  LTE:	
  Aiack	
  on	
  PCFICH	
  with	
  jamming	
  rate	
  of	
  0.4%	
  [KMGLMR’14]	
  

§  Jamming	
  on	
  synchronizaGon	
  mechanisms	
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Research	
  Goal	
  
§  Develop	
  efficient	
  and	
  pracGcal	
  soluGons	
  

to	
  miGgate	
  impacts	
  of	
  aiacks	
  from	
  

o  High-­‐Power	
  Jamming	
  
Ø Steerable-­‐separable	
  Antenna	
  for	
  Interference	
  
MiGgaGon	
  (SAIM)	
  System	
  [VBN’13]	
  

o  Crippling	
  jamming	
  (rate/link	
  aiacks)	
  
Ø Conceal	
  and	
  Boost	
  ModulaGon	
  (CBM)	
  System	
  
[VN’15]	
  

o  MulG-­‐Carrier	
  jamming	
  
Ø Enhancing	
  MulG-­‐Carrier	
  MulG-­‐Antenna	
  System	
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Data	
  link	
  layer	
  

Physical	
  layer	
  

Focus	
  of	
  the	
  rest	
  of	
  work	
  



Agenda	
  

1.  Counter	
  High-­‐power	
  Jamming	
  

2.  Conceal	
  Rate	
  InformaGon	
  and	
  Boost	
  
Resiliency	
  

3.  Enhancing	
  MulG-­‐Carrier	
  MulG-­‐Antenna	
  
Systems	
  

4.  Future	
  work	
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Countering High-Power Jamming 



§  Jamming	
  is	
  effecGve	
  because:	
  
o  Jammer’s	
  power	
  much	
  stronger	
  than	
  sender’s	
  signal	
  
o  Sender	
  stops	
  transmiong	
  because	
  of	
  interference	
  

High-­‐power	
  Jamming	
  Aiack	
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Sender	
   Receiver	
  

Jammer	
  

Regular	
  communicaGon	
  system	
  

Data	
  

Interference	
  



Previous	
  Work	
  
§  DirecGonal	
  antennas,	
  phase	
  array	
  antennas:	
  high	
  

cost,	
  more	
  appropriate	
  for	
  radar	
  systems	
  

§  MIMO:	
  cooperaGve	
  seongs,	
  require	
  training	
  
sequences	
  

§  Spread	
  spectrum:	
  lowers	
  the	
  transmission	
  rate	
  

§  Full-­‐duplex	
  wireless	
  communicaGons,	
  Ally	
  
friendly	
  jamming	
  are	
  designed	
  for	
  extracGng	
  
known	
  signal	
  rather	
  than	
  unknown	
  jammers	
  

13	
  

PAVE	
  PAWS	
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Our	
  Approach:	
  Steerable-­‐separable	
  Antenna	
  for	
  
Interference	
  MiGgaGon	
  (SAIM)	
  

§  Steerable	
  and	
  separable	
  two-­‐element	
  receive	
  antenna	
  
(28dB)	
  
o  Increase	
  user	
  signal’s	
  power	
  
o  Decrease	
  jamming	
  signal’s	
  power	
  
o  Fast	
  configuraGons	
  (5-­‐18	
  seconds)	
  

§  Digital	
  Jamming	
  Cancella7on	
  
	
  (48dB)	
  
o  AddiGonal	
  single-­‐element	
  antenna	
  
o  Requires	
  no	
  training	
  sequences	
  
o  Removes	
  unknown	
  and	
  powerful	
  jamming	
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Single-­‐element	
  
antenna	
  

Two-­‐element	
  
antenna	
  



Model	
  
§  CommunicaGon	
  nodes:	
  

o  Flat	
  fading	
  channel	
  (5	
  MHz)	
  
o  Pre-­‐agreed	
  modulaGon	
  scheme	
  (DBPSK,	
  DQPSK)	
  
o  Constant	
  transmiong	
  power	
  

§  LocaGons:	
  	
  
o  All	
  nodes	
  are	
  not	
  aware	
  of	
  locaGons	
  of	
  each	
  other	
  nor	
  themselves	
  
o  Fixed	
  (staGonary)	
  

§  Jammer	
  is	
  allowed	
  to	
  have:	
  
o  High	
  and	
  variable	
  power	
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Antenna	
  Control	
  Diagram	
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Host	
  controller	
   Two-­‐element	
  antenna	
  

Received	
  radio	
  signals	
  
	
  
	
  
	
  
	
  

GPIO,	
  Pulse-­‐Width	
  ModulaGon	
  

Servo	
  for	
  
SeparaGon	
  

Servo	
  for	
  
RotaGon	
  

Wire-­‐connected	
  

Transferred	
  through	
  wires	
  

MSP430	
  

Transmiied	
  
signals	
  



Outdoor	
  Receive	
  Paiern	
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Receive	
  paiern	
  indicates	
  signal	
  power	
  (in	
  dB)	
  received	
  at	
  the	
  antenna	
  
corresponding	
  to	
  direcGons	
  where	
  the	
  signal	
  come	
  from	
  

Dynamic	
  paiern	
  by	
  
varying	
  separaGon	
  

Fixed	
  paiern	
  



Indoor	
  Receive	
  Paiern	
  

L	
  =	
  3	
  λ/2	
   L	
  =	
  2	
  λ	
  

L	
  =	
  5	
  λ/2	
   L	
  =	
  3	
  λ	
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•  Hard	
  to	
  predict	
  
•  Depends	
  on	
  environments	
  



Antenna	
  Control	
  
§  Goal:	
  

o  Put	
  jammer	
  into	
  the	
  nulls	
  
o  Put	
  sender	
  into	
  the	
  lobes	
  

§  How:	
  
o  Rotate	
  paiern	
  by	
  rotaGng	
  antenna	
  
o  Change	
  paiern	
  by	
  adjusGng	
  separaGon	
  
o  LocaGons	
  of	
  lobes	
  and	
  nulls	
  deviate	
  

slightly	
  when	
  separaGon	
  changes	
  slightly	
  
Ø New	
  lobes	
  and	
  nulls	
  by	
  trying	
  nearby	
  

locaGons	
  (local	
  search)	
  

October	
  27,	
  2014	
   Ph.D.	
  Thesis	
  Proposal	
   19	
  

Sender	
  
Jammer	
  simultaneously	
  

Power	
  increased	
  

Power	
  
reduced	
  



Fast	
  Antenna	
  Control	
  Algorithm	
  Outline	
  
1.  Rotate	
  antenna	
  within	
  a	
  range	
  [Φ1,Φ2]	
  (while	
  fixing	
  

separaGon),	
  measure	
  received	
  power	
  for	
  each	
  angle	
  

2.  Change	
  element	
  separaGon	
  within	
  a	
  range	
  [L1,L2]	
  (while	
  
fixing	
  orientaGon),	
  measure	
  received	
  power	
  for	
  each	
  
separaGon	
  value	
  

3.  Update	
  [Φ1,Φ2]=[Φ*-­‐θ,	
  Φ*+θ],	
  [L1,L2]=[L*-­‐ΔL,L*+ΔL]	
  

4.  Repeat	
  step	
  1-­‐3	
  unGl	
  Φ*,	
  L*	
  unchanged	
  

5.  Return	
  (Φ*,	
  L*)	
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Fast	
  vs.	
  Brute-­‐force	
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Brute-­‐force	
  Fast	
  

Fast	
   Brute-­‐force	
  

Performance	
   15	
  –	
  28	
  dB	
   15	
  –	
  30	
  dB	
  

Running	
  Gme	
   5	
  –	
  18	
  seconds	
  
Environment-­‐dependent	
  

>	
  5	
  minutes	
  
Environment-­‐independent	
  



Digital	
  Jamming	
  CancellaGon	
  
§  Goal:	
  increase	
  anG-­‐jamming	
  capability	
  from	
  28dB	
  to	
  48dB	
  
§  Approach:	
  

o  Use	
  an	
  addiGonal	
  single-­‐element	
  antenna	
  
o  Extract	
  original	
  data	
  signal	
  from	
  2	
  received	
  signals	
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ExtracGng	
  Original	
  Data	
  
§  Received	
  signal	
  at	
  single-­‐element	
  antenna:	
  

o  R1	
  =	
  hS1	
  S	
  +	
  hJ1	
  J	
  
§  Received	
  signal	
  at	
  two-­‐element	
  antenna:	
  

o  R2	
  =	
  hS2	
  S	
  +	
  hJ2	
  J	
  
§  Problem:	
  2	
  equaGons,	
  6	
  variables	
  (S,	
  J,	
  hS1,	
  hS2,	
  hJ1,	
  hJ2)	
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hS1	
  

hS2	
  

hJ2	
  
hJ1	
  



Principle	
  of	
  Digital	
  Jamming	
  CancellaGon	
  
§  If	
  we	
  knew	
  

o  a	
  =	
  hJ2	
  /	
  hJ1	
  :	
  channel	
  gain	
  raGo	
  
o  b	
  =	
  ahS1	
  –	
  hS2	
  :	
  residual	
  gain	
  
o  We	
  could	
  extract:	
  S	
  =	
  (aR1	
  –	
  R2)	
  /	
  b	
  

§  EsGmaGng	
  a	
  does	
  not	
  require	
  esGmaGng	
  hJ1,	
  hJ2	
  separately	
  
o  Our	
  technique	
  is	
  energy-­‐based	
  esGmaGon	
  

§  EsGmaGng	
  b	
  is	
  similar	
  to	
  equalizing	
  and	
  demodulaGng	
  
techniques	
  in	
  tradiGonal	
  communicaGon	
  systems	
  
o  bS	
  =	
  aR1	
  –	
  R2	
  :	
  b	
  is	
  just	
  a	
  new	
  gain	
  of	
  signal	
  resulted	
  from	
  jam	
  removing	
  

§  Different	
  from	
  tradiGonal	
  MIMO	
  techniques:	
  
o  No	
  training	
  sequences	
  are	
  required	
  
o  Deal	
  with	
  unknown	
  and	
  strong	
  jammer	
  

October	
  27,	
  2014	
   Ph.D.	
  Thesis	
  Proposal	
   24	
  

R1	
  =	
  hS1	
  S	
  +	
  hJ1	
  J	
  
R2	
  =	
  hS2	
  S	
  +	
  hJ2	
  J	
  



EsGmaGng	
  Channel	
  Gain	
  RaGo	
  
§  Measure	
  signal’s	
  average	
  power	
  at	
  both	
  single-­‐element	
  and	
  two-­‐element	
  

antennas	
  during	
  a	
  short	
  period	
  right	
  before	
  collision	
  and	
  during	
  the	
  collision	
  
o  Running	
  average	
  power	
  over	
  a	
  period	
  of	
  100	
  samples	
  

§  DisGnguish	
  2	
  cases:	
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Collision	
  Sender-­‐only	
  

Sender	
  transmiied	
  first	
  

Collision	
  Jammer-­‐only	
  

Jammer	
  transmiied	
  first	
  

Time	
  

Time	
  

Jamming	
  signal	
  

Jamming	
  signal	
  

Data	
  signal	
  

Data	
  signal	
  



Sender	
  Transmiied	
  First	
  
§  Step	
  1:	
  Measure	
  signal	
  power	
  before	
  collision	
  (in	
  period	
  [t0,t0+nτ])	
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Time	
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PS1	
  

hJ1|J(t)|2	
  

Time	
  

PS2	
  

P2(t)	
  

PS2	
  

hJ2|J(t)|2	
  

Collision	
  Sender-­‐only	
  

t1	
  +	
  nτ	
  

PS1	
   PS1	
  

D	
  

Single-­‐element	
  antenna	
  

Two-­‐element	
  antenna	
  



Sender	
  Transmiied	
  First	
  
§  Step	
  2:	
  Measure	
  signal	
  power	
  during	
  collision	
  (in	
  period	
  [t1,t1+nτ])	
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  and	
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signal	
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  independent	
  



Sender	
  Transmiied	
  First	
  
§  Step	
  3:	
  EsGmate	
  channel	
  gain	
  raGo	
  a:	
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AnG-­‐jamming	
  Performance:	
  DBPSK	
  and	
  DQPSK	
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AA:	
  Antenna	
  Auto-­‐configuraGon	
  
DC:	
  Digital	
  CancellaGon	
  



Summary	
  
§  Low-­‐cost	
  hybrid	
  system	
  
§  Counter	
  adversaries	
  with	
  significantly	
  more	
  power	
  than	
  

transmiong	
  node:	
  up	
  to	
  48dB	
  
o  First	
  stage:	
  custom-­‐designed	
  antenna	
  allows	
  a	
  large	
  number	
  of	
  receive	
  

paierns	
  for	
  eliminaGng	
  jamming	
  signal	
  
o  Second	
  stage:	
  digital	
  module	
  removes	
  jamming	
  signal	
  using	
  two	
  

received	
  signal	
  from	
  both	
  antennas	
  

§  Zero-­‐knowledge	
  anG-­‐jamming:	
  unknown	
  locaGons,	
  variable	
  
jamming	
  power,	
  no	
  preamble/training	
  sequence	
  

§  Environment	
  adapGvity:	
  outdoor	
  and	
  indoor	
  anG-­‐jamming	
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Conceal Rate Information and 
Boost Resiliency 

 



Why	
  Need	
  to	
  Hide	
  Rate	
  
§  Crippling	
  jamming	
  aiack	
  on	
  rate	
  adaptaGon:	
  

o  Destroy	
  high-­‐rate	
  packets	
  
o  Low-­‐rate	
  transmission	
  links	
  block	
  other	
  communicaGons	
  
o  Degrade	
  whole	
  system’s	
  performance	
  

§  Reason:	
  Adversary	
  knows	
  the	
  rate	
  informaGon	
  (rate	
  
exposed	
  in	
  WiFi	
  SIGNAL	
  field,	
  LTE	
  MCS	
  field)	
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Rate	
  DetecGon	
  
§  Explicit:	
  

o  Rate	
  exposed	
  in	
  protocol’s	
  public	
  
header	
  (WiFi,	
  LTE,	
  …)	
  

§  Implicit:	
  
o  Not	
  require	
  parsing	
  of	
  protocol’s	
  

frame	
  structure	
  

o  ModulaGon	
  guessing:	
  by	
  analysis	
  of	
  
received	
  complex	
  samples	
  (in-­‐phase	
  
and	
  quadrature	
  components)	
  

o  Code	
  guessing:	
  by	
  analysis	
  of	
  
received	
  complex	
  samples	
  and	
  
tracking	
  maximum	
  likelihood	
  
symbol	
  sequences	
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8-­‐PSK	
   16-­‐QAM	
  

8-­‐PSK	
   16-­‐QAM	
  

ModulaGon	
  guessing	
  

Code	
  guessing	
  
(code	
  transiGons	
  can	
  be	
  traced)	
  

Q	
   Q	
  

Q	
   Q	
  

I	
   I	
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Challenges	
  of	
  Rate	
  Hiding	
  
§  EncrypGng	
  Header:	
  

  No	
  explicit	
  rate	
  exposing	
  
  Suffer	
  from	
  implicit	
  rate	
  detecGon	
  

§  Use	
  only	
  one	
  rate:	
  
  No	
  rate	
  informaGon	
  lost	
  
  Lost	
  of	
  efficiency	
  (always	
  lowest	
  rate)	
  

§  ModulaGon	
  UnificaGon	
  [RK’14]:	
  
  Conceal	
  modulaGon	
  
  Sacrifice	
  of	
  resiliency	
  due	
  to	
  shorter	
  
symbol	
  distance	
  

§  Applying	
  Binary	
  Error	
  CorrecGon	
  Codes:	
  
  Good	
  for	
  BPSK	
  and	
  QPSK	
  
  Robustness	
  not	
  guaranteed	
  for	
  higher-­‐
order	
  modulaGons	
  
  No	
  protecGon	
  against	
  code	
  guessing	
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ModulaGon	
  UnificaGon	
  

Binary	
  codes	
  (blue	
  line)	
  
do	
  not	
  increase	
  resiliency	
  for	
  16-­‐QAM	
  

3.5dB	
  

3dB	
  



Goal	
  and	
  Approach	
  
§  Goal:	
  

o  Prevent	
  explicit	
  exposing	
  rate,	
  modulaGon	
  guessing,	
  and	
  code	
  guessing	
  aiacks	
  
o  Boost	
  resiliency	
  at	
  the	
  same	
  Gme	
  with	
  rate	
  concealing	
  

§  Approach:	
  We	
  develop:	
  

o  Generalized	
  Trellis	
  Coded	
  ModulaGon:	
  
  No	
  rate	
  exposing	
  
  Counter	
  modulaGon	
  guessing	
  
  Boost	
  resiliency:	
  Generalize	
  TCM	
  codes	
  

o  Cryptographic	
  Interleaving:	
  
  Counter	
  code	
  guessing:	
  cryptographic	
  permutaGon	
  of	
  

	
  	
  	
  	
  	
  transmiied	
  symbols	
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Always	
  use	
  highest	
  
order	
  modulaGon	
  

(a)	
  ModulaGon	
  hidden	
  inside	
  higher-­‐
order	
  modulaGon,	
  and	
  (b)	
  Symbol	
  

sequence	
  transiGons	
  are	
  randomized	
  

I	
  

Q	
  



Trellis	
  Coded	
  ModulaGon	
  
§  TCM	
  is	
  a	
  convoluGonal	
  code	
  (n,k,v)	
  

designed	
  specifically	
  to	
  higher-­‐order	
  
modulaGon	
  

§  Maximize	
  Euclidean	
  distance	
  
between	
  coded	
  symbol	
  sequences	
  
o  Binary	
  codes	
  are	
  designed	
  to	
  

maximize	
  Hamming	
  distance	
  

§  Parameters:	
  
o  Input:	
  k	
  bits	
  
o  Output:	
  n	
  bits	
  (n>k)	
  
o  Constraints	
  (cells	
  per	
  input):	
  v0,…vk-­‐1	
  
o  Constraint	
  length	
  (total	
  cells):	
  v=Σvi	
  
o  Number	
  of	
  states:	
  2v	
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  modulaGon	
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Transmiied	
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Performance	
  Metrics	
  
§  Coding	
  gain	
  G	
  =	
  d2free/Δ2

uc	
  

§  	
  dfree	
  :	
  TCM	
  code’s	
  free	
  distance	
  
o  Shortest	
  distance	
  between	
  any	
  two	
  paths	
  diverging	
  from	
  the	
  same	
  starGng	
  state	
  and	
  

remerging	
  into	
  the	
  same	
  ending	
  state	
  

§  	
  Δuc:	
  Uncoded	
  modulaGon	
  symbol	
  distance	
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dfree=	
  Δ(0,6)+	
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  Δ(0,6)=2.141	
  à	
  G=3.6dB	
  



TCM	
  Codes	
  vs.	
  Generalized	
  TCM	
  Codes	
  
	
  

§  Finding	
  tradiGonal	
  TCM	
  codes:	
  
o  Set	
  parGGoning	
  and	
  design	
  rules	
  

	
  à	
  regular/uniform	
  mapping	
  
o  Only	
  for	
  rate	
  k/(k+1)	
  
o  HeurisGc	
  (no	
  theoreGcal	
  proof)	
  

§  We	
  generalize	
  TCM	
  codes:	
  
o  General	
  rate	
  k/n	
  	
  

	
  à	
  conceal	
  any	
  modulaGon	
  into	
  any	
  higher-­‐order	
  modulaGon	
  
o  Relax	
  uniformity	
  	
  

	
  à	
  larger	
  class	
  of	
  codes.	
  We	
  found	
  some	
  beier	
  codes	
  
o  HeurisGc:	
  but	
  not	
  based	
  on	
  set	
  parGGoning	
  and	
  design	
  rules	
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Search	
  Algorithm	
  for	
  Generalized	
  TCM	
  Codes	
  
1.  Generate	
  a	
  random	
  code	
  mapping	
  

o  Time:	
  O(logV+logK)	
  

2.  Check	
  validity	
  of	
  generated	
  code:	
  if	
  
invalid,	
  repeat	
  step	
  1	
  
o  Time:	
  O(V+N)	
  

3.  Compute	
  free	
  distance	
  of	
  generated	
  
code:	
  	
  
o  Involves	
  distances	
  between	
  every	
  pair	
  of	
  

paths	
  that	
  diverge	
  and	
  remerge	
  
o  Time:	
  O(K2V2L).	
  PracGce:	
  <	
  2ms	
  
o  Compare	
  to	
  naïve	
  algorithm:	
  O(KLKVL)	
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To	
  jusGfy	
  the	
  algorithm,	
  let	
  
•  K=2k	
  :	
  number	
  of	
  code’s	
  input	
  symbols	
  
•  N=2n	
  :	
  number	
  of	
  code’s	
  output	
  symbols	
  
•  V=2v	
  :	
  number	
  of	
  code’s	
  states	
  
•  L=3·∙v	
  :	
  minimum	
  length	
  of	
  remerging	
  paths	
  



Why	
  Cryptographic	
  Interleaving?	
  

§  Can	
  we	
  encrypt	
  coded	
  symbol	
  sequence?	
  Answer:	
  No	
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+	
  

GTCM	
  
Encoder	
   EncrypGon	
  

Channel	
  

DecrypGon	
  GTCM	
  
Decoder	
  

“Hello”	
  
(0,1,2,3,4,5,6,7)	
   (a,b,c,d,e,f,g,h)	
  

(a,b,c,d,e,f,g,X)	
  (0,1,0,7,6,2,1,2)	
  
“xxxxx”	
  

Robustness	
   ModulaGon	
  hiding	
  
BUT	
  

Many	
  errors	
  

GTCM	
  does	
  not	
  conceal	
  codes	
  

Problem:	
  decrypGon	
  is	
  error-­‐prone	
  



Our	
  Approach	
  
§  PermuGng	
  (interleaving)	
  coded	
  symbols	
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GTCM	
  
Encoder	
   Permute	
  

Channel	
  

De-­‐permute	
  GTCM	
  
Decoder	
  

“Hello”	
  
(0,1,2,3,4,5,6,7)	
   (7,6,5,4,3,2,1,0)	
  

(7,6,5,4,3,2,1,X)	
  (X,1,2,3,4,5,6,7)	
  
“hello”	
  

Few	
  errors	
  



Interleaving	
  Process	
  

§  Interleaving:	
  
o  Designed	
  based	
  on	
  cryptographic	
  hash	
  funcGons	
  
o  Blocks	
  of	
  interleaved	
  symbols	
  are	
  indisGnguishable	
  

§  Concealing	
  Header:	
  
o  Encoded	
  with	
  fixed	
  robust	
  coding	
  scheme	
  
o  Encrypted	
  using	
  AES-­‐CBC:	
  AES-­‐CBCK(MCS|SEQ|…|R)	
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EvaluaGon	
  of	
  CBM	
  
§  MatLab	
  simulaGon:	
  

o  From	
  any	
  modulaGon	
  to	
  any	
  higher-­‐order	
  modulaGon	
  
o  Transmission	
  of	
  1Gbits	
  
o  Channel:	
  AddiGve	
  White	
  Gaussian	
  Noise	
  
o  Signal-­‐to-­‐noise	
  raGo:	
  0dB	
  à	
  15dB	
  (0.5dB	
  step)	
  
o  Codes	
  constraint	
  length:	
  v=10	
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Concealing	
  BPSK	
   Concealing	
  QPSK	
  



EvaluaGon	
  of	
  CBM	
  

§  Resiliency	
  boost	
  between	
  5dB	
  to	
  6.5dB	
  when	
  64-­‐QAM	
  is	
  used	
  for	
  rate	
  concealing	
  à	
  up	
  to	
  
8dB	
  compared	
  to	
  [RK’14]	
  

§  Performance	
  boost	
  is	
  similar	
  across	
  different	
  target	
  modulaGons	
  
Ø  Future	
  wireless	
  systems	
  can	
  always	
  use	
  the	
  highest	
  modulaGon	
  
Ø  Adapt	
  to	
  channel	
  condiGons	
  by	
  only	
  changing	
  codes	
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Concealing	
  8-­‐PSK	
   Concealing	
  16-­‐QAM	
  



Summary	
  
§  Hiding	
  rate	
  and	
  increasing	
  robustness	
  at	
  the	
  same	
  Gme	
  
§  Discovering	
  new	
  Generalized	
  TCM	
  codes	
  

o  New	
  efficient	
  free	
  distance	
  computaGon	
  algorithm	
  for	
  GTCM	
  codes	
  
o  Explicitly	
  derive	
  85	
  codes	
  for	
  upgrading	
  {BPSK,	
  QPSK,	
  8-­‐PSK,	
  16-­‐QAM,	
  

64-­‐QAM}	
  to	
  any	
  higher-­‐order	
  modulaGon	
  

§  Cryptographic	
  interleaving	
  technique	
  for	
  completely	
  
concealing	
  modulaGon	
  and	
  code	
  schemes	
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Enhancing Multi-Carrier Multi-Antenna 
Systems 

Focus of Rest of Work 



Single-­‐Carrier	
  CommunicaGon	
  
§  Use	
  one	
  frequency	
  band	
  for	
  transmission	
  

§  Issues	
  in	
  wide	
  band:	
  
o  Frequency-­‐selecGve	
  fading	
  channel	
  
o  Short	
  symbol	
  period	
  à	
  Inter-­‐symbol	
  interference	
  (ISI)	
  
o  Requires	
  complex	
  equalizer	
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Modulator	
  Data	
  

TX	
  Antenna	
  

Equalizer	
  Data	
  

RX	
  Antenna	
  

Demodulator	
  
Frequency	
  offset	
  correcGon,	
  
phase	
  correcGon,…	
  

Frequency	
  
SelecGve	
  Fading	
  

f	
  

f	
  



MulG-­‐Carrier	
  CommunicaGon	
  

§  Parallel	
  streams:	
  each	
  on	
  a	
  single	
  narrowband	
  carrier	
  
§  Flat	
  fading	
  in	
  each	
  carrier	
  à	
  simpler	
  equalizer	
  
§  Longer	
  symbol	
  period	
  à	
  less	
  severe	
  ISI	
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Orthogonal	
  vs.	
  Non-­‐orthogonal	
  

§  Orthogonal	
  Frequency	
  Division	
  MulGplexing:	
  
o  Bandwidth	
  efficiency	
  
o  Require	
  carriers’	
  orthogonality	
  

§  Non-­‐orthogonal	
  Frequency	
  Division	
  MulGplexing:	
  
o  Less	
  bandwidth	
  efficiency	
  
o  Not	
  require	
  carriers’	
  orthogonality	
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Ongoing	
  Work	
  
§  Jamming	
  on	
  mulG-­‐carrier	
  systems:	
  

o  Aiacks	
  on	
  Gme	
  synchronizaGon	
  

o  Aiacks	
  on	
  frequency	
  synchronizaGon	
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MulG-­‐Carrier	
  System	
  
§  Our	
  Northeastern	
  team’s	
  mulG-­‐carrier	
  system	
  won	
  the	
  DARPA	
  

Spectrum	
  Challenge	
  2013	
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Summary	
  of	
  Future	
  Work	
  

§  InvesGgate	
  jamming	
  techniques	
  for	
  mulG-­‐carrier	
  systems	
  
o  Analysis	
  of	
  weaknesses	
  of	
  mulG-­‐carrier	
  systems	
  (WiFi,	
  LTE)	
  
o  PracGcal	
  feasibility	
  of	
  aiacks	
  

§  InvesGgate	
  protecGon	
  mechanisms	
  for	
  mulG-­‐carrier	
  systems	
  
o  Based	
  on	
  our	
  DSC	
  work	
  

§  InvesGgate	
  MIMO	
  system	
  under	
  jamming	
  

§  Complete	
  our	
  CBM	
  work	
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Timeline	
  

Task	
   Comple7on	
  date	
  

Complete	
  IEEE	
  802.11a/b/g	
  receiver	
  on	
  SDR	
   November	
  2014	
  

InvesGgate	
  reacGve	
  jamming	
  technique	
   December	
  2014	
  

InvesGgate	
  protecGon	
  mechanism	
   January	
  2015	
  

Complete	
  CBM	
  work	
   February	
  2015	
  

Thesis	
  wriGng	
  and	
  defense	
   April	
  2015	
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THANK YOU! 
 

QUESTIONS? 


