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ABSTRACT

Conventional wisdom seems to have concluded tlzalitional

passwords are inherently insecure. We feel thaetlvenclusions
are premature. Our current research is reexamthgroblem of
password selection and memorability through thdagagon of

password selection mechanisms with novel interfdesigns.
During the spring of 2006 we did work that was pshed as a
CHI2006 work-in-progress paper summarizing theiahistudy.

This poster is intended to extend upon that byh&rrtlefining the
methodology of that work, presenting preliminarysuks

motivating further study, and by soliciting pangiation in the
next phase of the study. The goal of this researctevelop both
principles and designs that help users to choosewmads that
are secure and memorable.

1. INTRODUCTION

Conventional wisdom seems to have concluded tlzalitional
passwords are inherently insecure. This argumerst been
adopted by major organizations such as Microsdftaitd RSA
Security [3], and is reflected in much of the ltere. The
argument is usually that users choose bad passvamidi€annot
be expected to remember strong passwords.

We feel that these conclusions are premature amadl tihis
argument is flawed. At present most password delect
mechanisms (PSMs) are not designed according tic b&SI
principles and we believe that this is highly rasgble for the
above conclusions. Our current research is reexagqithe
problem of password selection and memorability dlto the
exploration of PSMs with novel interface designs.

1.1 Analysisof Current Selection Mechanisms

PSMs such as those shown above are incredibly comamal yet
they violate basic tenets of human computer intemagHCI) and
well-known design principles. The purpose of thévASto allow

the user to select a new password. It could beedardhat it is
designed well for this purpose since it is obviedwre to enter
the old password, the new password, and what butteselect.
However, as corporations and individuals have beconore
concerned about security the PSM has gained théicud

purpose of ensuring that the user selesscairepassword.

Unfortunately, the standard PSM is not well sutiedhis task — a
simple PSM offers no security context at all. Tad@ss this
shortcoming password complexity constraints wergeddto the
simple PSM model. But these merely create a sgdimieshold —
they do not help the user to choose a good passviorthct,
passwords that fail to meet the threshold oftenltés a response
such as “The password failed to meet complexityiregnents,”
which offers so little information that the useredmot necessarily
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know how to proceed. This is a clear violation fé third golden
rule of interface design effer informative feedbadkb].

The current design of PSMs does little to helpuker choose a
good password. At best the user can keep tryingwsasls until

they find one that works, but has no sense of gsxfrom one
attempt to the next. The findings in [1] and [4bport the claim

that current PSMs have failed to adequately inc@fgousability

principles into their design.

2. METHODOLOGY

We designed four PSMs to evaluate different useerface
approaches. Each was implemented as a Java apglsubject to
internal review and refinement. We then implementibe
Dropbox-Online  homework submission system, whichswa
designed to be a simple but usable homework sulmisystem
which incorporated the applets when prompting ustns
password changes.

21 Applets

Each of the applets presented a different userfaue notion,
though we attempted to keep them as similar asiljedsesides
the method of interface. When the user was selpcinnew
password each applet was driven by the same Pabsuaality
Score algorithm and the interface elements we @gdatcording
to the same threshold levels. In addition to sutimgjtthe chosen
password and the PQS, each applet also keepsdfaskether
the user clicked the Help button.
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Confirm New Password: { |
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Figurel. Applets.
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Figure 1. Applets (continued).

Each of the applets are depicted in Figure 1.Cbmetrol appletis
intended to represent the typical situation atentrrwhich is to
offer no feedback at all on the password qualitye Frogress bar
applet reflects an approach seen in some softwanieages and is
tempting because it relies on widgets availablenamy graphix
frameworks. TheSmiley appleis perhaps the most novel of the
interfaces, expressing password quality as a meastirthe
happiness of the displayed avatar. Tarning appleattempts to
motivate the user through fear by suggesting havg lib would
take to crack the password.

2.2 Dropbox-Online

The Dropbox-Online system was then used for homlewor

submission by two CC&IS classes at NEU. The stuslemstre not
told that a study was under way due to fear thagikioowledge of
a study focused on password quality would skewréselts. At

the end of the semester we took a few minutes bohe of the

final class periods to explain the study and itsppee to the
students and solicit their permission to use thagsword data in
the study. We offered two levels of participatiothey could

choose to participate by granting us access ontlgeis Password
Quality Score (PQS) data or they could grant ugssdo all of
their password data.

The Dropbox-Online system also tracked how ofterersis
experienced erroneous logins and how many timels eser had
to reset their password during the course of theeseer. It stored
passwords using MySQL's password hash function |égin
purposes and using 4096-bit RSA encryption to enpbksword
recovery in those cases that consent was recelVerlpublic key
was stored off-site, and the password data of@itparticipants
was deleted without examination.

2.3 Participation

Between the two classes there were 67 studentss Wais
designed as a between-subjects study. The applase w
distributed evenly over the class, assigned toviddals at
random. Throughout the semester there were thresdatary

password changes, though some students perfornditoad!
changes either of their own volition or becauseadforgotten
password.

Of the 67 students, 39 consented to be includettiénstudy by
granting access to at least their PQS data. Ofetlwedy 15

granted us access to their full password data. Jihggests that
the two-tiered approach may be appropriate forehsasrts of
studies where it is hard to know ahead of time hmany

participants will consent due to the sensitive reabf the data.

3. PRELIMINARY RESULTS

Results are not ready at this time, but those tiagufrom out
preliminary analysis would be included in the SOUfeSter.

4. FUTURE WORK

We are currently working to set up a larger stuglyirivolving

students and faculty from other universities. Quenmt is to open
up the Dropbox-Online homework submission systemuge by
anybody willing to allow us to compile and examthe password
quality data gathered through their usage of tis¢esy. The intent
would be that those interested would use the systeaughout
the coming fall semester and then solicit consemhfsubjects at
the end of the semester in a similar manner toptieéiminary

study. We would then correlate results across alisenting
subjects.

The Dropbox-Online homework submission system inenat
https://www.dropbox-online.conDemo accounts are available on
request for anybody interested. The four appletsaamilable for
examination online at

http://www.embracetherandom.com/changePassworddystu

This site also serves as a focal point for reseatche by
ourselves and others into how user interface desifjacts
password quality. There source code for the applitde posted
online sometime in the coming weeks.

For more information please feel free to contact us
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