WiZI-Cloud: Application-transparent Dual
ZigBee-WiFi Radios for Low Power Internet Access

Tao Jit", Guevara Noubif, and Bo Shergj

'Northeastern University, Emajl:taojin, noubir}@ccs.neu.edu
2University of Massachusetts Boston, Email: shengbo@ds et

Abstract—The high density of WiFi Access Points and large un- urban areas. WiFi networks have the advantage of operating
licensed RF bandwidth over which they operate makes them gab - over large license-free bands, and have been densely @eploy
candidates to alleviate cellular network's limitations. However, , rhan areas [6]. In addition, WiFi hardware and standards
maintaining connectivity through WiFi results in depleting the have been well developed for years. However, it is well known
mobile phone’s battery in a very short time. We propose WiZi- e p y el TN ' .
Cloud, a system that utilizes a dual WiFi-ZigBee radio on mole  that the WiFi interface on mobile devices suffers from high
phones and Access Points, supported by WiZi-Cloud protoce] energy consumption even in Power Saving Mode [7]. Although
to achieve ubiquitous connectivity, high energy efficiencyreal the new phones have shown great improvements, WiFi is
time intra-device/inter-AP handover, that is transparent to the still a big energy consumer compared to other components
applications. WiZi-CIoud runs mostly on commodity hardware Fig. 1 shows the breakdown power consumbtion measured
such as Android phones and OpenWrt capable access points. ©u g. . p - : p
extensive set of experiments demonstrate that for maintaing ©On Android G1 phone, for both idle and active modes. Par-
connectivity, WiZi-Cloud achieves more than a factor of 11 ticularly, our experiments show that WiFi is very inefficien
improvement in energy consumption in comparison with energ-  when no traffic is occurring or when the traffic load is low
\c;\?itZITICZI?)?J dV\QZ'S' :”bdet?erfaccg\%rgf e7 tL“aﬁovm'@?r'Zgg ;VIItng dSelYali (See Section VI). This is especially limiting for applicais

g ’ y requiring continuous reachability such as VolP but cannot

resulting in a good Mean Opinion Score (MOS) of 4.26 for a N -
VoIP US cross-country communication. afford the energy cost of periodic wakeups of WiFi.

. INTRODUCTION
Smartphones are becoming powerful as hardware evoh
and their ability has gone far beyond providing telephory se
vices. Nowadays, smartphones are enabling and incregsir
large set of applications. More importantly, a lot of Intern WS
based applications, such as web browsers, VoIP, emailtglier 2
and instant messengers, have become more and more pog

for daily use. Such applications necessitate a reliable a

ubIQUItOUS Internet ?.CCGSS. . (a) Radios Idle, Screen Off (b) Radios Active, Screen On
Smartphones typically access the Internet either through Fig. 1. Android Power Consumption Breakdown.

cellular networks or WiFi networks. However both these |, . C .
networks have limitations in providing the last mile acces With the above constraints in mind, we design and develop
Wizi-Cloud which utilizes ZigBee to establish an efficient

Cellular networks have issues when serving a large volume of . : .
. nnection between cell phones and access points. We @mvisi

clients. In some urban areas, dropped calls can reach 36% |, : . . ; .
at future mobile phones will be equipped with multiple

[4]. The service quality and scalability of cellular system dios that can connect to the Internet, e.g., current raobil

is limited by fundamental constraints. Even if 3G and 4éahones already have WiFi, Bluetooth [8], and GSM. The
systems, such as Long Term Evolution (LTE) and WlMa%gBee link we propose will co-exist with other network

can provide data rate of tens of megabits per second , th'ﬁn‘ erfaces. Each of these network interfaces has different

sharedamong all the users of a base station. Therefore, scaIm}g

cellular networks requires a high density of base stati&fjs [E aracteristics in tgrms of energy consumption, capqanyl, .
S i . . .coverage. The mobile phone should be able to determine which
which incurs a substantial cost in terms of sites constoucti.

, interface to carry the packets according to its traffic detsan
and maintenance.

- . d oth t ditions. The ZigBee link totyped
WiFi networks can significantly help scale wireless acce G OTher System condifions. The £Iguee fink We prototype

: i ith cellular technolodi allv hirit SR Wizi-Cloud is an ultra low power link, but has a limited
N cooperation with cefiuiar technologies, especially bandwidth compared to WiFi. It is particularly designed for

*Research partially supported by NSF awards 0959584 and98915 mobile _phone appllcatlons with low tra.fflc demand.
TThis work was done while the author was a postdoctoral felw In this paper, we-propose th? arCh'teC_tu_re' prOtOCPIS' and
Northeastern University. hardware/software implementation of WiZi-Cloud with an




emphasis on the following key features. UART and FTDI-USB. WiZzi-kit can be attached to mobile

« Energy-efficiencyWizi-Cloud system is extremely effi- Phones and laptops as a small dongle (See Fig. 2). On the
cient for maintaining connectivity and low rate applica®P, we use OpenWrt compatible access points which gives us
tions such as VoIP in terms of energy Consumption_ hundreds of choices from many manufactures [11] Our ctirren

« Leverage of existing HW/SWViZi-Cloud runs on off- Prototype runs on two particular models, Linksys WRTS4GL,

the-shelf mobile phones and wireless routers witho@d Planex Wireless USB router MZK-WO04NU (See Fig. 3).
hardware modifications. On WRT54GL, the ZigBee is integrated by soldering four

« Flexibility: In WiZzi-Cloud design, a mobile phone is ableWires on the router board. On the Planex router, the ZigBee

to determine the network interface to use according fngle can be attached to the USB host.
user-specified policy. WiZi-Cloud provides the mecha-
nism to switch between WiFi and ZigBee interfaces.

o SeamlessWiZi-Cloud system and its protocols (e.g.,
inter-AP handover) is completely transparent to the a
plications running on the mobile phones and peer entiti
in the Internet.

To the best of our knowledge, this work is the first prototyp
that integrates ZigBee into commercial cell phones forrimge
access. Also, we have conducted comprehensive experime
and measured realistic performance. Our design detaits,
perience, and the evaluation results will certainly bereafi
inspire other similar research work in the community.

In the following sections, we provide an overview of WiZi-
Cloud and a summary of results, followed by the related Wo%.

{n ie;éltgﬂsl\ﬂ}]véeefggie\?t\,t\,r:aeo\lljvtlnzr:ftlﬁgd rso)gtceorlr; irr]lgepE;OtoZ_igBee interface (e.g., beaconing and paging for ZigBeg), a
yp ' ' b Y well as to coordinate with peer APs to locate mobile devices.

\é\(/)lllzell:?écc)iu\?v.iths (e)ﬁtrlorloz)lt; uemmanzes the experimental datf’he network stack of the mobile device is extended using a
P pe- virtual network interface through which all traffic is dited.

Il. WI1ZI-CLoUD OVERVIEW AND SUMMARY OF RESULTS The network stack maintains connectivity at low energy cost

. eriodic ZigBee wakeup), and seamlessly switches between
The WiZzi-Cloud system extends the hardware and network-

. 7 ) ; ) ~the WiFi and ZigBee links using an intra-device handover
stack of existing WiFi access points and mobile devices w'thmechanism depending on the traffic load. It also supports

set of protocols and mechanisms to support an additional IOWandover across a network of WiZi-Cloud access points as the

power air '”teffac‘?- We chose ZigBee be_cause of its Z_ere',t'%obile phone roams around. The network stack extensions are
connection establishment, and good radio range (a S'g“ﬁ'cﬂesigned to be transparent to the application

advantage over Bluetooth). ZigBee is also available as a loWhile several previous work considered multi-radio in-

cost System on Chip (SoC) with an integrated low POWgLitaces for energy efficiency in wireless networks, and as
microcontroller such as in the TI CC2530 [9]. These impdrtag,q giscuss in the related work section, no previous solution
features allow the mobile phone to be in sleep mode while thepieyes our target design objectives in terms of seamless

micrqcont_roller handles the wakeup and some of the netwotfgmmunication, low delay, energy efficiency, and minimal
functionality. hardware/software modifications.

(a) With UART connection (b) With USB connection
Fig. 3. Extended routers of the WiZi-Cloud system.
Software: The network stack of the access point is extended
maintain connectivity with the mobile devices througk th

\ S To demonstrate the feasibility and advantages of the pro-

ST posed approach, we implemented our solution, built a hard-

T < /:/// War_e/software proftotype, and carried an e_xtenswe set of ex
N ~ periments. Below is a summary of our findings:

. « Energy-efficiency We show that WiZi-Cloud solution
leads to more than a factor of 3 in energy improvement in
comparison with an energy-optimized WiFi-based system
in standby mode. In active mode, the WiZi-Cloud solution
achieves twice more energy efficiency for some mobile
Hardware: On the mobile device the ZigBee is integrated  applications such as VolP, and Email.

as a low cost accessory, in our case interfacing with an Addro « Coverage We compare the ZigBee coverage at 4dBm
phone using the serial link. This could be made more compact transmit power on channel 26, which is free of WiFi
by using a ZigBee microSD card [10]. We have prototyped interference, to the 24dBm WiFi coverage when using
a hardware moduleWizi-kit, which integrates Tl CC2530, the most robust WiFi rate (i.e., 1Mbps). This is because
on-board PCB antenna, and connectivity interfaces inotydi the lower ZigBee rate (i.e., 250Kbps) compensates for

(a) Phone Dongle (b) Laptop Dongle
Fig. 2. Wizi-kit: fully custom made ZigBee modules.



the lower transmit power. We also show that ZigBegZigbee which is complimentary with the network interface

coverage can be significantly improved by using a R&witching in CoolSpots. In fact, our system can also didpatc

signal booster, which results in a single Wizi-Cloud ARackets through different wireless based on specified yolic
covering a three floors of a 70 ft. by 250 ft. building. Furthermore, CoolSpots implements the interface switgchin
« Latency:When WiZzZi-Cloud mobile device works in Zig- periodically changing the routing rules. Our implemeratin

Bee mode, the radio can wakeup in 0.75ms. The enithis paper supports finer grained control of per packet $witc

to-end latency includes the transmission time on UARITe., the mobile device can determine which network intafa

and ZigBee link, the latency along the end-to-end routty use for each packet.

and the latency occurred in UART kernel driver. In our In addition, VoIP performance in WiFi networks has been

prototype, the average one-way client-AP delay is 27msegll studied in the literature [19]-[21]. They have disecs

and 33ms when packets are tunnelled through two APgroblematic issues in the current 802.11 for VoIP services
« VoIP MOS:WiZi-Cloud achieves gyjood Mean Opinion and proposed approaches to improve the performance. In our

Score of 4.26 for a US cross-country communication. system, the radio link over ZigBee is overwritten from schat
and their solutions can be easily implemented. But in this
paper, we still follow the common 802.11 mechanisms.

WiFi energy consumption on mobile phones has attractedHandover of mobile clients in 802.11 and wireless mesh
a lot of attentions in the literature [12]-[15]. Prior worlah networks has been well studied in the literature [22]-[25].
considered using alternative low-power wireless linkghsas Their major goal is to reduce the handover delay caused by
Bluetooth [8], [16], [17] and GSM [7], to help improve thethe sub-processes such as DHCP and AP scanning. In this
energy efficiency. paper, regular WiFi handover is a part of the handover scheme

One research direction is to keep the WiFi interface offhus, all previous work can be adopted as a component. In
for most of time and turn it back on when needed througionstrast, our handover scheme includes additional ZigBee
other wireless interfaces. In [18], Shih et al. developed a@pecific functionality. Mobile IP [26]-[28] is close to the
efficient wake-up mechanism particularly for the VoIP seevi tunneling protocol between APs after ZigBee handover in our
on PDA-based mobile devices using a special low powsystem. However, our system is more complex as it has to deal
control channel between the mobile client and a proxy servaiith two radio interfaces. Additionally, our design incorates
Cell2Notify [7] is another work with the same design goala paging protocol and achieves much better performance in
but targeting regular cell phones with WiFi capability. Interms of energy efficiency.

Cell2Notify, WiFi is turned on through the cellular network IV, WIZI-CLOUD SYSTEM DESIGN
for the incoming VoIP calls. Both [18] and [7] focus on the '

paging mechanism that wakes up WiFi for VoIP traffic. And Wizi-Cloud system consists of a server end and a client end
their implementations involves additional hardware sush &oftware/hardware support. We built a ZigBee link between
laptops. Our prototype considers not only the paging but al§ach mobile phone client and the associated access point as
the voice de“very_ In addition, our design includes Cortm|ea.n ultra low power alternative to the WiFi link. In this Sml
protocols, such as handover mechanism for both paging at@ present the details of our system design.

data delivery. Finally, our system is implemented solely oR System Overview

regular mobile phones without assistance from other dsvice The WiZi-Cloud system is designed as to run below the
Some other work [16], [17] uses Bluetooth to wake up the . i
work [16], [17] u " W up ternet Protocol layer in the TCP/IP model, and above the

WiFi interface. In [16], Agarwal et al. developed a pagin ) .
scheme assuming each mobile device and the associated RE’ layer. F_|g. 4 shows the WiZI-Cloud system framewqu
hich consists of three components, Service Module, WiZi-

are connected with a Bluetooth link. Then, WiFi can b . X
turned on via the Bluetooth link. In Blue-Fi [17], the mobile loud Bridge & UART I/O, and ZigBee Modem.

Ill. RELATED WORK

devices predict the availability WiFi connectivity accorg to [ Kernel Network Stack |
the Bluetooth contacts with other nearby Bluetooth devices WiZiCloud Servica Module

and then determine whether to turn on the WiFi. Compared | IP Packet Multiplexer | | NIB |
to a Bluetooth link, the Zigbee connection in this paper is [ WiZi Bridge ‘

significantly superior in terms of handover performance and UARTIIO ]

coverage range. In addition, our system is designed not to
wake up the WIiFi, but to establish an alternative ZigBee link I
to carry low rate traffic in a transparent way to the applimasi Fig. 4. WiZi-Cloud System Framework.

CoolSpots [8] is a closely related work to this paper. The 1) Service Module:The main task of this service module
authors set a Bluetooth link between a mobile device and tiseto distinguish the WizZi-Cloud management traffic from
associated access point and the traffic can go through dithergeneric IP packets and respectively handle them. For regula
WiFi or Bluetooth link. CoolSpots focuses on the switchingP packets, the service module plays the role of a multiplexe
algorithm assuming the bluetooth link has been created pgssing packets between the kernel network stack and the
standard. This paper introduces another low-power linkgisiactive radio interface (either WiFi or ZigBee).

ZigBee | [ WiFi |




For Wizi-Cloud management messages, such as registratiosimilarly, as ZigBee receives a packet from the air, it usffe
and paging, the Service Module always forwards them to tltlee packet in ingress buffer, and sends to host through UART.
ZigBee interface. In addition, Wizi-Cloud Service Module Considering the limited storage space on ZigBee, we have
maintains a NIC Information Base (NIB) to track the statualso implemented flow control for UART RX to avoid egress
of the currently active interface for transmission. Widb@d buffer overrun. As egress buffer length crosses threskg,
Service Module has different designs at client and AP. We wiBee sends RNR(Receive Not Ready) or RR(Receive Ready) to
discuss the service module in detail in the next subsectionthe host to request host to pause/resume sending. Since host

For management packets and generic IP packets that willég. mobile phone, has more UART buffer and faster CPU, we
sent through ZigBee, the service module passes the foltpwisuppose the flow control on the other direction is not require
packet to the lower layer. The first row lists all the fields ands we implement the WiZi-Cloud prototype, we learned that
the second row indicates the size of each field in Byte. it is critical to fully explore the link capacity of both UART

(Type [ Zighes Dst WAC T TEN | Payload | and ZigBee radio ir_w order to g_et goqd syst_em throughput.
1] 2 2 [ - ] Therefore, we also implement windowing logic on UART to

Essentially, the Service Module encapsulates the packigis V\plpellne the data flow and use DMA for data transmission.

an extra header containing three new fields. The value of 0 egress Buffer []
‘ T . RF TX
Type’ distinguishes management packets from data packets = E:Q;DI—» —

UART RX
_—

‘ZigBee Dst. MAC’' specifies the ZigBee destination and
‘LEN’ is the length of this message. The field ‘Payload’ i ] it —

DMA
Encoder \ ‘ Framer

contains the original packet and has varying length demendi e B
on the message type. For IP packets, the payload’s size is up
to the MTU (e.g., 1500 bytes).

2) Wizi-Cloud Bridge & UART I/O:WizZi-Cloud Bridge B. Service Module Variants

Module mainly handles fragmentation for the IP packets. In pocqy) that the Wizi-Cloud Service Module is responsible
WiZi-Cloud system, the maximum ZigBee frame payload sizg, managing the dual RF interfaces, and propagating the IP

used” in ECZ??O network stacl:) is 116 tr)]yte, Whicr:‘ is m_u%ckets to the proper network interface, which makes the un-
smaller than the IP MTU (1500 byte in Ethernet). Thus, W'Z'('Jlerlying interface switching transparent to the kerneivoek

Cloud Bridge chops the IP packets from the Service Layer aggck and the applications running in the OS. Although the

get each fragment ready to be transmitted with the ZigBee Ps%rvice module on the mobile phone and the AP share the
When receiving an IP packet from the ZigBee interface, WiZEame functionality, the design varies

Cloud Bridge buffers all the fragme.nts, reassembles thein an 1) Virtual Interface at Client:in oder to make the physical
forwa}r.ds the _lP packgt t.o the Sery|ce Module. interface switching transparent to the rest of the systé, t

Affiliated with the WiZi-Cloud Bridge, the UART I/O mod- izi_cloud Service Module at client end creates a virtual
ule is responsible for reliable communication on the UAR ortace. which is assigned with the same IP address as the
link between WiZi Bridge and the ZigBee device. The messag@e the mobile client obtained from the registration-AP.aivh
sent through UART has the following format. the WiFi interface is active, the Wizi-Cloud Service Module
[ SFD [ Type | SEQ | ZigBee Dst. MAC | LEN | Payload | CRC | EFD | sends the IP packets received on the virtual NIC as raw IP
Lt ] 1] 1] 2 [ £ ] 18 ] 2 ] 1 ] packets to the WiFi NIC without any modification, as the
Since the data carried on UART is a bit stream, we usevatual NIC has the same IP address with the WiFi interface.
1-byte start frame delimiter (SFD) and end frame delimita/hen the mobile client switches to the low power ZigBee
(EFD) to determine the beginning and the end of a messaggerface, or moves to another primary-AP, the virtualifaee
In addition, each message indicates its ‘Type’, either ddteeps the same IP address so that the active connectione can b
packet or management packet, such as ACK and UART flowaintained. All the IP traffic will be passed to the WizZi-Ctbu
control messages. The maximum payload each message Bedge, and converted to WiZi-Cloud packets. Similarlye th
carry is 103 bytes. Each message in this layer contains a CR€oming packets that arrive on either WiFi or ZigBee iraed
checksum and the receiver side will check the CRC and sewdl be reassembled to IP packets, propagated to the service
an ACK back on a successful delivery. Otherwise, a timer atodule and reinjected to the kernel network stack as a raw IP
the host will trigger retransmission. packet. Having all traffic propagate through virtual NIC rask

3) ZigBee ModemZigBee Modem provides the host withunderlying interface changes transparent to the appdicati
read and write operations on the ZigBee link. As UART biBesides, we can have finer granularity of traffic monitoring
streams arrive at ZigBee, ZigBee translates the bits irimé. and can determine which interface to use at any moment.
Upon successful CRC verification, ZigBee sends ACK back 2) Netfilter Extension at APCompared with the client, the
to host. The new frame is buffered in egress buffer to be sehP has a different role in the wireless LAN. The AP works as a
through radio to the destination with the following format. gateway to route packets between different clients, orerthg

packets between the internal LAN and the external backbone

Payload | . . .

97 | network, carrying functions such as address translatitre T

Fig. 5. ZigBee Modem Logic.

[ Type [ Unique ID | Frag Num [ Frag Idx [ LEN
T ] 7| T | 1 [ 1




AP is primarily about a set of policies as to how to routéhen tunnelled to the registration-AP which forwards them t
packets for each client. Considering the differences betwetheir destination. If the mobile device only runs applioas

the AP and the client, we chose a different solution when vikat periodically check changes in the IP address (such as
designed the WiZi-Cloud Service Module for the AP, which isome VoIP clients), the mobile device can reduce the cost of
based upon the Linux netfilter framework. Instead of workinynnelling by re-registering at a primary-AP.

as a virtual network interface between the kernel network o B

stack and the WiZi-Cloud framework, the Wizi-Cloud Servic®: Ubiquitous reachability

Module dynamically changes the iptables rules to determineln order to guarantee ubiquitous reachability, the mobile
the IP packet propagation path for certain clients. As shovdevices need to be covered by a Wizi-Cloud access point,
in Fig. 6, normal IP packets follow path 1. When an IRnd they need to inform the system on how they can be
packet arrives at the AP either on the WAN or the WLANeached. We propose a beaconing mechanism that aims at
interface, the netfilter framework, kernel network stackl arreducing the energy consumption of the mobile devices while
routing module work together to carry the address tramsiatistill maintaining the complexity of the overall system low.

and route this IP packet to the proper interface. For thatclie Access PointsSimilar to WLANS, APs periodically broad-
that is registered as ZigBee active, the AP will insert acast beacons using ZigBee evefso units of time. The
iptables rule such that all the packets for this client wil bAPs do not have to be synchronized with each other. The

queued to our WiZi-Cloud Service Module process. beacon interval depends on the APs density and target energy
m consumption. A typical value used in our system is 100ms.
A Mobile Devices: The mobile devices periodically wake up

WAl to listen for the beacons. A mobile device is synchronized to
wﬁ;ﬂr““wr F"?Qework the primary-AP. If it does not hear the beacon, the mobile
device remains awake for several periods and collects all th
beacons it hears from nearby APs. The mobile device also
maintains information about the APs that cover his current
location, calledCoverage Setlf the link to the primary-
AP is lost or significantly degraded, the mobile device can

- ) ) select another AP as the primary-AP, preferably from the old
THe WiZi-Cloud system relies on several mechanisms, (Hoverage Set. If the mobile device notices a significant gaan

registra_tion of the mobile device, (2) maintaining readhigb i the Coverage Setr in the link quality to the primary-AP,
(3) paging, and (4) handover. it informs the registration-AP of this change. The regisra

AP updates its database with the new primary-AP information
and the Coverage Set for this mobile device. The use of a
Coverage Set has the advantage of limiting the number of
updates sent by the mobile device, specially if the mobile
device remains within an area covered by a small number of
APs (e.g., building, or campus).

Fig. 8 illustrates the wakeup pattern of a mobile device
following the trajectory. Before registration, the mohdevice
scans the medium and identifidd?, and AP; as the best cov-
ering APs. The mobile device registers willi’» and provides
{AP,, AP} as the Coverage Set. The mobile device now
Fig. 7. Dual radio mobile device moving across the WiZi-Glasystem. wakes-up only to listen to the beacon 4%,. After moving
away it stops hearing the beacon4p,. It scans the medium
again, identifiesAP5 as the primary-AP and AP;, AP,} as

A mobile device first associates with one AP in the WiZithe Coverage Set. It then updates the registration-AP, (i.e.
Cloud system, which is denoted bggistration-AR and ob- AP;) with the new primary-AP and Coverage Set. When the
tains an IP address through DHCP. As the mobile deviceobile device moves out of the range dfPs, it locks on
travels across the WiZi-Cloud network, it may obtain a new IR Py. It does not have to update the registration-AP because
address from new APs, but the original IP is always bondetlP, is already in the Coverage Set.
to the virtual interface with no change. This has the adwgmnta ) )
of making the network connectivity changes transparerti¢o tC- Paging mechanism
applications. The mobile device has to update the registrat  Upon incoming traffic for a mobile device, the registration-
AP with its current location to allow the tunnelling of patke AP needs to inform the mobile device to wakeup and start
to the current AP, which is denoted kyrimary-AP. The receiving data packets. This is done by extending the beacon
application packets from the mobile device can be tranenhittmessage with a paging message. The paging includes a list of
over either the ZigBee or WiFi interface to the primary-ARlanmobile devices that need to wakeup. First, the registratiBn

I WiZi-Cloud Module
Fig. 6. WizZi-Cloud Service Module at AP

V. WIZI1-CLouD PROTOCOLSDESIGN

A. Registration



AP3  AP4 P
AP transmissions

| I A I A ./ i

scanning, registration with AP2, primary-AP = AP3, o
Coverage Set update {AP2, APT} Coverage Set update (AP3, AP4} Mslocked MS transmissions

Fig. 8. Wakeup pattern and messages during mobility of M®braing to Fig. 7.
informs the primary-AP to page the mobile devices, and tloan operate in a transparent and energy-efficient way. Even,
paged devices acknowledge the receipt of the paging messamgwork aware applications (e.g., SIP clients that pecalti
Second, if the primary-AP fails, all the APs in the Coverageheck IP address changes and update the SIP server) benefit
Set are requested to page the mobile device. Such a twhrough a reduction in the number of registrations and wgpdat
phase mechanism has the advantage of keeping the traffic lovessages and through the handover capability of the WiZi-
without decreasing the chances to reach the mobile devi€oud system.
This comes at the expense of a potentially higher delay Whgn

the mobile device is no more covered by the primary-AP. .
Fig. 8 illustrates the paging mechanism. Some traffic is Our goal so far is to demonstrate the performance advan-

sent towards the mobile device when it is locked 4R, but tages of dual WiFi-ZigBee radios in providing energy-e#fit

the current primary-AP istP;, and the current Coverage Seybiq_uito_us reachability that is seamless to the mo_bil_e pghon
is {AP5, AP,}. The registration-AP pages the mobile devic8Pplications. For a real world deployment of a Wizi-Cloud
on the primary-APAP;, however the attempt fails. Then theSYStem many security issues have_ to be addresses, mpludmg
registration-AP pages all the APs in the Coverage @dt, Privacy (both in terms of commumcated_data, anonymity to
succeeds in reaching the mobile device. The registratign-Rrévent users tracking), robust reachability (e.g., pursp

can now tunnel the traffic to the mobile device through,. egistration-AP), and DoS protection (both on energy and
D. Handover load). We believe that these considerations can be appro-

The WiZi-Cloud system supports multiple forms of han.priately addressed with adequate mechanisms. We plan to

dover with the goal to minimize energy consumption, an@veshgate them in our future research.
connectivity disruption. VI. PERFORMANCEEVALUATION
1) Intra-device handover and traffic schedulingthile the . . -
ZigBee link is significantly more energy efficient than the In this section, we evaluate _the performan(_:e of our W'Z!'
WiFi link, it can only sustain a limited load. The WiZi-CIoudCIOUd prototype with an extensive set of experiments . We wil

AP has a traffic scheduler that monitors the network traﬁﬁ\’valuate the_ overall system performance on the Android_ Gl
on the ZigBee link and instructs mobile devices to switcH'-T[egrateoi with the W'Z"C|OUd system, from the peTSP‘m""’
gf energy consumption, throughput and user experience.

AP3  AP4 AP4 AP3 AP3 AP4 AP AP4
p:

Security and Privacy Considerations

on their WiFi interface and communicate over it. Only, th
mobile devices with the lowest rate remain on the ZigBeg Energy Consumption
interface. The ZigBee interface remains active until whea t

WIFi association is complete. The energy consumption is one of the most important

2) Seamless inter-AP handovétvhen moving, the mobile metrics in our experiments. First,_we ShOW the l?reakdown of
device only updates the Coverage Set and the primary-&BEr9y consumption measured with Andr0|d Glin Tablel. To
information. The mobile device is always reachable at thst pdnéasure the phone energy consumption, we power the phone
covering AP through paging. For delay-insensitive sessioﬁ(v't_h an external power gengrator_(4.1V), and c_:onnects the
the mobile device can switch to a new WiZi-Cloud AP, an@gll_ent U1252A multimeter in series. The multimeter logs
update the primary-AP information at the registration-Kgx e instantaneous current value every Snie result shows
delay-sensitive sessions (e.g., VoIP), the mobile devitiates 13t ZigBee in idle mode achieves more than factor of 11
a WiFi association with a new AP, and then sends a primaﬂ{,rjprovement In energy consumption in comparison with W'F'
AP update. The mobile device achieves a seamless handd(},ePower Saving Mode, and a factor of 7 in comparison

by maintaining both the ZigBee link to the old AP, and thd/ith GSM. However, energy usage of the radio interface
WiFi link to the new AP. cannot tell the whole story. Due to the low data rate and

E. Stateless vs. stateful sessions limited computation capability of ZigBee chipset, it maytno

- - be suitable for all applications and it is important to stinyv
In characterizing the performance of the WiZi-Cloud syss. Bee would imp:fcq the overall system F()anergy usage.

tem, one can note that stateless sessions, such as web brO\}% .
ext, we present the experimental data collected from real

ing, is not negatively impacted by the proposed mechan|smn§0b"e applications running on the Android G1 phone with

since such traffic can still go through the physical WiFi or - o S
ZigBee interface without tunnelling. The dual-radio alkfer our Wizi-Cloud prototype. We will discuss the application
a reduction In energy consumption When the data rat? IS loWirpe ZigBee entry in Table | is the energy used by a standaldgBe2
Stateful traffic such as VolP and mobility unaware applmai hardware with 3.5V power, excluding the energy cost by WiZck.



GSM WiFi Bluetooth | ZigBee | OS Screen . . .
RETdle 004 1 2947 | 730 557 soa | 378114 contrast, ZigBee consumes only around 27mA even in active
RF Active | 1170.71 | 1648.2 | 340.3 945 ' ' mode. Since our WiZi stack runs as a user space program, the
TABLE | energy usage of the WiZi software stack takes a large portion

BREAKDOWN ENERGY CONSUMPTION ONANDROID PHONES IN MW. However, the WiZi system still reduces the overall system

, o energy consumption b$0%. As shown in Fig. 9(b), when
performaqce from two .perspect|ve_fBaS|b|I|_ty "?md energy sipdroid is in standby mode, WiZi system shows even higher
consumptionWe categorize the mobile applications into thre@nergy efficiency because the energy usage by the ZigBee

classes by two criteridatency sensitivinand network traffic 5 qvare and Wizi stack is very little. The phone standby
load (See Table II). Applications such as \oIP, requireg o with VoIP software is extended by three times.
limited bandwidth. For example, the GSM codec for VoIP cor

sumes 20Kbps bandwidth each direction. However, the Vo
radio WiZi

300 | [ application

ZigBee Chip
H [ JWwiZzi Stack/WiFi

-

VolIP WiZi

application is highly sensitive to latency and jitter besalate
packets are discarded which leads to a significant degoadai
of the voice quality. In contrast, Email has a reasonablertol
ance to latency, and consumes limited bandwidth. Appbecesti
such as Web browsing, may consume much higher bandwiatn,
due to the rich media content on the web page. Although it
is not a real time application, a long delay may hurt the us 20

N
o
o

=

o

o
T

Current (mA)

o

VolP WiFi radio WiFi

(a) sipdroid & iheartradio, active mode

. . z [ application
experience, as well as the phone energy consumption. £ ||[XzigBee Chip
£ 10l C_JWwizi Stack/WiFi
sample app latency sensitivity | traffic load g
\oIP, stream medid moderate moderate o ﬁ
Email moderate mot_jerate 0 VolP WiZi VolIP WiFi
Web low high
(b) sipdroid, standby mode
TABLE Il Fig. 9. Energy consumption of sipdroid and iheartradio on @ith WiZi

MOBILE APPLICATIONCATEGORIES

1) High Delay Sensitivity, Moderate Traffic Loadie

or WiFi, screen off.

tested a VoIP application called sipdroid with two popula .2) Mo_derate Delay Sen3|t|v!ty, Modergte Tra.ﬁlc.LoaIdt
s section, we experiment with an email application on the

codecs, GSM 13Kbps and Speex 11Kbps. The voice is cle . , .
however sipdroid does not report any statistical data atdig 1. We cap.tured the emfaul traffic for t_hree tasks, check|_ng
the call quality. We capture the sipdroid traffic, and userfipeema'l’ sgndlng one email, and checklng "’F”d downloading
to emulate the VoIP traffic by generating two-way UDP flow?"€ email. We set up the G1 emal cl|en_t with one g_raduafce
udent’'s school email account, and profiled the email traffi

ith proper packet size and packet rate. The traffic patteiln, ) .
Wih proper p 'z P c P Eér 10 days. We generated traffic with the same average

plus the bandwidth and jitter reported by iperf are listed .

Table 1. We will show that the obtained values correspo cket size and average packet§ per second, ?‘”d measured the

to a very good VolP Mean Opinion Score in Section VI-C. overqll system energy cc_)nsumptlon. Table IV lists the aera
duration of each operation, and the average current drained

TABLE Il

codec | pkts/sec (two way)| UDP pkt size (B) | BW (Kbps) | jitter (ms) In our experiment, the average email traffic is limited, whic
GSM 95 53 39.3 4.38 A . . .
Speex 57 79 371 386 allows both WiFi to function in power save mode during each

operation. However, the ZigBee frames carrying IP fragment

VOIP CLIENT TRAFFIC PATTERN. happens three times more frequently than WiFi, which forces

To further verify the suitability of the WiZi system for dgla the ZigBee device to remain in active mode. In this, case WiZi
sensitive applications, we tested an Internet Radio agiidic  is comparable with WiFi in terms of total energy usage.

callediheartradio, which runs over the TCP. One local Boston

] ) . Duration (s) Current (mA) Energy (Joule)
music channel kiss108 consumes about 49Kbps bandwidth, WiFi WiZi | WiFi | WiZi | WiFi | WiZi
; ; ; ; Send 8.082 | 7.044 | 7.60 | 35.75 | 2.014 | 1.03
W|th an average TCP packgt size of 214 Byte. |heartr§1d|0 also Check 557 T 82441 26014215089 143
delivers a very good quality on the WiZi system. Fig. 9(a) Download | 14.399 | 10.734 | 28.42 | 36.17 | 1.678 | 1.59
shows the total energy consumption by sipdroid and iheartra TABLE IV

dio in active mode, in which sipdroid is making a voice call EMAIL APPLICATION PROFILE, SCREENOFF.

and iheartradio is streaming music. Each bar consists eéthr 3) Moderate Delay Sensitivity, Moderate Traffic Load:
components: 1) the base energy usage, including the ene¥gy experiment with Web browsing on the G1. We visited
consumed by the OS, speaker, and application; 2) the enetigg Google Reader web site, and loaded the top 14 news
consumed by the WiFi or the whole WiZi software stackfieeds in the Engadget channel. We counted the time to load
3) the energy consumed by the external ZigBee hardwalk the text and image content for these 14 news, and the
(none in WiFi case). In this type of applications, packet®tal traffic generated. In this experiment, there are imltot
come at a fast pace, which prevents both WiFi and WiZi from216 IP packets, the average IP packet size is 710 Byte. Web
entering the power save mode. This results in a high WiBrowsing is an interactive application, so we kept the stree
energy consumption, of around 250mA in both applicatioms. DN during the whole experiment. As shown in Table V,



even though ZigBee is occasionally more energy efficient,@ Mean Opinion Score for VolP
usually takes much longer to finish loading the content, twhic In this subsection, we evaluate the performance of VoIP
result in almost twice more energy consumption. In this casgpplications running over WiZi. The commonly accepted
the screen, another major energy draining source, becorfieffic for QoS of VoIP zg' the Mean Opinion Score (MOS)
the bottleneck. Besides, the long loading time degrades #{ich ranges from 1 o5 According to [29], MOS can be

. . : _gpproximately derived from th&-factor as follows,
user experience. Due to the slow link speed of ZigBee, W|2TO
system does not provide any benefit to such applicationstwhic 1 + 0.035R + 7 - 10" °R(R — 60)(100 — R),if 0 < R < 100.

generate bursty traffic, and require user interaction. The R-factor is defined ast = 100 — I, — I, — L; + A,

[ avg current (mA) [ Toading time (sec)[ energy (Joule) wherel is the signal-to-noise impairmert; is the mouth-to-
WiZi 199.606 239.8 196.248 . . ; :
WiE 9473 93411 11788 ear delay of the patll,; is the equipment impairment, and
TABLE V is the expectation factor. According to [29], thigfactor can
OVERALL SYSTEM ENERGY CONSUMPTION OFWEB BROWSER be simplified ask? = 94.2 + 0.024d + 0.11(d — 177.3) H (d —
B. Throughput 177.3) — 11 — 401In(1 4 10e), whered is the one-way delay
This experiment was carried out in the campus LAN, thend H is the Heavyside function,
phone accesses network through a WiZi-enabled AP. The end 1 ifz>0
host is a Linux PC. All experiments were carried out with a H(zx) = { 0 otherwise.

good link quality. The throughput is measured by iperf with a _ o
duration of 30 seconds. For each particular parametengettfCllowing the general setting in [29, = dnctwork + 85ms,
we conduct 10 iperf trials and report the average value. Wher€dnciwork is the network delay.

1) UDP Throughput:We first measure the UDP throughput We generate a 20-byte packet every 20ms and measure the
for different UDP payload size. Fig. 10 shows the UDBN€ way network delay<30ms). We also add on 40ms for
throughput and variance. When payload size is smaller thgiSs-country delay. The final MOS is 4.26 which matches the
maximum ZigBee payload size, the Wizi-Cloud packet head¥gy 9ood experience we had with the Sipdroid application.

incurs a large overhead yielding a low throughput. As thg coverage Performance (ZigBee vs. WiFi)
payload increases, the throughput quickly increases dtleeto For the paging mechanism, a better coverage means more
better utilization of the ZigBee channel. When the payload,. ) ! . .

I[]el able link between the primary AP and the mobile device,
exceeds 500 bytes, th_e curve becomes f!at,_bec_ausg t_he Wa%g fewer updates needs to be sent to the registration-AP. In
data flow along the WiZzZi, UART, and radio link is efficiently i

O . this section, we compare the coverage of ZigBee and WiFi,

pipelined. In our experiment, the peak UDP throughput &nd usepacket loss ratéo represent the coverage performance

70.4Kbps with 1400 Byte payload and the UART link through- @ P gep '
FLOOR 1 FLOOR 2 FLOOR 3

put (including headers overhead) is 83Kbps, which is close
our prototype UART link limit (115Kbps).

701

— =R

g

g 6 // %i‘ﬂ\f ’ .

S 50+ /| 1 X

£ Mg '

< 30} —+— UDP &
2OO 500 1000 1500 %

UDP Payload Size / TCP MSS (Byte)
Fig. 10. WiZi TCP / UDP Troughput vs. TCP MSS . UDP Payload Size

2) TCP Throughputin the TCP scenario, traffic occurs in We carried_on_.lt the experime_nts in our College f_acility, a
two directions. The ZigBee device is carrying out four taskjshree-floor_ building (shown in Fig. 11).' A brogdcastmg node
Tx/Rx on UART and Tx/Rx on radio. As ZigBee radio receive&’ placed in the blue spot and a mobile receiver measure the

messages from the air, it also receives messages from UA ?,cket loss rate at 15 different locations. In the ZigBeéstes
which needs to be se’nt out through RF. Thus, the ZigB e sender uses channel 26, one of the WiFi interference free

cannot send the messages in the ingress buffer to the h hnels, and 4dBm Tx power, the maximum manufacturer

in a timely manner. When messages arrive at the radio tB%commended Tx power. In the WiFi tests, we use a regular
frequently, due to the slow UART link, the ingress buﬁerlwilereless AP (24 dBm Tx_power) as the broadcasting node.
be full and start discarding the incoming RF message. If oh& §hoyvn_ in Fig. 12, ZigBee has a beter coverage fch_an
IP packet fragment is lost, all the rest of the fragments will i V‘{'th'n. a range of arou_nd 50ft. Eve_n though WiFi
be of no use. Thus, the maximum TCP packet size (Msgjn.smlts_wnh hlgher_energy, ZigBee has a highgf Ny than
becomes a trade off between better channel utilization laad IFi, which results in lower packet loss rate. Beyond that

risk of WaSFing bandwidth. AS .Shown in Fig. 10, the optimal 2 (5) Excellent/Imperceptible, (4) Good/Perceptiblg ot annoying,
TCP MSS is 450 Byte, achieving 60.2Kbps throughput.  (3) Fair/Slightly annoying, (2) Poor/Annoying, (1) Badfyeannoying

Fig. 11. College’s building floor plan with location of measments points.



range, however, the ZigBee performance degrades sigrtifican[2]
because the RSSI level drops below the RF sensitivity thres

old of the CC2530. In contrast, WiFi performance graduall 3]

“Customers Angered as iPhones Overload AT&T.” [Onlin&yailable:
http://www.nytimes.com/2009/09/03/technology/ comipaf®3att.html
“Mobile Broadband Siill Crawling at Below
1Mb, Despite up to’ 7.2Mb Claims.” [Online].

degrades. Furthermore, we have measured the coverage of Available: http://mobile.broadbandgenie.co.uk/braattb-news/mobile-

an enhanced ZigBee sender equipped with a 27dBm signal
booster in Fig. 12. The “good” ZigBee coverage is extendegl]

to around 100ft, which can cover almost the entire building.
[5
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Fig. 12. Packet loss rate of ZigBee on channel 26 at 4dBm ad8ra7 vs.
WiFi on channel 6 at 24dBm.

VIl. DISCUSSION

Our prototype WiZi-Cloud system can provide enougR®
throughput to some mobile applications, such as \VolP azﬁ
stream radio, and achieves significantly better energy effi-
ciency than WiFi. We believe the system performance can Bél
further optimized by alleviating the following bottleneck

o Android G1 UART module supports up to 115Kbps
which is less than 50% of ZigBee data rate, 250Kbps. T 1
UART link is the key bottleneck in our prototype. We are14)
currently working on integrating ZigBee with Ethernet
and Bluetooth interfaces, so that the ZigBee device ¢
connected with AP and mobile phones through high spegd]
link. We expect to boost the throughput performance by
two times, which also benefits the energy efficiency.

« The WiZi stack is currently running as a user spaqe7]
program, which generates extra computation while in-
teracting with the kernel. This results in extra energg}8
consumption, as shown in Fig. 9. By integrating the stack
to the kernel module, we expect to further increase th&]
energy efficiency.

VIII. CONCLUSION [20]

We propose WiZi-Cloud, a network architecture, set of
mechanisms, and HW/SW system solution to achieve gn)
energy efficient, ubiquitous and real time reachabilityt tisa
transparent to applications. We have prototyped Wizi-@lod??
on commodity mobile phones and WiFi APs. Our extensive
set of experiments demonstrate that ZigBee achieves arfadg]
of 11 better energy efficiency than WiFi in Power Savin
Mode. With all system energy usage counted, WiZi still can
be 2 times more energy efficient than an optimized WiFi while
active transmitting, and standby lifetime can be extended (>
to 3 times. Similar results apply to GSM, as well. Besidegg)
WiZi-Cloud has better coverage than WiFi within 50ft indool27]
environment. Finally, in the case of VoIP delivery over WiZi (28]
Cloud, a good Mean Opinion Score of 4.26 is achieved.

El
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