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Intr oduct ion
¥ Last t ime, we have seen var ious cr ypt osystems, and some 

cryptanalyses
¥ How do you ascertain the se cur ity of a cr ypt osystem?

¥ Some r easonable i deas:
¥ Computat ional Secur ity : best a lg t akes a l ong t ime

¥ No one knows how t o get tha t (imp ossible?)
¥ Can be done against sp eciÞc at tacks (br ute-force 

search)
¥ Provable Secur ity : r educe the se cur ity of a 

crypt osystem to a problem believed (or kn own) t o be 
hard

¥ Uncondit ional Secur ity : Crypt osystem cannot be br oken 
even with inÞn it e computat ion power



Review of P robability Theory

¥ Secur ity g enerally expressed in t er ms of probability

¥ Because an at tacker c an always guess the k ey!

¥ This is tr ue of an y cr ypt osystem, and unavoidable

¥ We only need discrete probabilit ies f or n ow



Probability Dis tr ibut ions

¥ Probability spa ce: (!, P r)
¥ !, the  sample space, is a Þnit e set of p ossible 

states (or p ossible wor lds or p ossible out comes)
¥ Pr is a fu nct ion P(!) → [ 0,1] such tha t

¥ Pr(!) = 1
¥ Pr(∅) = 0

¥ Pr( A∪B) = Pr( A) + Pr(B)   i f A∩B=∅
¥ Pr is c alled a probability dis tr ibut ion, a probability  

measure, or ju st a p robability

¥ Because of a ddit ivity , Pr deter mined by Pr({a}) ∀a



Examples

¥ Single die:
¥ ! = {1, 2,3,4,5,6}
¥ Pr ({4}) = 1/6
¥ Pr ({1,3,5}) = 3/6 = 1/ 2

¥ Pair of di ce:
¥ ! = {(1, 1),(1,2),(1,3),(1,4),...,(6,5),(6,6)}
¥ Pr ({(1,1)}) = 1/ 36
¥ Pr ({(1,a) ∣a=1,2,3,4}) = 4/ 36 = 1/ 9



Joint P robabilit ies

¥ Suppose (! 1, Pr1) is a p robability spa ce

¥ Suppose (! 2, Pr2) is a p robability spa ce

¥ Can create the jo int p robability spa ce (! 1×! 2,Pr) by 
taking:

¥ Pr({a,b}) = Pr1({a})Pr2({b})

¥ Extending by a ddit ivity



Condit ional Probability

¥ Pr ( A∣B) = Pr( A∩B) / P r(B)

¥ Only deÞned if P r(B)>0

¥ More easily underst ood with a pi ctu re...

BayesÕ Theorem: Pr (B | A) = Pr ( A∣B) Pr(B) / P r( A)



Random Var iables

¥ A random var iable is a fu nct ion fr om states t o some set of v alues
¥ Given probability spa ce and a r andom var iable X, the p robability 

that the r andom var iable X t akes value x is :

                         P r ( {w ∣X(w)=x} )

¥ This is of t en wr it t en Pr(X=x) or Pr [x]   ( YUCK)

¥ The probability spa ce is of t en lef t impl icit

¥ Condit ional p robabilit ies:
    P r (X=x∣Y=y) = Pr ({w∣X(w)=x}∣{w∣Y(w)=y})

¥ X and Y are independent  i f P(X=x ∩ Y=y) = Pr(X=x) Pr(Y=y) ∀x,y



Applicat ion t o Crypt ography

¥ Suppose a probability spa ce (!, P r) w ith:
¥ Random var iable K (=key)
¥ Random var iable P (=plaintext )
¥ K and P are independent r andom var iables

¥ Simple example: states are (key, plaintext ) pair s

¥ Key probability is P r(K=k)

¥ Plaintext p robability is P r(P=x)



Ciphertext P robability

¥ This induces a probability o ver ci phertexts :

¥ Can compute condit ional p robabilit ies:

Pr(C = y) =
∑

x,k¥ek(x)=y

Pr(P = x)Pr(K = k)

Pr(C = y ∩ P = x) = Pr(P = x)
∑

k¥ek(x)=y

Pr(K = k)

Pr(P = x | C = y) =
Pr(P = x)

!
k•ek(x)= y Pr(K = k)

!
x! ,k•ek(x! )= y Pr(P = x′)Pr(K = k)

Pr(C = y | P = x) =
∑

k•ek(x )= y

Pr(K = k)



Perf ect Se crecy

¥ We say a cr ypt osystem has perf ect se crecy i f

      Pr (P=x | C=y) = Pr (P=x)   f or a ll x ,y

¥ The probability tha t the pl aintext is x g iven that 
you have obser ved ciphertext y is the sam e as the 
probability tha t the pl aintext is x ( without seein g 
the ci phertext )

¥ Depends on key probability an d plaintext p robability



Character izing Perf ect Se crecy

Theorem: The shif t ci pher, where all k eys have 
probability 1/ 26, has perf ect se crecy i f we u se the 
key only once, f or an y plaintext p robability . 

¥ Can we character ize tho se crypt osystems with p erf ect  
secrecy?

Theorem: Let (P,C,K,E,D) be a cr ypt osystem with |K| = 
|P| = |C|.  This cr ypt osystem has perf ect se crecy i f an d 
only i f a ll k eys have the sam e probability 1/|K| an d 

             ∀x∈P ∀y∈C ∃k∈K ● ek(x) = y



Vernam Cipher

¥ Also know as the one-t ime pad

¥ P = C = K = (Z2)n

¥ Str ings of bi ts of l ength n

¥ If K=(k 1, ..., k n):
¥ eK (x1, ..., x n) = (x1+k1 (mod 2), ..., x n+kn (mod 2))
¥ dK (x1, ..., x n) = (x1-k 1 (mod 2), ..., x n-k n (mod 2))

¥ To encrypt a s tr ing of l ength N , choose a one-t ime 
pad of l ength N



Conclusions

¥ If ci phertexts a re short ( same length a s key), can get  
perf ect se cur ity
¥ Approach st il l u sed f or v ery sensit ive data 

(embassies, militar y, et c)
¥ But k eys get v ery l ong f or l ong messages
¥ And the re is the w hole key distr ibut ion problem

¥ Modern cr ypt osystems: one key used t o encrypt l ong 
plaintext (b y br eaking it in t o pieces)
¥ We wil l see more of the se next t ime

¥ Need t o be able t o reason about r eusing keys



A Det our: Entr opy
¥ Entr opy: measure of u ncertainty (in bi ts) intr oduced by 

Shannon in 1948 
¥ Foundat ion of Inf or mat ion Theory

¥ Intui t ion
¥ Suppose a r andom var iable tha t t akes value {1,...,n} with 

some nonzero probability
¥ Consider the s tr ing of v alues generated by tha t 

probability dis tr ibut ion
¥ What is the mo st e fÞcient wa y (in n umber of bi ts) t o 

encode every value t o minimize how many bi ts i t t ake t o 
encode a r andom str ing?

¥ Example: {1,...,8}, where 8 is m uch more l ikely than o the rs



DeÞnit ion of Entr opy
¥ Let r andom var iable t ake values in Þnit e set V

¥ Weighted average of -l og2 Pr (X=v)

Theorem: Suppose X is a r andom var iable t aking n 
values with n onzero probability , then

                     H(X ) " l og2 (n)

¥ When do we have equality ?

H(X) = −
!

v! V

Pr(X = v) log2 Pr(X = v)



Huf fman Encoding
Algor ithm t o get a {0 ,1} encoding tha t t akes less than 
H(X)+1 bits o n average

1.Star t w ith a t able of l et t er p robabilit ies
2.Create a l ist of tr ees, init ially a ll tr ees with o nly a l et t er 

and associated probability
3. It erat ively:

a.Pick the tw o tr ees T1, T2 w ith  smallest p robabilit ies 
fr om the l ist

b.Create a small tr ee with e dge 0 l eading t o T1 and edge 
1 leading t o T2

c. Add tha t tr ee back t o the l ist, w ith p robability the su m 
of the o r iginal p robabilit ies

4.Stop when you get a sin gle tr ee giving the enc oding



Condit ional Entr opy
¥ Let X an d Y be r andom var iables

¥ Fix a value y of Y
¥ DeÞne the r andom var iable X|y such tha t

   P r (X|y = x ) = Pr (X=x | Y=y)

¥ Condit ional entr opy, wr it t en H(X|Y):

¥ Intui t ion: average amount of inf or mat ion about X tha t  
remains af t er ob ser ving Y

H(X | y) = !
∑

v∈V

Pr(X = v | Y = y) log2 Pr(X = v | Y = y)

H(X | Y ) =
!

y

Pr (Y = y)H(X | y)



Applicat ion t o Crypt ography

¥ Key equivocat ion H(K∣C): amount of u ncertainty of 
the k ey tha t r emains af t er ob ser ving the ci phertext

Theorem:   H(K∣C) = H(K) + H(P) - H( C)

¥ A spur ious key is a p ossible key, but inc or rect

¥ E.g., shif t ci pher, w ith ci phertext WNAJW
¥ Possible keys: k=5 (RIVER) or k=22 ( ARENA)

¥ Many spur ious keys  --->   Go od!



How Many Spur ious Keys?

¥ Quest ion: how l ong of a m essage can we per mit 
before the n umber of spu r ious keys is 0? 
¥ That is , before the o nly key tha t is p ossible is the 

r ight o ne?

¥ This depends on the u nder lying language in w hich 
plaintexts a re t aken

¥ Cf: cr yptanalysis, where we t ook advantage tha t n ot 
all l et t ers have equal p robability in En glish messages



Entr opy of a L anguage
¥ HL = number of inf or mat ion bits p er l et t er in l anguage L

¥ Example:
¥ If a ll l et t ers have the sam e probability , a Þr st 

approximat ion would be 4. 7
¥ For English, based on probabilit ies of pl aintexts 

(let t ers), a Þr st a pproximat ion is 4.19
¥ For pair s of l et t ers? Tr iplets of l et t ers? ...

¥ Entr opy of L:

¥ Redundancy of L:

HL = lim
n !"

H (Pn )
n

RL = 1− HL

log2 |P |



Unicity Dis tance
Theorem: Suppose (P,C,K,E,D) is a cr ypt osystem with |C| = |P| 
and keys are chosen equiprobably, and let L be the u nder lying 
language. Given a ciphertext of l ength n ( sufÞcientl y l arge), the 
expected number of spu r ious keys sn sat isÞes

¥ The unicity dis tance of a cr ypt osystem is the v alue n0 af t er 
which the n umber e xpected number of spu r ious keys is 0 .
¥ Average amount of ci phertext r equired f or an a dversary t o 

be able t o compute the k ey (given enough t ime)

¥ Subst itut ion cipher: n0 = 25
¥ So have a c hance t o recover the k ey i f encr ypted message 

is longer than 25 c haracters

sn !
|K|

|P |nRL
" 1


