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INntr oduct i1on

@ Lastt ime, we have seen various cryptosysems and some

cryptanalyses
@ How do you ascertain the se curity of a cr yptosysem?

@ Some reasonable ideas:

@ Canpuational Security : best alg takes along t ime
@ This Is impossible t o achieve
@ Can be done againg sp ecibc attacks (br ute-force

search)

@ Provable Security : r educe the se curity of a
cryptosysem to a problem believed (or kn own) t o be
hard

@ Unoonditional Security : Cryptosysem cannot be br oken
even with inbn ite compuat ion power



Review of P robability Theory

@ Security g enerally expressed in t erms of probability
@ Because an attacker c an always guess the k ey!

@ Thisis tr ue of any cr yptosysem, and unavoidable

@ We only need discrete probabilities for n ow



Probability Distr ibutions

@ Probability space: (!,P r)
@ |, the sample space, Isa Pnite set of p ossible
wor lds (or p ossible out comes)
@ Prisafu nction P(!) ! [0,1] sudthat
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or(l) = 1
Pr(J) =0

Or( AUB) = Pr(A) + Pr(B) if AnB=D

@ Pris c alled a probability dis tr ibut ion, a probability
measure, or ju st a p robability

@ Because of additivity, Pr deter mined by Pr({a}) Va



Examples

@ Single dice:
o !={1, 2,3,4,5,6}
o Pr({4}) =1/6
o Pr({1,35}))=3/6 =12

@ Pair of di ce:
o 1 ={(1, 1),(12),(1,3),(1,4).-,(6,5),(66)}
o Pr({(1,1)}) =136
o Pr({(1,a) &%=12,3,4})) = 4/36=1/9



Joint P robabilit ies

@ Suppose (! 1, Prj) i1s a probability spa ce
@ Suppose (! 2, Pr2) is a probability spa ce

@ Can create the joint p robability space (! ' ! 2,Pr) by
taking:

@ Pr({a,b}) = Pra{a})Pr2({b})

@ Extending by addit ivity



Caondit ional Probability

8 Pr ( A&M) = Pr(ANB) / P r(B)
@ Only debned if Pr(B)>0

@ More easily understood with a pi cture...

BayesOrheorem: Pr (B | A) = Pr ( A&M) Pr(B) / P r(A)
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Random Variables

A random variable is a function fr om worlds t o0 some set of v alues
Given probability spa ce and a random variable X, the p robability
that the r andom variable X t akes value x is:

P r ( {w &XW)=x})
This is of ten written Pr(X=x) or Pr[x]

The probability space is of ten left impl icit

Canditional probabilities:
P r (X=x&Ar=y) = Pr ({w &AX(W)=x}&AW&AY (v)=y})

X and Y are independert if P(X=x N Y=y) = Pr(X=x) Pr(Y=y) Vx,y



Applicat ion t o Crypt ography

@ Suppose a probability space (!,P r) with:
@ Random variable K (=key)
@ Random variable P (=plaintext)
@ K and P are independent r andom var iables

@ Simplk example: worlds are (key,plaintext) pair s
@ Key probability is P r(K=Kk)

@ Plaintext p robability is P r(P=Xx)



Ciphertext P robability

@ This induces a probability o ver ci phertexts:

Pr(Ci—=alifss -5y (P — (e k)

x,koek(x): Yy

@ Can compu e condit ional probabilit ies:

Pr(C=yl P=x)= P =x = Pr(K = k)
k¥ey (x)=y

Pr(C=y|P=x)= Pr(K = k)
k¥er(z)=y

Pr2 =) (K=&
PT(P: CE”C: y): | ( ) k¥ey (x)=y ( )

e el PR ) PP = k)



Perf ect Se crecy

@ We say a cr yptosystem has perf ect se crecy if

@ The probability tha t the pl aintextis x g Iven that
you have observed ciphertext y is the sam e as the
probability tha t the pl aintextis x ( without seeing
the ci phertext)

@ Depends on key probability an d plaintext p robability



Chaact

erizing Perf ect Se crecy

Theorem: The shift ci pher, where all k eys have

probability
key only o

@ Can we ch
secrecy?

Theorem:
IP| =|C|. T

1/26, has perf ect se crecy if we u se the
nce, for any plaintext p robabllity .

aracterize tho se cryptosysems with p erf ect

_et (P,CKED) be a cr yptosysem with |K| =
'his cr yptosysem has perf ect secrecy ifand

only if all

K eys have the same probability 1/|K| and

VxeP VyeC dkeK # ex(X) =y



Vernam Cpher

@ Also know as the one-t ime pad

e P=C=K=(Z)"
@ Strings of bits of | ength n

o If K=(k 4, ..., kn):
@ ek (X1, ..., Xn) = (Xtki (mod 2), ..., Xntks (mod 2))
@ dk (X1, ..., Xn) = (X1-k1(mod 2), ..., Xn-Kn (Mmod 2))

@ To encrypt a string of | ength N, choose a one-t ime
pad of | ength N



Caonclusions

@ If ci phertexts are short ( same length a s key), can get
perf ect se curity
@ Approach still used for very sensiive data
(embassies, military, etc)
@ Bu keys getverylong for| ong messages
@ And there is the w hole key distr ibut ion problem

@ Modern cryptosysems one key used to encrypt | ong
plaintext (b y br eaking it in to pieces)

@ We will see more of the se nextt ime

@ Need to be able to reason about r eusing keys






A Detour: Entr opy

o Ertr opy: measure of u ncertainty (in bi ts) intr oduced by
Shanmon in 1948
@ Foundation of Inf ormaion Theory

@ Intuition

@ Suppose a random variable that t akes value {1,..,n} with
some nonzero probability

@ Caosider the s tr ing of v alues generated by tha t
probability dis tr ibut ion

@ What is the mo st e fbcient wa y (in number of bi ts) to
encode every value to minimize how many bitsitt aketo
encode a random str ing?

@ Example: {1,..,8}, where 8 is much more likely than o thers



DebPnit ion of Entr opy

@ Let r andom variable t ake values in bPnite set V

@ Weighted average of -| ogz Pr (X=v)

Theorem: Suppose X is a r andom variable taking n
values with n onzero probability, then

H(X )" 1 0gz2 (N)

@ When do we have equality ?



Hu fman Encoding

Algorithm t o get a {0 ,1} encoding thatt akes less than
H(X)+1 bts on average

1.Startwithat able of | etter probabilities

2.Create alist of tr ees, initially all tr ees with only a | etter
and asscciat ed probability

3.t eratively:
a.Pick the tw o tr ees T;, T> with smallest p robabilities
fr om the | ist

b.Create a small tr ee with e dge 0 | eading t o T1and edge
1 leadingto T>

C. Add thattr ee back t o the | ist, with p robability the su m
of the o riginal probabilities
4. Stop when you get a sin gle tr ee giving the enc oding



Caondit ional Entr opy

@ Let X an d Y be random variables
@ Fixavalueyof Y

@ Debne the r andom variable X|y such that
Pr(Xly=x)=Pr(X=x]| Y=y)

@ Canditional entr opy, wr itten H(X]Y):

@ Intuition: average amount of Inf ormat ion about X tha t
remains ater observing Y



Application t o Crypt ography

@ Key equivocat ion H(K&AC): amaunt of u ncertainty of
the k ey thatr emains &ter ob serving the ci phertext

Theorem: H(K&AC) = H(K + H(P) - H(C)

@ A spurious key Is a p ossible key, but inc orrect

@ E.g, shift ci pher, with ci phertext WNAJW
@ Possible keys: k=5 (RIVER) or k=22 ( ARENA

@ Many spurious keysS =—pmst0 0d!



How Many Spurious Keys?

@ Question: how long of a m essage can we per mit
before the n umber of spu rious keys is 07
@ That Is, before the o nly key that is p ossible is the
right o ne?

@ This depends on the u nderlying language in w hich
plaintexts are taken

@ Cf: cr yptanalysis, where we t ook advantage that n ot
all | etters have equal probability in En glish messages



Ertr opy of a L anguage

@ H. = number of inf orma ion bits per |l etter in | anguage L

& Example:
@ Ifa ll | etters have the same probablility, a br st
approximat ion would be 4. 7
@ For English, based on probabilities of pl aintexts
(letters), a br st a pproximation is 4.19
@ For pair s of | etters? Triplets of | etters? ...

@ Enr opy of L:

@ Redundancy of L:



Unicity Distance

Theorem: Suppose (PCKED) is a cr yptosysem with |C| = |P]
and keys are chosen equiprobably, and let L be the u nderlying
language. Given a ciphertext of | ength n ( sufPciently large), the
expected number of spu rious keys s, satisbes

@ The unicity distance of a cr yptosysem is the v alue ng after
which the n umber e xpected number of spu rious keys is O.
@ Average amount of ci phertextr equired for an adversaryto
be able t o compue the k ey (given enough t ime)

@ Substitution cipher: ngo = 25
@ So have a chance to recover the k ey if encr ypted message
IS longer than 25 ¢ haracters



