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\ Https = Http + SSL/TLS

Hypertext Transfer Protocol Secure (HTTPS) is a combination of the
Hypertext Transfer Protocol with the SSL/TLS protocol to provide encryption

and secure identification of the server. HTTPS connections are often used for
payment transactions on the World Wide Web and for sensitive transactions in
comporate information systems

Web browsers typically use HTTP to communicate with web servers, sending and
receiving information without encrypting it. For sensitive transactions, such as
Internet e-commerce or online access to financial accounts, the browser and
server must encrypt this information.

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer

(SSL), are cryptographic protocols that provide security for communications over
networks such as the Internet. TLS and SSL encrypt the segments of network

connections at the Transport Layer end-to-end.

Several versions of the protocols are in widespread use in applications like web
browsing electronic mail Internet faxing instant messaging voice-over-|1P

(VolP)




SSL. / TLS 1n a Nutshell

= SSL & TLS provide a secure TCP tunnel from client to server :
o Confidentiality
2 Message and connection integrity
o Authentication of server, optionally also of client
= Original goal and main use: secure credit card number
= Implemented in almost all web clients, servers
= Many implementations, libraries, e.g. Open-SSL

= SSL: Secure Socket Layer

o Since SSL (& TLS) operate on top of standard” Sockets API
= [TLS: Transport Layer Security

o Since TLS (& SSL) secure TCP (the transport layer)

o IETF standard version of SSL

2 We usually say just SSL but refer to both




‘Trust & Security Wish-list
Good in

» Confidentiality & authenticity of messages SSL/TLS

= Server (site) authentication:
a Customer needs to identify bank, merchant, etc. } Done
= Credential validation: n
2 Validate rating, certification, other credentials }_Shﬂmd be
2 E.g. E-bay rating of seller, BBB seal, ... used,

=

x Client authentication: 3
a2 Bank needs to identify account holder
a Company needs to identify employee - Done
a2 Content provider needs to identify subscriber

= Non-repudiation: JW
a2 Customer cannot dispute approving payments/orders

Not in SSL

2 Bank cannot dispute statement, receiving orders, etc.

Tt

s Denial of service




‘Credit Card Payments

- o -

I Card#, statement

Card#, signed slip. $

Merchant




SSL Credit Card Payments




‘SSL Based Credit Card Payments

= Use SSL to securely transfer credit card numbers

= Trivial deployment (merchant decision).

= No client software required (SSL is in browser).

= Built on top of the existing credit card infrastructure.
= By far, the most widely used payment method.




‘ Adding Security in Transport Layer
(SSL / TLS)

= SSL: Secure Socket Layer (Sockets is TCP/IP API)

=« TLS: Transport Layer Security (IETF standard SSL)
2 When we say SSL, we refer also to TLS

= Pros:
2 Easy to implement and use
2 Deployed in most browsers,

Application Layer

servers, ...
—-
=« Cons:
2 Protects only if used by appl. Transport Layer
2 Vulnerable to Clogging (DOS)
= Over TCP Internet Layer

2 Only end to end
1 Headers exposed Link Layer




Adding Security
Alternative 1: Add to Each Application

= Pros: easy, independent; _’I‘SM[ME_
awareness of semantics

= Cons: Transport Layer

2 Change each app, computer...
hard, wasteful, error-prone, | Internet (network) Layer
must trust all computers

2 No protection for headers Link Layer

= Examples:
2 S/Key (login)
1 Payment protocols, e.g. SET (credit card payments)

2 Tools: XML security, Kerberos, ...
2 Secure E-mail (S/MIME,PGP,...)




rA_cIEﬁng Security
Alternative 2: IP Security

Pros:
o Protect all applications, data (IP header, addresses)

2 No change to applications

2 Gateway can protect many hosts Application Layer

2 Anti-clogging mechanisms

o Implemented by operating Transport Layer
systems, Routers, ...
- Standard | Internet (network) Layer
= cons: Link Layer

2 Implementation,
Interoperability, availability

o Application awareness/control is difficult











































