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Adaptive corruptions  Advencorrupt Al

(without erasures) parties AFTER end.

Simulator S must produce transcript T
. without knowing inputs or outputs.
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CdEy x After corruption, S learns inputs and
@ // outputs.

S must explain transcript T by
producing random tapes for each
party!









At what cost
adaptive
Security?




Partial history (static

GMW’87 BMR'90

0(d) rounds  0(1) rounds

OT

|

OT

|

AJLTVW'12

2 rounds, comm
LWE, NIZK,
Threshold-PKI

l

GGHR'14
2 rounds
10, NIZK, CRS

MW’16
2 rounds, comm
LWE, NIZK, CRS

|

GS'18 / BL'18
2 rounds
OT, CRS

|

QWW'18
2 rounds

comm & online work
Adaptive-LWE, NIZK, CRS

1



Partial history (static

GMW’87 BMR'90

0(d) rounds  0(1) rounds
0]] OT

|

AJLTVW'12

2 rounds, comm
LWE, NIZK,
Threshold-PKI

l

GGHR'14
2 rounds
10, NIZK, CRS

|

MW'16
2 rounds, comm
LWE, NIZK, CRS

|

GS'18 / BL'18
2 rounds
OT, CRS

|

QWw'18
2 rounds

comm & online work
Adaptive-LWE, NIZK, CRS

l



Partial history (static

GMW'87  BMR'90
0(d) rounds  0(1) rounds
oT oT

H |

RB'S9 BMR'90
0(d) 0(1) rounds
rounds OWF

CLOS’02
0(d) rounds
OT, CRS

AJLTVW'12

2 rounds, comm
LWE, NIZK,
Threshold-PKI

AJLTVW'12

4 rounds, comm
LWE, NIZK,
Threshold-PKI

DKR'15 [/ CGP'15
0(1) rounds
10, OT, RefStr

GGHR'14
2 rounds
10, NIZK, CRS

|

|

GP'15 CPV'17

2 rounds, o(C) comm O(1) rounds
i0,DenEnc,0(C) Ref  OT, CRS
MW'16 GS'18 / BL'18
2 rounds, comm 2 rounds
LWE, NIZK, CRS OT, CRS

|

GLS'15 ACGJ'18
2 rounds, comm 3 rounds
LWE, NIZK, PKE, Zaps

Threshold-PKI

BLPV'18
2 rounds, |C|
OT, CRS

QWW'18
2 rounds

comm & online work
Adaptive-LWE, NIZK, CRS

l



Partial history (static

GMW’87 BMR'90

0(d) rounds  0(1) rounds
OT oT

l[ |

RB'89 BMR'90
0(d) 0(1) rounds
rounds OWF

CDDHR'99
0(d) rounds

CLOS'02
0(d) rounds
OT, CRS

DI'05

AJLTVW'12

2 rounds, comm
LWE, NIZK,
Threshold-PKI

AJLTVW'12

4 rounds, comm
LWE, NIZK,
Threshold-PKI

IPS'08
0(1) rounds
OT, CRS

0(1) rounds

OWF

DKR'15 / CGP'15  GP'15 CPV'17
0(1) rounds 2 rounds, o(C) comm O(1) rounds
i0, OT, RefStr i0,DenEnc,0(C) Ref  OT, CRS
GGHR'14 MW'16 GS'18 / BL'18
2 rounds 2 rounds, comm 2 rounds
10, NIZK, CRS LWE, NIZK, CRS OT, CRS
GLS'15 ACGJ'18
2 rounds, comm 3 rounds
LWE, NIZK, PKE, Zaps

Threshold-PKI

DPR'16

3 rounds, o(C) comm
LWE, NIZK, Threshold-
PKI

BLPV'18
2 rounds, |C|
OT, CRS

QWw'18
2 rounds

comm & online work
Adaptive-LWE, NIZK, CRS

l



-1C| MPC
ork for 2-round sub
Framew

7 )
) & 2 €
@ A
@ @ @

7 )

- -

)

//
;@



Framework for 2-round sub-|C| MPC

pk, sk;

N . «— FHE . Enc,.(x:; r)
K/@A\) ¢; P\



Framework for 2-round sub-|C| MPC

pk, sk;

V 7 \\) ¢; < FHE . Enc,(x;; r)
(receive c1,...,cn from everyone)




Framework for 2-round sub-|C| MPC

pk, sk;
///)'// \\) C; < FHE . Encpk(xl-; 7')
@ / (receive cl,....cn from everyone)
y <« Eval,(f, ¢y, ¢, ..., C)

d; < Decy (y)




Framework for 2-round sub-|C| MPC

pk, sk;
///)'// \\) C; < FHE . Encpk(xl-; 7')
@ / (receive cl,....cn from everyone)
y <« Eval,(f, ¢y, ¢, ..., C)

d; < Decy (y)

d.

l

(receive d1,....dn from everyone)



Framework for 2-round sub-|C| MPC

pk, sk;
///)'// \\) C; < FHE . Encpk(xl-; 7')
@ / (receive cl,....cn from everyone)
y <« Eval,(f, ¢y, ¢, ..., C)

d; < Decy (y)

d.

l

(receive d1,....dn from everyone)

flxy,...,x) < Combine(d,, ...,d)



Framework for 2-round sub-|C| MPC




Framework for 2-round sub-|C| MPC

A O
& PR
1 ’ 4, |

Cg % Ad C Z \\)
@ /‘18 ) d55 (
:. )
}66 ‘» \



Adaptive Secure FHE

(sk, pk) <—- Gen(1k)
Enc, Dec, Eval as usual

|dea|A,5(k)
(pk, Cly...,Cyp, S) — 51(1k);
(ml, C. ,mg,T) — A1(1k);
sk < Sa(s,m1,...,my);
b < ./42(7', pk,cl, ..., Cp, Sk‘);
Return b.
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Ad a ptlve Secu re FH E | m pOSSl ble Katz-Thiruvengadam-Zhou

(pka Cly .-+ Cp, 8) A Sl(lk)
c' Evalpk(Cf, Cly -5 Cp)

Given input m = (my, ...,m,) compute f(m) as:
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Ad a ptlve Secu re FH E | m pOSSl ble Katz-Thiruvengadam-Zhou

(pk,c1,...,cp,8) < S1(1F)
C, < Evalpk(Cf9 C]a ERE Cf)

Given input m = (my, ...,m,) compute f(m) as:

sk < So(s,m1,...,my); Size of circult
f(m) < Dec(c) computing f Is:



Impossibility of adaptive FHE




Frasures don't help
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pk, sk; |
/Z//“A\) ¢; < FHE . Enc,i(x;) Erase random foms.
/ (receive c1,....cn from everyone)

y <« Eval,(f, ¢y, ¢, ..., C)

d; Decsk,-(y) Erase ski.
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(receive d1,....dn from everyone)

flx;,...,x ) « Combine(d,, ...,d)
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Laconic Function Evaluation (LFE) eeoweos:

crs < LFE.crsGen(1”, params)

digesto = LFE.Compress(crs, C;r)

ct < LFE.Enc(crs, digest -, x)

y = LFE.Dec(crs, C, r, ct)



L FE Avoids Impossibility

crs <— LFE.crsGen(1%, params)

(pk,c1,...,cp,8) < 81(1k) digest, = LFE.Compress(crs, C;r)
¢’ < BEval \ (Cy, ¢y, ..., ¢p)

Given input m = (my, ...,m,) compute f(m) as:
sk < Sa(s,my, ..., my); ct < LFE.Enc(crs, digest, x)

Jim) < Decy(c’)
y = LFE.Dec(crs, C, r, ct)
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Succinct

digest ; = LFE.Compress(crs, C'y)

TLFE.Enc - -
Fste-abort (INPUL, sid, (crs, digest ¢, x;,7)).
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y = LFE.Dec(crs,Cy,ct) Eraseri.



Fully Adaptive Succinct MPC

crs < LFE.crsGen(1%, f.params)
Succinct

digest ; = LFE.Compress(crs, C)

‘;ESI;‘EE\.onanc:(inpcha Sidv (CFS, digeStf7 L s Tz))

Benhamouda-Lin-Polychroniado-Muthu

. Cf

y = LFE.Dec(crs,Cy,ct) Eraseri.
LFE 1s all-but-one adaptive secure.



ReMoving erasures
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Exp la | n a b | llty CO m p | le r Dachman-Soled—Katz-Rao"15

EC(Alg) — (Alg, Explain)

Poly-time overhead
Correctness: Alg(x) = Alg(x) Vx
For any input/output (x,y), Explain produces coins r s.t. ~Alg(x,r) =y

Corollary A.7. Assuming the existence of an indistinguishable obfuscator for P/poly and of one-
way functions, both with sub-exponential security, there exists an explainability compiler with adap-
tive security for P/poly.



Fully-adaptive summary

Protocol Security Rounds Communication Online : Setup size Setup Assumption
(erasures) Computation type
MW [79]  static 2 poly (4in, bout, d, k,n) poly(|C|, k) poly(k, d) CRS LWE, NIZK
QWW [85] . | | ALWE
ABJMS [3] static 2 poly (4in, bout, d, k,n) pPoly(fin, lout,d, k,n) poly(k,d) CRS I WE
| TDP, NCE
CLOS [24] adaptive(no) O(d) |C| - poly(k,n) poly(|C], k) poly(k) CRS dense-crypto
CRH
GS [50]* adaptive(no) O(d) |C| - poly(k,n) poly(|C|, k) - - TDP, NCE
dense-crypto
DKR [40] . .
adaptive(no) O(1) |C'| - poly(x,n) poly(|C|, k) poly(|C|, k) Ref OWF, iO
CGP [27]
GP [49] adaptive(no) 2 poly (4in, bout, k,n)  poly(|C], k) poly(|C]|, k) Ref OWF, iO
. NCE
CPV [30] adaptive(no) O(1) |C'| - poly(k,n) poly(|C]|, k) poly (k) CRS dense-crypto
: adaptive
BLPV [13] adaptive(no) 2 |C'| - poly(k,n) poly(|C]|, k) poly(k) Ref 5 round OT
. adaptive(yes) | | poly(k, d) CRS ALWE
This work . Japtive(no) 2 poly (4in, fout, d, K, 1) pOly(in, lout, d, K, 1) poly(lin, lout, d, k,m) Ref  ALWE, iO




Alice-optimal
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Alice-optimal

Xa
4

Alice learns y = f(Xa Xp)

Comm: |xal + |y

Comp: [xal + |yl




Bob-optimal

Xa
4

Alice learns y = f(Xa Xp)




Bob-optimal

Xa
4

A
Alice learns y = f(Xa Xp)

Comp: |f] Comm: [xp| + |y

Comp: [xpl + |y



Approach Security CRS ‘ Communication ‘ Computation ‘ Assumptions

(erasures) Alice Bob Alice Bob
GC [92] static : A f f f static OT
LOT [32 static O(1) O(1) f f f DDH, etc.
FHE [52 static - l A Cout Ca + oyt f LWE
LFE [85] static O(1) O(1) I+ lou f] (g + by ALWE
equivocal . .
GC [30 adaptive (no) - A f] f] f] adaptive OT
adaptive (yes) O(1) O(1) U + Lout f g+ Loy ALWE
This work  adaptive (no) g+ Llowr O(1) (4 Ooyt f (g +Vlyy ALWE and iO
adaptive (yes) f] f lout +0(LB) f f] impossible

Table 2: Comparison of two-message semi-honest protocols for f : {0,1}%4 x {0,1}*8 — {0, 1}fout.
Alice talks first, Bob the second, and only Alice learns the output. For simplicity, multiplicative
factors that are polynomial in the security parameter x or the circuit depth d are suppressed.
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Adaptive UC-NIZK

Using bilinear pairings, Adaptive NIZK of size |C|*poly(k).



S u CCl n Ct N |Z |< Gentry-Groth-Ishai-Peikert-Sahai-Smith

NIZK crs
Prover(x,w)

sk,pk = FHE.Gen(r) |
Vi = FHE.Encyi(w;) Wi}, pi

u* = FHE.Evalp(R,X,Wi,...w;)
pi = Nizk{ FHE.Dec(sk,u*) =1}



succinct + &
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HOmOmOrphlc TradeOr Fu nCthn Gorbunov-Vinod-Wichs

(pk, sk) < HTDF .Gen(1%,14)
fpk,x U =V

HTDF.Invg ., : V — U.

HTDF.Eval™(g, (z1,u1), ..., (xe, us))

v* = HTDF.Eval®"*(g, v1, ..., vy).



Impossibility doesn't apply to HTDF

(pka Cly .-+ Cp, 8) A Sl(lk)
¢’ < BEval \ (Cy, ¢y, ..., ¢p)

Given input m = (my,...,m,) compute f(m) as: . L
P ! ‘ P (m) Size of circult

sk < Sa(s,m1,...,my); computing f 1s:
f(m) < Decy(c’)



succinct Adaptive NIZK
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succinct Adaptive NIZK

crs = HTDF.pk

Prover(x w)

Vi = HTDFpk(Wi)

u* = HTDF.Evalok(R X,Wi,...w;)
v* = HTDF.Evalpk(R X,Vi,..,Vi)



succinct Adaptive NIZK

crs = HTDF.pk

Prover(x.w)

Vi = HTDFpi(wi)

u* = HTDF.Evalpk(R,X,Wi,...w;)
v* = HTDF.Evalyk(R X,Vi,..,Vi)
pi = Adp-Nizk{fok(u*) = v*}



succinct Adaptive NIZK

crs = HTDF.pk

Prover(x w)

Vi = HTDFpk(Wi) {Vi}; Pl

u* = HTDF.Evalpk(R,X,Wi,...w;)
v* = HTDF.Evalpk(R,X,Vi,..,vi)
pi = Adp-Nizk{fok(u*) = v*}



Adaptive NIZK

Protocol Security CRS size Proof size Assumptions
(erasures)

Groth [60 static IC| - poly(k) C'| - poly(k) TDP

Groth [60 static IC| - polylog(k) + poly(k) |C| - poly(k) Naccache-Stern

GOS |61] adaptive (no) poly(k) C| - poly(k) pairing based

Gentry [52] adaptive (yes) poly (k) w| - poly(k, d) LWE, NIZK

GGIPSS [56] adaptive (yes) poly (k) w| + poly(k,d) LWE, NIZK

This work adaptive (no) poly (k) w| - poly(k, d) LWE, NIZK

Table 3: NIZK arguments with security parameter k, for circuit size |C|, depth d, and witness size
wl.



All-but-one In 2 rounds

pk, sk;

. .« TEFHE . Enc,;(x.), s = [0]

y <« Eval,(f, ¢y, ¢, ..., C,)
di <« D@CSki(y —+ I’l-)
(receive from everyone)
flxy,...,x ) « Combine(d,, ...,d)

+ Adaptive NIZK for malicious security



All-but-one In 2 rounds

pk, sk;

Z \\) ¢; < TEFHE . Enc,i(x;), s = [O]
@ } (receive c1,....cn from everyone)
y <« Eval,(f, ¢y, ¢, ..., C,)
di <« D@CSki(y -+ l”l-)
(receive from everyone)

flxy,...,x ) « Combine(d,, ...,d)

+ Adaptive NIZK for malicious security



All-but-one In 2 rounds

pk, sk;

Z \\) ¢; < TEFHE . Enc,i(x;), s = [O]
@ } (receive c1,....cn from everyone)
y <« Eval,(f, ¢y, ¢, ..., C,)

di <« D@CSk,(y + l”l-)
| d + s

(receive from everyone)
flxy,...,x ) « Combine(d,, ...,d)

+ Adaptive NIZK for malicious security



All-but-one corruptions

Protocol Security Rounds Communication Assumptions Setup
AJLTVW [5]  static g pOly (Cin, Lout, d, i, 1) LWE, NIZK ghfr{essmd PRI
MW [79] static 2 poly (4in, lout, d, K, 1) LWE, NIZK CRS
IPS [70] adaptive  O(1) IC| 4 poly(d,log|C|,k,n)  OT-hybrid -

| CRH, TDP, NCE
GS [50] adaptive  O(1) C| + poly(d,log |C|, k,n) dense crypto -
DPR [45] adaptive 3 poly (4in, Lout, d, K, 1) LWE, NIZK threshold PKI
This work adaptive Z poly (4in, Lout, d, Kk, 1) LWE, NIZK tChIr{eSshold PRI

Table 4: Comparison of maliciously secure MPC for f : ({0,1}n)® — {0, 1}f represented by a
circuit C of depth d, tolerating n—1 corruptions. (x) The results in [50| only hold in the stand-alone
model.




Honest majority results

Protocol Security Rounds Communication Assumptions Setup
AJLTVW [5]  static ‘51 poly (lin, bout, d, ki,m)  LWE, NIZK Ehéessmd PRI
GLS [59) static g poly (lin, bout, d, ,n)  LWE, NIZK tChéeSSh(’ld Pil
ACGJ [4] static 3 C| - poly(k,n) PKE and zaps -

. 2 LWE, zaps, threshold PKI
BJMS [6] static X poly (Yin, Lout, d, K, 1) dense crypto )
DI [41] adaptive  O(1) C| - poly(k,n) OWF -
This work adaptive 20 (1) poly (lin, bout,d, k,n)  LWE, NIZK fhreshold PKI

Table 5: Comparison of maliciously secure MPC for f : ({0,1}n)" — {0, 1}*u« represented by

circuit C' of depth d, in the honest-majority setting.



Open questions

Are erasures/io necessary for adaptive succinct MPC?

Security Online Setup

Protocol (erasures) Rounds Communication Computation Setup size type Assumption
MW [79]  static 2 poly (4in, bout, d, k,n) poly(|C|, k) poly(k, d) CRS LWE, NIZK
WW (85 : ALWE
gBJMS[ [3]] static 2 poly (4in, bout, d, k, 1) poly(lin, bout,d, k,n) poly(k,d) CRS IWE
| TDP, NCE
CLOS [24] adaptive(no) O(d) |C'| - poly(k,n) poly(|C|, k) poly (k) CRS dense-crypto
CRH
GS [50]* adaptive(no) O(d) |C| - poly(k,n) poly(|C|, k) - - TDP, NCE
dense-crypto
DER [40]  joptiveo) O(1)  |C|- poly(k, n) poly(|C], ) poly(|C], k) Ref  OWF, iO
CGP [27]
GP [49] adaptive(no) 2 poly (4in, bout, K, )  poly(|C|, k) poly(|C|, k) Ref OWF, iO
: NCE
CPV [30] adaptive(no) O(1) C| - poly(k,n) poly(|C|, k) poly (k) CRS dense-crypto
: adaptive
BLPV [13] adaptive(no) 2 C| - poly(k,n) poly(|C|, k) poly(k) Ref o round OT
. adaptive(yes) | | poly(k, d) CRS ALWE
This worlk adaptive(no) 2 poly(fin, Lout, d, 5, 1) poly(lin, Lout, d, £, ) poly (4in, bout, d, k,n) Ref ALWE, iO




Open questions

Are Ref strings/erasures necessary for fully adaptive succinct MPC?

Security Online Setup

Protocol (erasures) Rounds Communication Computation Setup size type Assumption
MW [79]  static 2 poly (4in, bout, d, k,n) poly(|C|, k) poly(k, d) CRS LWE, NIZK
WW (85 : ALWE
gBJMS[ [3]] static 2 poly (4in, bout, d, k, 1) poly(lin, bout,d, k,n) poly(k,d) CRS IWE
| TDP, NCE
CLOS [24] adaptive(no) O(d) |C'| - poly(k,n) poly(|C|, k) poly (k) CRS dense-crypto
CRH
GS [50]* adaptive(no) O(d) |C| - poly(k,n) poly(|C|, k) - - TDP, NCE
dense-crypto
DER [40]  joptiveo) O(1)  |C|- poly(k, n) poly(|C], ) poly(|C], k) Ref  OWF, iO
CGP [27]
GP [49] adaptive(no) 2 poly (4in, bout, K, )  poly(|C|, k) poly(|C|, k) Ref OWF, iO
: NCE
CPV [30] adaptive(no) O(1) C| - poly(k,n) poly(|C|, k) poly (k) CRS dense-crypto
: adaptive
BLPV [13] adaptive(no) 2 C| - poly(k,n) poly(|C|, k) poly(k) Ref o round OT
. adaptive(yes) | | poly(k, d) CRS ALWE
This worlk adaptive(no) 2 poly(fin, Lout, d, 5, 1) poly(lin, Lout, d, £, ) poly (4in, bout, d, k,n) Ref ALWE, iO




Open questions

Are setup relaxations possible for all-but-one adaptive succinct MPC?

Protocol Security Rounds Communication Assumptions Setup
AJLTVW [5]  static ; poly (lin, Lout, d, 15, 10) LWE, NIZK gléeSSh(’ld PRI
MW [79] static 2 poly (4in, lout, d, Kk, 1) LWE, NIZK CRS
IPS [70] adaptive  O(1) |C| + poly(d,log |C|,k,n)  OT-hybrid -

. CRH, TDP, NCE
GS [50] adaptive  O(1) |C'| + poly(d,log |C|, k,n) dense crypto -
DPR [45] adaptive 3 poly (4in, lout, d, K, 1) LWE, NIZK threshold PKI
This work adaptive Z poly (4in, lout, d, K, 1) LWE, NIZK gléeéShOId PRI

Table 4: Comparison of maliciously secure MPC for f : ({0,1}4n)® — {0, 1}% represented by a
circuit C' of depth d, tolerating n—1 corruptions. () The results in [50] only hold in the stand-alone
model.






All-but-one corruptions prior work

Damgard-Polychroniadou-Rao

pk, sk;

— .« EquivFHE . Enc ,(x))

y <« Eval,(f, ¢y, ¢, ..., C,)

d; Decski(y + r;)

(receive from everyone)

flxy,...,x) < Combine(d,, ...,d)



All-but-one corruptions prior work

Damgard-Polychroniadou-Rao

pk, sk;
Z \\) ¢; < EquivFHE . Encpk(xl-)
% } (receive c1,....cn from everyone)

y <« Eval,(f, ¢y, ¢, ..., C,)

d; Decski(y + r;)

(receive from everyone)

flxy,...,x) < Combine(d,, ...,d)



All-but-one corruptions prior work

Damgard-Polychroniadou-Rao

pk, sk;
Z \\) ¢; < EquivFHE . Encpk(xl-)
@ } (receive c1,....cn from everyone)

y <« Eval,(f, ¢y, ¢, ..., C,)

d; Decski(y + r;)
d.

l

(receive from everyone)

flxy,...,x) < Combine(d,, ...,d)



All-but-one corruptions prior work

Damgard-Polychroniadou-Rao

pk, sk; |
¢; < EquivFHE . Encpk(xl-)
} (receive c1,....cn from everyone)
y <« Eval,(f, ¢y, ¢, ..., C,)
r; < EquivFhe . Enc(0)

d; Decski(y + r;)
d.

l

(receive from everyone)

flxy,...,x) < Combine(d,, ...,d)



Adaptive LWE

o The Challenger picks k random matrices A; <— Zy*™ for i € |k|, and sends them to A.
o A adaptively picks x1,...,x € {0,1}, and sends it to the Challenger.

o The Challenger samples s <— Z; and computes for all i € k]

(

b, = ST(AZ- —x; - G) + e; where e; < X", if 5 =0.
b, < 7", Zfﬁ = 1.

X q

The Challenger also picks A1 ngxm’ and computes

/

( bp.1 =58l Ar 1+ ey where epq — X", if B=0.
b1 + ZI if B=1.

\

The challenger sends Agy1 and {b;}icp41) to the adversary.



A1 DF

e Correctness. Let z1,...,2¢ € {0,1} and v; = fprs,(u;) for ¢ € [f]. Then, for
uw* = HTDF.Eval" (g, (z1,u1), ..., (¢, u¢)) and v* = HTDF.Eval®“t(g, v1,...,v,) it holds that
foly(u*) = v*, where y = g(x1,...,x¢).

¢ Distributional equivalence of inversion. For a bit z € {0,1}, the tuple (pk,x,u,v)
computed as v = fpko(u) for a random u < U is statistically close to sampling v < V at

random and computing u = HTDF.Invg »(v).

e Claw-free security. Given the public key, no efficient adversary can come up with v and o’
such that fok o(u) = fok.1(v') with more than a negligible probability.



Full adaptive case

Theorem 4.1 (Theorem 1.1, secure-erasures version, restated). Assume the existence of LFFE
schemes for P/poly, of 2-round adaptively and maliciously secure OT, and of secure erasures, and
let f:({0,1}m)" — {0, 1}t be an n-party function of depth d.

Then, -Fs]:fe-abort can be UC-realized tolerating a malicious, adaptive PPT adversary by a 2-
round protocol in the common random string model. The size of the common random string is

poly(k,d), whereas the communication and online-computational complexity of the protocol are

pO:-Y(liv éina gouh d7 7"L) .




