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Abstract. There is a gro wing recognition of the need to apply formal

mathematical metho ds in the design of \high con�dence" computing

systems. Suc h systems op erate in safet y critical con texts (e.g., air traf-

�c con trol systems) or where errors could ha v e ma jor adv erse economic

consequences (e.g., banking net w orks). The problem is esp ecially acute

in the design of man y r e active systems whic h m ust exhibit correct on-

going b eha vior, y et are not amenable to thorough testing due to their

inheren tly nondeterministic nature. One useful approac h for sp ecifying

and reasoning ab out correctness of suc h systems is temp oral logic mo del

che cking , whic h can pro vide an e�cien t and expressiv e to ol for automatic

v eri�cation that a �nite state system meets a correctness sp eci�cation

form ulated in temp oral logic. W e describ e mo del c hec king algorithms and

discuss their applicatio n. T o do this, w e fo cus atten tion on a particularly

imp ortan t t yp e of temp oral logic kno wn as the Mu-c alculus .

1 In tro duction

There is a gro wing need for reliable metho ds of designing correct reactiv e sys-

tems. These systems are c haracterized b y ongoing, t ypically non terminating and

highly nondeterministic b eha vior. Often suc h systems amoun t to parallel or dis-

tributed programs. Examples include op erating systems, net w ork proto cols, and

air tra�c con trol systems.

There is no w ada ys widespread agreemen t that some t yp e of temp oral logic

[Pn77 ] pro vides an extremely useful framew ork for reasoning ab out reactiv e pro-

grams. Basic temp oral op erators suc h as \sometimes" ( F ), \alw a ys" ( G ), and

\nexttime" ( X ) mak e it p ossible to easily express man y imp ortan t correctness

prop erties; e.g., G ( sent ) F r e c eive d ) asserts that whenev er a message is sen t,

it is ev en tually receiv ed.

When w e in tro duce \path quan ti�ers" ( A , E ), meaning \for all p ossible fu-

ture computations" and \for some p ossible future computation", resp ectiv ely ,

w e can distinguish b et w een the inevitabilit y of ev en ts ( AF P ) and their p oten-

tialit y ( E F P ). Suc h a system is referred to as a branc hing time temp oral logic.



One commonl y used branc hing time logic is CTL (Computation T ree Logic) (cf.

[EC80], [CE81 ]).

Another branc hing time logic is the (prop ositional) Mu-calculus [Ko83 ] (cf.

[EC80], [Pr81]). The Mu-calculus ma y b e though t of as extending CTL with

a least �xp oin t ( � ) and greatest �xp oin t ( � ) op erator. W e note that E F P �

P _ E X E F P , so that E F P is a �xed p oin t, also kno wn as a �xp oin t, of the

expression � ( Y ) = P _ E X Y . In fact, E F P is the least �xp oin t, i.e., the least

Y � P _ E X Y . The least �xp oin t of � ( Y ) is ordinarily denoted as �Y :� ( Y ).

As this example suggests, not all of CTL is needed as a \basis" for the Mu-

calculus, whic h can instead b e de�ned in terms of atomic prop osition constan ts

and v ariables ( P ; :::; ; Y ; : :: ), b o olean connectiv es ( ^ ; _ ; : ), nexttime op erators

( AX ; E X ), and �nally least and greatest �xp oin t op erators ( �; � ). The rest of

the CTL op erators can b e de�ned in terms of these surprisingly simple primitiv es.

In fact, most mo dal and temp oral logics of in terest can b e de�ned in terms of

the Mu-calculus. In this w a y , it pro vides a single, simple and uniform framew ork

subsuming most other logics of in terest for reasoning ab out reactiv e systems (cf.

[EL86]).

The \classical" approac h to the use of temp oral logic for reasoning ab out

reactiv e programs is a man ual one, where one is obliged to construct b y hand

a pro of of program correctness using axioms and inference rules in a deductiv e

system. A desirable asp ect of some suc h pro of systems is that they ma y b e for-

m ulated so as to b e \comp ositional", whic h facilitates dev elopmen t of a program

hand in hand with its pro of of correctness b y systematically comp osing together

pro ofs of constituen t subprograms. Ev en so, man ual pro of construction can b e

extremely tedious and error prone, due to the large n um b er of details that m ust

b e attended to. Hence, correct pro ofs for large programs are often v ery di�cult

to construct and to organize in an in tellectually manageable fashion. It seems

clear that it is unrealistic to exp ect man ual pro of construction to b e feasible

for large-scale reactiv e systems. F or systems with millions or ev en just tens of

thousands of lines of co des, transcription and other clerical errors guaran tee that

the task of pro of construction is b ey ond the abilit y of h umans b y themselv es.

Hence, w e ha v e historically adv o cated an alternativ e, automated approac h

to reasoning ab out reactiv e systems (cf. [Em81 ], [CE81 ]). One of the more useful

approac hes for sp ecifying and reasoning ab out correctness of suc h systems has

turned out to b e temp oral logic mo del che cking (cf. [CE81 ], [Em81 ], [QS82 ]),

whic h can pro vide an e�cien t and expressiv e to ol for automatic v eri�cation

that a �nite state reactiv e system meets a correctness sp eci�cation form ulated

in prop ositional temp oral logic. Empirically , it turns out that man y systems

of in terest either are or can b e usefully mo deled at some lev el of abstraction

as �nite state systems. Moreo v er, the prop ositional fragmen t of temp oral logic

2



su�ces to sp ecify their imp ortan t correctness prop erties.

1

The mo del c hec king

problem can b e formalized as:

The Mo del Chec king Problem - Giv en a �nite state transition graph M ,

an initial state s

0

of M , and a temp oral logic sp eci�cation form ula f ,

do es M ; s

0

j = f ? i.e., is M at s

0

a mo del of f ?

V arian t form ulations of the mo del c hec king problem stipulate calculating the set

of all suc h states s

0

in M where f is true.

The remainder of this pap er is organized as follo ws: Section 2 de�nes the

Mu-calculus. Section 3 de�nes certain related logics including CTL. The ex-

pressiv eness of the Mu-calculus is discussed in section 4. Algorithms for mo del

c hec king in the Mu-calculus are describ ed in section 5. Section 6 giv es some

concluding remarks.

2 The Mu-calculus

The (prop ositional) Mu-Calculus (cf. [P a70 ], [EC80 ], [Ko83 ]) pro vides a le ast

�xp oint op erator ( � ) and a gr e atest �xp oint op erator ( � ), whic h mak e it p ossible

to giv e extremal �xp oint char acterizations of correctness prop erties. In tuitiv ely ,

the Mu-Calculus mak es it p ossible to c haracterize the mo dalities in terms of

recursiv ely de�ned tree-lik e patterns. F or example, the assertion that \along

all computation paths p will b ecome true ev en tually" can b e c haracterized as

�Z :p _ AX Z , the least �xp oin t of the functional p _ AX Z where Z is an atomic

prop osition v ariable (in tuitiv ely ranging o v er sets of states) and AX denotes the

univ ersal nexttime op erator.

W e �rst giv e the formal de�nition of the Mu-Calculus.

Syn tax

The form ulae of the prop ositional Mu-Calculus L� are those generated b y rules

(1)-(6):

(1) A tomic prop osition constan ts P ; Q

(2) A tomic prop osition v ariables Y ; Z ; : : :

(3) E X p , where p is an y form ula.

(4) : p , the negation of form ula p .

(5) p ^ q , the conjunction of form ulae p; q .

1

These t w o assertions are related. Most prop ositiona l temp oral logics satisfy the �nite

mo del prop ert y: if a sp eci�cation is satis�able, it has a �nite mo del whic h ma y b e

view ed as a system meeting the sp eci�cation.
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(6) �Y :p ( Y ), where p ( Y ) is an y form ula syn tactically monotone in the prop osi-

tional v ariable Y , i.e., all o ccurrences of Y in p ( Y ) fall under an ev en n um b er

of negations.

The set of form ulae generated b y the ab o v e rules forms the language L� .

The other connectiv es are in tro duced as abbreviations in the usual w a y: p _ q

abbreviates : ( : p ^: q ), p ) q abbreviates : p _ q , p � q abbreviates p ) q ^ q ) p ,

AX p abbreviates : E X : p , � Y :p ( Y ) abbreviates : �Y : : p ( : Y ), etc. In tuitiv ely ,

�Y :p ( Y ) ( � Y :p ( Y )) stands for the least (greatest, resp.) �xp oin t of p ( Y ), E X p

( AX p ) means p is true at some (ev ery) successor state reac hable from the curren t

state, ^ means \and", etc. W e use j p j to denote the length (i.e., n um b er of

sym b ols) of p .

W e sa y that a form ula q is a subformula of a form ula p pro vided that q , when

view ed as a sequence of sym b ols, is a substring of p . A subform ula q of p is said

to b e pr op er pro vided that q is not p itself. A top-level (or imme diate ) subform ula

is a maxima l prop er subform ula. W e use S F ( p ) to denote the set of subform ulae

of p .

The �xp oin t op erators � and � are somewhat analogous to the quan ti�ers 9

and 8 . Eac h o ccurrence of a prop ositional v ariable Y in a subform ula �Y :p ( Y )

(or � Y :p ( Y )) of a form ula is said to b e b ound . All other o ccurrence are fr e e . By

renaming v ariables if necessary w e can assume that the expression �Y :p ( Y ) (or

� Y :p ( Y )) o ccurs at most once for eac h Y .

A sentenc e (or close d form ula) is a form ula that con tains no free prop ositional

v ariables, i.e., ev ery v ariable is b ound b y either � or � . A form ula is said to b e

in p ositive normal form (PNF) pro vided that no v ariable is quan ti�ed t wice

and all the negations are applied to atomic prop ositions only . Note that ev ery

form ula can b e put in PNF b y driving the negations in as deep as p ossible

using DeMorgan's La ws and the dualities : �Y :p ( Y ) = � Y : : p ( : Y ) ; : � Y :p ( Y ) =

�Y : : p ( : Y ). (This can at most double the length of the form ula). Subsentenc es

and pr op er subsentenc es are de�ned in the same w a y as subform ulae and prop er

subform ulae.

Let � denote either � or � . If Y is a b ound v ariable of form ula p , there is

a unique � or � subform ula � Y :q ( Y ) of p in whic h Y is quan ti�ed. Denote this

subform ula b y � Y . Y is called a � -variable if � Y = �Y ; otherwise, Y is called a

� -variable . A � -subformula ( � -subsentenc e , resp.) is a subform ula (subsen tence)

whose main connectiv e is either � or � . W e sa y that q is a top-level � -subform ula

of p pro vided q is a prop er � -subform ula of p but not a prop er � -subform ula of

an y other � -subform ula of p . Finally , a b asic mo dality is a � -sen tence that has

no prop er � -subsen tences.
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Seman tics

W e are giv en a set � of atomic prop osition constan ts and a set � of atomic

prop osition v ariables. W e let AP denote � [ � . Sen tences of the prop ositional

Mu-Calculus L� are in terpreted with resp ect to a structure M = ( S; R; L ) where

S is the set of states ,

R is a total binary r elation � S � S (i.e., one where 8 s 2 S 9 t 2 S ( s; t ) 2 R ),

and

L : S ! 2

AP

is a lab eling whic h asso ciates with eac h state s a set L ( s ) consisting

of all atomic prop osition sym b ols in the underlying set of atomic prop ositions

AP in tended to b e true at state s .

W e ma y view M as a lab eled, directed graph with no de set S , arc set R , and

no de lab els giv en b y L . The size of M , j M j = j S j + j R j , where j S j is the size of

the state space S , the sum o v er s 2 S of the sizes of L ( s ), and j R j is the n um b er

of transitions.

The p o w er set of S , 2

S

, ma y b e view ed as the complete lattice (2

S

; S; ; , � ,

[ , \ ). In tuitiv ely , w e iden tify a predicate with the set of states whic h mak e it

true. Th us, false , whic h corresp onds to the empt y set, is the b ottom elemen t,

true , whic h corresp onds to S is the top elemen t, and implication ( 8 s 2 S [ P ( s ) )

Q ( s )]), whic h corresp onds to simple set-theoretic con tainmen t ( P � Q ), pro vides

the partial ordering on the lattice.

Let functional � : 2

S

! 2

S

b e giv en; then w e sa y that � ( Y ) is monotonic

pro vided that P � Q implies � ( P ) � � ( Q ). W e sa y P

0

is a �xp oint of functional

� ( Y ) pro vided P

0

= � ( P

0

). Fixp oin t P

0

is a le ast �xp oin t pro vided that if P

00

is a

�xp oin t then P

0

� P

00

. Note that an y least �xp oin t of � ( Y ) is unique, since, if P

0

and P

00

are least �xp oin ts, P

0

� P

00

and P

00

� P

0

. W e use �Y :� ( Y ) to denote the

least �xp oin t; analogously , � Y :� ( Y ) denotes the greatest �xp oin t. The existence

of these of these \extremal" �xp oin ts is guaran teed b y the follo wing.

Theorem (T arski-Knaster). Let � : 2

S

! 2

S

b e a monotonic functional.

Then

(a) �Y :� ( Y ) = \ f Y : � ( Y ) = Y g = \ f Y : � ( Y ) � Y g ,

(b) � Y :� ( Y ) = [ f Y : � ( Y ) = Y g = [ f Y : � ( Y ) � Y g ,

(c) �Y :� ( Y ) = [

i

�

i

( false ) where i ranges o v er all ordinals of cardinalit y at

most that of the state space S , so that when S is �nite i ranges o v er [0: j S j ];

�Y :� ( Y ) is the union of the follo wing ascending c hain of appro ximations:

false � � ( false ) � �

2

( false ) : : : , and

(d) � Y :� ( Y ) = \

i

�

i

( true ) where i ranges o v er all ordinals of cardinalit y at

most that of the state space S , so that when S is �nite i ranges o v er [0: j S j ];

� Y :� ( Y ) is the in tersection of the follo wing descending c hain of appro xima-

tions: true � � ( true ) � �

2

( true ) : : : .
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A form ula p with free v ariables Y

1

; : : : ; Y

n

is th us in terpreted as a mapping

p

M

from (2

S

)

n

to 2

S

, i.e., it is in terpreted as a predicate transformer. W e write

p ( Y

1

; : : : ; Y

n

) to denote that all free v ariables of p are among Y

1

; : : : ; Y

n

. A val-

uation V , denoted ( V

1

; : : : ; V

n

), is an assignmen t of the subsets of S; V

1

; : : : ; V

n

,

to free v ariables Y

1

; : : : ; Y

n

, resp ectiv ely . W e use p

M

( V ) to denote the v alue of p

on the (actual) argumen ts V

1

; : : : ; V

n

(cf. [EC80], [Ko83 ]). The op erator p

M

is

de�ned inductiv ely as follo ws:

(1) P

M

( V ) = f s : s 2 S and P 2 L ( s ) g for an y atomic prop ositional constan t

P 2 AP

(2) Y

M

i

( V ) = V

i

(3) ( p ^ q )

M

( V ) = p

M

( V ) \ q

M

( V )

(4) ( : p )

M

( V ) = S n ( p

M

( V ))

(5) ( E X p )

M

( V ) = f s : 9 t 2 p

M

( V ) ; ( s; t ) 2 R g

(6) �Y

1

:p ( Y

1

)

M

( V ) = \f S

0

� S : p ( Y

1

)

M

( S

0

; V

2

; : : : ; V

n

) � S

0

g

Note that our syn tactic restrictions on monotonicit y ensure that least (as

w ell as greatest) �xp oin ts are w ell-de�ned.

Usually w e write M ; s j = p (resp ectiv ely , M ; s j = p ( V )) instead of s 2 p

M

(resp ectiv ely , s 2 p

M

( V )) to mean that sen tence (resp ectiv ely , form ula) p is true

in structure M at state s (under v aluation V ). When M is understo o d, w e write

simply s j = p .

3 T emp oral Logics

In this section w e de�ne three represen tativ e systems of prop ositional temp oral

logic. The system PL TL (Prop ositional Linear temp oral logic) is the \standard"

linear time temp oral logic (cf. [Pn77], [MP92 ]). The branc hing time logic, CTL

(Computational T ree Logic), allo ws basic temp oral op erators of the form: a path

quan ti�er|either A (\for all futures") or E (\for some future"|follo w ed b y a

single one of the usual linear temp oral op erators G (\alw a ys"), F (\sometime"),

X (\nexttime"), or U (\un til") (cf. [CE81 ], [EC80 ]). Its syn tactic restrictions

limit its expressiv e p o w er so that, for example, correctness under fair sc heduling

assumptions cannot b e expressed. W e therefore also consider the m uc h ric her

language CTL*, whic h extends CTL b y allo wing basic temp oral op erators where

the path quan ti�er ( A or E ) is follo w ed b y an arbitrary linear time form ula,

allo wing b o olean com binations and nestings, o v er F , G , X , and U (cf. [EH86 ]).

Syn tax

W e no w giv e a formal de�nition of the syn tax of CTL*. W e inductiv ely de�ne

a class of state form ulae (true or false of states) using rules S1-3 b elo w and a

class of path form ulae (true or false of paths) using rules P1-3 b elo w:
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S1 Eac h atomic prop osition P is a state form ula

S2 If p; q are state form ulae then so are p ^ q ; : p

S3 If p is a path form ula then E p; Ap are state form ulae

P1 Eac h state form ula is also a path form ula

P2 If p; q are path form ulae then so are p ^ q ; : p

P3 If p; q are path form ulae then so are X p; pU q

The set of state form ulae generated b y the ab o v e rules forms the language

CTL*. The other connectiv es can then b e in tro duced as abbreviations in the

usual w a y: p _ q abbreviates : ( : p ^ : q ), p ) q abbreviates : p _ q , p � q abbre-

viates p ) q ^ q ) p , F p abbreviates true U q , and Gp abbreviates : F : p . W e

also let

1

F

p abbreviate GF p (\in�nitely often"),

1

G

p abbreviate F Gp (\almost

ev erywhere"), and ( pB q ) abbreviate : (( : p ) U q ) (\b efore").

Remark: W e could tak e the view that Ap abbreviates : E : p , and giv e a more

terse syn tax in terms of just the primitiv e op erators E ; ^ ; : ; X ; and U . Ho w ev er,

the presen t approac h mak es it easier to giv e the syn tax of the sublanguage CTL

b elo w.

The restricted logic CTL is obtained b y restricting the syn tax to disallo w

b o olean com binations and nestings of linear time op erators. F ormally , w e replace

rules P1-3 b y

P0 If p; q are state form ulae then X p; pU q are path form ulae.

The set of state form ulae generated b y rules S1-3 and P0 forms the language

CTL. The other b o olean connectiv es are in tro duced as ab o v e while the other

temp oral op erators are de�ned as abbreviations as follo ws: E F p abbreviates

E ( true U p ), AGp abbreviates : E F : p , AF p abbreviates A ( true U p ), and E Gp

abbreviates : AF : p . (Note: this de�nition can b e seen to b e consisten t with

that of CTL*.)

Finally , the set of path form ulae generated b y rules S1,P1-3 de�ne the syn tax

of the linear time logic PL TL.

Seman tics

A form ula of CTL* is in terpreted with resp ect to a structure M = ( S; R; L ) as

is the Mu-calculus.

A ful lp ath of M is an in�nite sequence s

0

; s

1

; s

2

; : : : of states suc h that 8 i

( s

i

; s

i +1

) 2 R . W e use the con v en tion that x = ( s

0

; s

1

; s

2

; : : : ) denotes a fullpath,

and that x

i

denotes the su�x path ( s

i

; s

i +1

; s

i +2

; : : : ). W e write M ; s

0

j = p

(resp ectiv ely , M ; x j = p ) to mean that state form ula p (resp ectiv ely , path form ula

p ) is true in structure M at state s

0

(resp ectiv ely , of fullpath x ). W e de�ne j =

inductiv ely as follo ws:
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S1 M ; s

0

j = P i� P 2 L ( s

0

)

S2 M ; s

0

j = p ^ q i� M ; s

0

j = p and M ; s

0

j = q

M ; s

0

j = : p i� it is not the case that M ; s

0

j = p

S3 M ; s

0

j = E p i� 9 fullpath x = ( s

0

; s

1

; s

2

; : : : ) in M , M ; x j = p

M ; s

0

j = Ap i� 8 fullpath x = ( s

0

; s

1

; s

2

; : : : ) in M , M ; x j = p

P1 M ; x j = p i� M ; s

0

j = p

P2 M ; x j = p ^ q i� M ; x j = p and M ; x j = q

M ; x j = : p i� it is not the case that M ; x j = : p

P3 M ; x j = pU q i� 9 i [ M ; x

i

j = q and 8 j ( j < i implies M ; x

j

j = p )]

M ; x j = X p i� M ; x

1

j = p

A form ula of CTL is also in terpreted using the CTL* seman tics, using rule

P3 for path form ulae generated b y rule P0.

Similarl y , a form ula of PL TL, whic h is a \pure path form ula" of CTL* is

in terpreted using the ab o v e CTL* seman tics.

W e sa y that a state form ula p (resp., path form ula p ) is valid pro vided that for

ev ery structure M and ev ery state s (resp., fullpath x ) in M w e ha v e M ; s j = p

(resp., M ; x j = p ). A state form ula p (resp., path form ula p ) is satis�able pro vided

that for some structure M and some state s (resp., fullpath x ) in M w e ha v e

M ; s j = p (resp., M ; x j = p ).

A form ula of CTL* is a b asic mo dality pro vided that it is of the form Ap or

E p where p itself con tains no A 's or E 's, i.e., p is an arbitrary form ula of PL TL.

Similarly , a basic mo dalit y of CTL is of the form Aq or E q where q is one of

the single linear temp oral op erators F , G , X , or U applied to pure prop ositional

argumen ts. A CTL* (resp ectiv ely , CTL) form ula can no w b e though t of as b e-

ing built up out of b o olean com binations and nestings of basic mo dalities (and

atomic prop ositions).

4 Expressiv eness

The Mu-calculus is of considerable imp ortance for sev eral reasons, whic h, o v erall,

relate to its expressiv eness. First, the Mu-calculus pro vides a single, elegan t, uni-

form logical framew ork of great ra w expressiv e p o w er that subsumes most mo dal

and temp oral logics of programs, and related formalism s. Both CTL and CTL*

can b e translated in to the Mu-calculus, as w ell as most other commonly used

mo dal and temp oral logics of programs. It can b e sho wn that the Mu-calculus,

o v er in�nite binary trees, coincides in expressiv e p o w er with �nite state tree au-

tomata; in fact, Mu-calculus form ulas are really alternating �nite state automata

on in�nite trees (cf. [EJ91 ]). Second, the seman tics of the Mu-calculus is �rmly

anc hored in the fundamen tal T arski-Knaster theorem and the basic notion of

inductiv e de�nabilit y . This pro vides a ready means to do mo del c hec king, i.e.,

8



c hec k whether a giv en structure de�nes a mo del of a giv en sp eci�cation as dis-

cussed in the next section. Finally , the translation of most logics and formalism s

turns out to require only small syn tactic fragmen ts of the Mu-calculus. This has

implications for the complexit y of mo del c hec king as also discussed in the next

section.

The ab o v e-men tioned syn tactic fragmen ts are determined b y \alternation

depth" of a Mu-calculus form ula. In tuitiv ely , the alternation depth refers to the

depth of \signi�can t" nesting of alternating � 's and � 's. An alternation of either

of the follo wing forms is \insigni�can t"

( � ) �Y :f ( Y ; � Z :g ( Z )) or � Y :f ( Y ; �Z :g ( Z ))

as the inner � -form ula is a sen tence and is not in
uenced b y the surrounding

� -form ula of opp osite \p olarit y". In con trast, an alternation of either of the

follo wing forms is signi�can t

( �� ) �Y :f ( � Z :g ( Y ; Z )) or � Y :f ( �Z :g ( Y ; Z ))

as a free o ccurrence of � v ariable Y app ears within the scop e of � Z or a free

o ccurrence of � Y o ccurs within the scop e of a �Z .

W e can giv e the tec hnical de�nition of the alternation depth ad ( f ) of form ula

f as follo ws (cf. [EL86 ], [An93 ]). W e assume that f is initially placed in p ositiv e

normal form.

ad ( P ) = ad ( Y ) = 0 for atomic prop osition constan ts P and v ariables Y .

ad ( f ^ g ) = ad ( f _ g ) = max f ad ( f ) ; ad ( g ) g

ad ( : f ) = ad ( f )

ad ( �Y :f ) = 1+max f ad ( � Z :g ) : � Z :g is a subform ula of f

in whic h Y o ccurs free g

ad ( � Y :f ) = 1+max f ad ( �Z :g ) : �Z :g is a subform ula of f

in whic h Y o ccurs free g

Let L�

k

denote the Mu-Calculus L� restricted to form ulas of alternation

depth at most k . Most mo dal or temp oral logics of programs can b e translated

in to L�

1

or L�

2

, often succinctly (cf. [EL86 ]).

F or example, b elo w w e giv e c haracterizations of CTL basic mo dalities in

terms of least or greatest �xp oin ts. Note that eac h is a form ula of L�

1

.

E F P � �Z :P _ E X Z

AGP � � Z :P ^ AX Z

AF P � �Z :P _ AX Z

E GP � � Z :P ^ E X Z

A ( P U Q ) � �Z :Q _ ( P ^ AX Z )

E ( P U Q ) � �Z :Q _ ( P ^ E X Z )

9



These �xp oin t c haracterizations are simple and plausible. They also turn out

to b e imp ortan t in applications as they underly the original CTL mo del c hec king

algorithm of [CE81 ] as w ell as the \sym b olic" approac hes dev elop ed later and

discussed in section 5.5.

Belo w w e sk etc h represen tativ e pro ofs of correctness for some of these �xp oin t

c haracterizations (cf. [EC80], [EL86 ]). W e assume that eac h pro of is conducted

in the con text of an arbitrarily c hosen underlying structure M .

Prop ositi on. E F P � �Z :P _ E X Z

Pro of idea. Let g ( Z ) = P _ E X Z . Then g

i

( false ) corresp onds to the set of

states from whic h it is p ossible to reac h a state satisfying P b y a path of length

at most i states. Plainly , s satis�es E F P i� s 2 g

i

( false ) for some i . ut

Prop ositi on. AGP � � Z :P ^ AX Z .

Pro of Idea. W e use dualit y , in terc hanging the connectiv e A with E , F with

G , � with � , _ with w edg e , and X with itself. Th us AGP is con v erted in to its

dual E F P while �Z :P _ E X Z is con v erted in to its dual � Z :P ^ AX Z . The result

follo ws b y the preceeding prop osition. ut

Prop ositi on. AF P � �Z :P _ AX Z .

Pro of Idea. Establish the dual claim that E GP � � Z :P ^ E X Z . Let f ( Z )

= P ^ E X Z . First note that E GP is a �xp oin t of f(Z), viz. E GP � f ( E GP ).

No w supp ose Y is an arbitrary �xp oin t of f ( Z ), so that Y � f ( Y ). Let s

0

b e an

arbitrary state of Y . As s

0

2 Y , then b y virtue of f , s

0

is in (the set of states

satisfying) P . Moreo v er, s

0

has a successor s

1

2 Y . Apply to s

1

the argumen t.

W e get an in�nite computation path comprised of consecutiv e states s

0

; s

1

; s

2

; : : :

eac h of whic h is in Y and also satis�es P . This path witnesses the truth of E GP

at s

0

. Th us ev ery state in Y satis�es E GP and Y is a subset of (the set of states

satisfying) E GP . Hence, an y �xp oin t of f is a subset of E GP , whic h m ust b e

the greatest �xp oin t, thereb y establish the dual claim. ut

These �xp oin t c haracterizations of CTL basic mo dalities pro vide the k ey for

translating all of CTL in to the Mu-calculus, viz., L�

1

([EC80 ], [EL86]). F or in-

stance, the CTL form ula AG ( AF P ^ E F Q ) can b e seen to b e comprised of basic

mo dalities of the form E F , AF , and AG . Expanding the �xp oin t c haracteri-

zations and doing appropriate substitutions w e get that AG ( AF P ^ E F Q ) �

� Y : (( �Z :P _ AX Z ) ^ ( �Z

0

:Q _ E X Z

0

)) ^ AX Y . Observ e that the result is still

of alternation depth 1.

The translation of CTL* in to the Mu-calculus is more in v olv ed. Eac h basic

mo dalit y of CTL* is of the form E h where h is a PL TL form ula. After �rst b eing

con v erted to an automaton on in�nite strings, h can b e con v erted an equiv alen t

! -regular expression h

0

(cf. [ES83], [VW83 ]). E h

0

is readily rendered in L�

2

.

This p ermits us to translate all of CTL* in to L�

2

as ab o v e [EL86 ].

F or example, if h is the temp oral logic form ula G ( P U Q ) the corresp onding

! -regular expression is ( P

�

Q )

!

, denoting the set of all in�nite strings that are of
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this form: an ( ! ) in�nite rep etition of �nite strings comprised of �nitely man y

consecutiv e P 's follo w ed b y a single Q . Then E (( P

�

Q )

!

) � � Y :�Z : ( Q ^ E X Y ) _

( P ^ E X Z ). If w e tak e P to b e true , this prop ert y simpli�es, in ! -regular expres-

sion notation, to E ( true

�

Q )

!

. This is equiv alen t to E

1

F

Q meaning \along some

path Q o ccurs in�nitely often", whose �xp oin t c haracterization ma y b e simpli-

�ed to � Y :�Z :E X ( Q ^ Y _ Z ) in L�

2

. As suggested , suc h prop erties asso ciated

with fairness can b e expressed in alternation depth 2. In fact, they require alter-

nation depth 2. It can b e sho wn that E

1

F

Q is not expressible b y an y alternation

depth 1 form ula (cf. [EC80 ] [EL86]).

The existence of these translations witnesses the generalit y of the Mu-calculus.

The translations are imp ortan t in practice b ecause correctness sp eci�cations

written in logics suc h as CTL or CTL* are often more readable than sp eci�ca-

tions written directly in the Mu-calculus. In fact, it turns out to b e rather easy to

write do wn highly inscrutable Mu-calculus form ulae for whic h there is no readily

apparen t in tuition regarding their in tended meaning. Since Mu-calculus form ula

are really alternating tree automata, p erhaps this is not so surprising. After all,

ev en suc h basic automata as deterministic �nite state automata on �nite strings

can b e highly complex, incomprehensible \b o wls of spaghetti". On the other

hand, man y Mu-calculus c haracterizations of correctness prop erties are elegan t,

and the formalism seems to ha v e found increasing fa v or, esp ecially in Europ e,

o wing to its simple and elegan t underlying mathematical structure. In an y ev en t,

man y p eople �nd that the translations serv e to \tame" the Mu-calculus, making

its expressiv e p o w er more useful.

F or man y y ears it w as not kno wn if the higher alternation depths form a

true hierarc h y of expressiv e p o w er. Recen tly , a�rmativ e solutions to this op en

problem w ere rep orted in [Br96] and [Le96 ]. In practice, it seems to mak e little

di�erence, since it do es app ear that ev erything practical is in alternation depth

2. Ho w ev er, it is of theoretical in terest. Moreo v er, the question has some b earing

on the complexit y of mo del c hec king in the o v erall Mu-calculus as discussed

next.

5 Mo del Chec king

What has turned out to b e one of the more useful tec hniques for automated rea-

soning ab out reactiv e systems b egan with the adv en t of e�cien t temp oral logic

mo del che cking [CE81] (cf. [Em81 ], [QS82 ], [CES86 ]). The basic idea is that the

global state transition graph of a �nite state reactiv e system de�nes a (Kripk e)

structure in the sense of temp oral logic (cf. [Pn77 ]), and w e can giv e an e�cien t

algorithm for c hec king if the state graph de�nes a mo del of a giv en sp eci�cation

expressed in an appropriate temp oral logic. While earlier w ork in the proto col

comm unit y had addressed the problem of analysis of simple reac habilit y prop-
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erties, mo del c hec king pro vided an expressiv e, uniform sp eci�cation language in

the form of temp oral logic along with a single, e�cien t v eri�cation algorithm

whic h automatically handled a wide v ariet y of correctness prop erties.

5.1 T axonom y of Mo del Chec king Approac hes

It is p ossible to giv e a rough taxonom y of mo del c hec king metho ds according to

certain criteria:

Explicit State R epr esentation versus Symb olic State R epr esentation. In the

explicit state approac h the Kripk e structure is represen ted extensionally using

con v en tional data structures suc h as adjacency matrices and link ed lists so that

eac h state and transition is en umerated explicitly . In con trast, in the sym b olic

approac h b o olean expressions denote large Kripk e structures implicitly . T ypi-

cally , the data structure in v olv ed is that of Binary Decision Diagrams (BDDs),

whic h can, in man y applications, although not alw a ys, manipulate b o olean ex-

pressions denoting large sets of states e�cien tly .

The distinction b et w een explicit state and sym b olic represen tations is to a

large exten t an implem en tation issue rather than a conceptual one. The original

mo del c hec king metho d w as based on an algorithm for �xp oin t computation it

w as implem en ted using explicit state represen tation. The subsequen t sym b olic

mo del c hec king metho d uses the same �xp oin t computation algorithm, but no w

represen ts sets of states implicitly . Ho w ev er, the succinctness of BDD data struc-

tures underlying the implemen tati on can mak e a signi�can t practical di�erence.

Glob al Calculation versus L o c al Se ar ch. In the global approac h, w e are giv en

a structure M and form ula f . The algorithm calculates f

M

= f s : M ; s j = f g ,

the set of all states in M where f is true. This necessarily en tails examining the

en tire structure. Global algorithms t ypically pro ceed b y induction on the form ula

structure, calculating g

M

for the v arious subform ulae g of f . The algorithm can

b e presen ted in recursiv e form; as the recursion \un winds" the v alues of the

shortest subform ula are calculated �rst, then the next shortest, etc.

In con trast, in the lo cal approac h, w e are giv en a sp eci�c state s

0

in M along

with M and f . W e wish to determine whether M ; s

0

j = f . The computation

pro ceeds b y p erforming a searc h of M starting at s

0

. The p oten tial adv an tage

is that, man y times in practice, only a p ortion of M ma y need to b e examined

to settle the question. In the w orst case, ho w ev er, it ma y still b e necessary to

examine all of M . (cf. [SW89 ]).

Monolithic Structur es versus Incr emental A lgorithms. T o some exten t this is

also more of an implemen tatio n issue than a conceptual one. Again, ho w ev er,

it can ha v e signi�can t practical consequences. In the monolithic approac h, the

en tire structure M is built and represen ted at one time in computer memory .

While conceptually simple and consisten t with standard con v en tions for judging

the complexit y of graph algorithms, in practice this ma y b e highly undesirable
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b ecause the en tire graph of M ma y not �t in computer memory at once. In

con trast, the incremen tal approac h (also referred to as the \on-the-
y" or \on-

line" approac h) en tails building and storing only small p ortions of the graph of

M at an y one time (cf. [JT89 ]).

5.2 Extensional Mo del Chec king Algorithms

T ec hnically , the T arski-Knaster theorem can b e understo o d as pro viding a sys-

tematic basis for mo del c hec king. The sp eci�cations can b e form ulated in the

Mu-calculus or in other logics suc h as CTL whic h, as noted ab o v e, are readily

translatable in to the Mu-calculus. F or example, to calculate the states where

the CTL basic mo dalit y E F P holds in structure M = ( S; R; L ), w e use the �x-

p oin t c haracterization E F P � �Z :� ( Z ), with � ( Z ) � P _ E X Z . W e successiv ely

calculate the ascending c hain of appro ximations

� ( f al se ) � �

2

( f al se ) � : : : � �

k

( f al se )

for the least k � j S j suc h that �

k

( f al se ) = �

k +1

( f al se ). The in tuition here

is just that eac h �

i

( f al se ) corresp onds to the set of states whic h can reac h P

within at most distance i ; th us, P is reac hable from state s i� P is reac hable

within i steps from s for some i less than the size of M i� s 2 �

i

( f al se ) for some

suc h i less than the size of M . This idea can b e easily generalized to pro vide a

straigh tforw ard mo del c hec king algorithm for all of CTL and ev en the en tire Mu-

calculus. The T arski-Knaster theorem handles the basic mo dalities. Comp ound

form ulae built up b y nesting and b o olean com binations are handled b y recursiv e

descen t.

Iterativ e Fixp oin t Algorithms. Building on this simple idea of iterativ e �x-

p oin t calculation using the T arski-Knaster Theorem, w e can get a n um b er of

successiv ely faster (global) mo del c hec king algorithms.

Naive A lgorithm. W e giv e b elo w an algorithm to calculate, giv en structure

M , form ula f , and v aluation V , set ( f ) = f s : M ; s j = f ( V ) g , the set of states in

M where form ula f is true under v aluation V .

A straigh tforw ard implem en tation runs in time complexit y O (( j M jj f j )

k +1

)

for input structure M and input form ula p with �; � form ulas nested k deep.

Basic A lgorithm. The naiv e algorithm can b e signi�can tly impro v ed b y utiliz-

ing the monotonicit y among consecutiv e least �xp oin ts and consecutiv e greatest

�xp oin ts, together with a simple generalization of the T arski-Knaster theorem.

The original algorithm for mo del c hec king in the Mu-calculus (cf. [EL86]) ex-

ploited this basic optimization.
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Initialize all atomic prop osition constan ts P and v ariables Y :

set ( P ) := f s : M ; s j = P g ;

set ( Y ) := V ( Y );

Inductiv ely calculate set ( f ) using

recursiv e pro cedure set ( f )

case on the form of f :

f = P : return set ( f ) unc hanged;

f = Y : return Y unc hanged;

f = E X g : return set ( f ) := f s : 9 t 2 S ( s; t ) 2 R and t 2 set ( g ) g ;

f = AX g : return set ( f ) := f s : 8 t 2 S ( s; t ) 2 R implies M ; t 2 set ( g ) g ;

f = g ^ h : return set ( f ) := set ( g ) \ set ( h );

f = g _ h : return set ( f ) := set ( g ) [ set ( h );

f = : g : return set ( f ) := S n set ( g );

f = �Y :g ( Y ) : [ Y := false ;

repeat

Y

0

:= Y ;

Y := set ( g ( Y ));

un til Y

0

= Y ;

return set ( f ) := Y ]

f = � Y :g ( Y ) : [ Y := true ;

repeat

Y

0

:= Y ;

Y := set ( g ( Y ));

un til Y

0

= Y ;

return set ( f ) := Y ]

endcase

Fig. 1. The Naiv e Algorithm

Theorem (Generalized T arski-Knaster). Let � : 2

S

! 2

S

b e a monotonic

functional. Then

(a) �Y :� ( Y ) = [

i

�

i

( Y

0

) for an y Y

0

� � ( Y

0

) \ �Y :� ( Y ), where i ranges o v er all

ordinals of cardinalit y at most that of the state space S , so that when S is

�nite i ranges o v er [0: j S j ]; �Y :� ( Y ) is the union of the follo wing ascending

c hain of appro ximations:

Y

0

� � ( Y

0

) � �

2

( Y

0

) : : : , and

(b) � Y :� ( Y ) = \

i

�

i

( Y

0

) for an y Y

0

� � ( Y

0

) \ � Y :� ( Y ), where i ranges o v er

all ordinals of cardinalit y at most that of the state space S , so that when

S is �nite i ranges o v er [0: j S j ]; � Y :� ( Y ) is the in tersection of the follo wing

descending c hain of appro ximations: Y

0

� � ( Y

0

) � �

2

( Y

0

) : : : .
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Let us �rst consider a form ula with alternating � 's and � 's. F or example,

� Y :f ( Y ; �Z :g ( Y ; Z )) can tak e j M j iterations of Y . Initially , Y

0

= true . Eac h sub-

sequen t iteration Y

i +1

= f ( Y

i

; �Z :g ( Y

i

; Z )) in v olv es calculating an ascending

c hain of iterations of Z , starting with Z = false , of length up to j M j . Th us, in

total, Z is iterated j M j

2

times.

No w, consider �Y :f ( Y ; �Z :g ( Y ; Z )) where there are consecutiv e nested � 's,

but no alternation of � 's and � 's. It can b e computed as ab o v e, resetting Z

to false eac h time the outer Y c hanges. In the ab o v e case, this resetting is

apparen tly essen tial b ecause Y is shrinking while Z is gro wing. In this case,

ho w ev er, monotonicit y ensures that b oth Y and Z are gro wing, so that it is

unnecessary to reset Z to false when Z c hanges. Let

Y

0

= false

Y

i +1

= f ( Y

i

; �Z :g ( Y

i

; Z ))

Z

i; 0

= the initial v alue of Z in the con text of Y

i

Z

i;j +1

= g ( Y

i

; Z

j

)

W e use Y

!

to denote the �rst Y

i

= Y

i +1

where Y stabilizes, and similarly

for Z

i;!

.

The computation pro ceeds as follo ws. Y

0

; Z

0 ; 0

= false initially . T o compute

Y

1

= f ( Y

0

; �Z :g ( Y

0

; Z )), one computes �Z :g ( Y

0

; Z ) as the limit Z

0 ;!

of the

ascending c hain of appro ximations false = Z

0 ; 0

� Z

0 ; 1

� : : : � Z

0 ;!

= Z

0 ;! +1

and then applies f . T o compute, Y

2

= f ( Y

1

; �Z :g ( Y

1

; Z )), one m ust compute

�Z :g ( Y

1

; Z ). One w a y to do this en tails simply computing an ascending c hain

of appro ximations false = Z

1 ; 0

� Z

; 1

� : : : � Z

1 ;!

= Z

1 ;! +1

and then ap-

plies f , ha ving reinitialized Z to false . Ho w ev er, since Y

0

� Y

1

, b y mono-

tonicit y Z

0 ;!

= �Z :g ( Y

0

; Z ) � �Z :g ( Y

1

; Z ). Moreo v er, Z

0 ;!

= g ( Y

0

; Z

0 ;!

) �

g ( Y

1

; Z

0 ;!

). Hence, b y the generalized T arski-Knaster Theorem w e are p ermit-

ted to start the computation of �Z :g ( Y

1

; Z ) with Z

1 ; 0

= Z

0 ;!

. In general, w e

ha v e �Z :g ( Y

i

; Z ) � �Z :g ( Y

i +1

; Z ) and Z

i;!

= g ( Y

i

; Z

i;!

) � g ( Y

i +1

; Z

i;!

). so

that w e can tak e Z

i +1 ; 0

= Z

i;!

. On this basis, w e see that not only are at most

j M j iterations required for Y but also at most j M j iterations for Z .

This algorithm can b e straigh tforw ardly implem en ted to run in time O (( j M j �

j f j )

ad +1

) and space O ( j M j � j f j ). This can b e impro v ed to O (( j M j � j f j )

ad

) b y

a v oiding redundan t computation, computing the successiv e di�erences Y

i +1

n

Y

i

).

2

Deluxe A lgorithm. More extensiv e monotonicit y considerations can b e ex-

ploited (cf. [Lo+94 ]) for y et more impro v emen t. The k ey idea is that in a form ula

f suc h as

�Y

1

:� Z

1

:�Y

2

:� Z

2

: : : : �Y

n

:g ( Y

1

; Z

1

; Y

2

; Z

2

; : : : ; Y

n

)

of alternation depth ad = 2 n � 1 the � v ariables turn out to b e monotonic with

2

With b etter accoun ting w e can obtain sharp er m ulti-parameter b ounds suc h as

O ( j S j

ad � 1

� j R j � j f j ) , but these are adequate for our exp osition.
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resp ect to eac h other, and the innermost � v ariable is monotonic in its v arious

instan tiations. F or instance, in computing the form ula �Y

1

:� Z

1

:�Y

2

:g ( Y

1

; Z

2

; Y

2

),

with ad = 3, w e ha v e �Y

2

:g ( Y

i

1

; Z

i;j

1

; Y

2

) � �Y

2

:g ( Y

i +1

1

; Z

i +1 ;j

1

; Y

2

) and w e can

a v oid reinitializing Y

2

b y taking Y

i +1 ; 0

2

= Y

i;!

2

. What v aries as the computation

pro ceeds are the n um b er of iterations of surrounding � v ariables. F or a �xed

tuple of � v ariable indices, the n um b er of iterations of the innermost � v ariable

is j M j . The n um b er of suc h tuples is ab out j M j

ad= 2

. So the dominan t term in the

complexit y corresp onds to ab out j M j

1+ ad= 2

iterations. This can b e implem en ted

to run in time at most O (( j M j � j f j )

2+ ad= 2

). Ho w ev er, a careful examination

rev eals that an exp onen tial n um b er of in termediate results, roughly prop ortional

to the n um b er of tuples of � indices m ust b e stored. Th us the space complexit y

is also exp onen tial.

While this algorithm is of theoretical in terest, it should b e noted that the

time complexit y is still ( j M j � j f j )

O ( ad )

as is the basic algorithm ab o v e. Moreo v er,

the exp onen tial space complexit y here do es not compare fa v orably with the p oly-

nomial space complexit y of the basic algorithm. Exp onen tial space complexit y

is esp ecially problematic, in practice, b ecause it is usually the space complexit y

rather than the time complexit y that is the limiti ng factor. F or most applica-

tions, if the computation will not ev en �t within main computer memory , then

p erforming it quic kly is out of the question. F or form ulas of alternation depth

1 or 2, this algorithm th us yields no adv an tage. Since no practical example of

a correctness prop ert y requiring alternation depth 3 or more is kno wn, it is not

clear that there is ev er an actual situation where the algorithm could b e helpful.

Still, it pro vides mathematical insigh t in to the nature of the Mu-calculus.

Other Algorithms. There are a v ariet y of other t yp es of (extensional) mo del

c hec king algorithms whic h w e will just brie
y discuss. In con trast to the \b ottom

up" iterativ e approac hes ab o v e, whic h are asso ciated with global mo del c hec king,

in whic h satisfaction of �xp oin ts radiates out w ard, w e also ha v e \top do wn"

approac hes whic h are asso ciated with lo cal mo del c hec king. F or instance, giv en

a sp eci�c state s

0

in structure M , if w e wish to kno w whether M ; s

0

j = AF Q ,

w e p erform a depth �rst searc h starting at s

0

k eeping on the stac k the sequence

of states visited; if a cycle is detected without seeing Q then AF Q is false .

Otherwise, the searc h will ev en tually return AF Q to b e true .

A related approac h is to form the pro duct of j M j with the syn tax diagram of

j f j and view the result as a tree automaton. Then test the tree automaton for

nonemptiness. T esting it for nonemptiness, can b e done b y mo del c hec king cer-

tain restricted form ulas [EJS93] (cf. [BVW94]). The tree automaton approac h

captures the essence of the b o ole an gr aph approac h (cf. [CS93 ], [An93]), since

the b o olean AND/OR graphs corresp ond to the transition diagrams of tree au-

tomata.
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5.3 Complexit y of Explicit State Mo del Chec king

The complexit y results w e summarize here are for explicit state mo del c hec king.

The b est kno wn algorithm corresp onds to the deluxe algorithm ab o v e. It is exp o-

nen tial time in the w orst case, but p olynomial time for an y b ounded alternation

depth. Since all practical correctness prop erties seem to b e of alternation depth

1 or 2, w e ha v e a lo w order p olynomial time algorithm as explained ab o v e.

Litc henstein and Pn ueli adv anced the follo wing argumen t (cf. [LP85 ]): in

practice, it is t ypically the structure size rather than the form ula size that is the

dominan t factor in the complexit y , b ecause structures are usually extremely large

while sp eci�cations are often rather short. Hence, it is highly desirable to ha v e

an algorithm whose complexit y gro ws line arly in the structure size, while ev en

exp onen tial gro wth in the sp eci�cation size ma y b e tolerable. F or CTL and L�

1

,

w e can get algorithms of time and space complexit y O ( j M j � j f j ) whic h is linear in

the size of b oth inputs (cf. [CES86 ], [CS93 ]). F or CTL* the problem is PSP A CE-

complete, and w e can get a mo del c hec k er of time complexit y O ( j M j � exp ( j f j ))

[EL85 ] (cf. [LP85 ]).

Among signi�can t unsolv ed problems with practical implications w e th us

ha v e:

Op en Question. Is there a mo del c hec king algorithm for L�

2

that runs in

time linear in the structure size?

Finally , terms of complexit y classes, w e ha v e this follo wing result [EJS93] (cf.

[BVW94 ], [Lo+94 ], [V a95 ]):

Prop osition . Mo del c hec king in the Mu-calculus is in NP \ co-NP .

Pro of idea. Giv en structure M and form ula f guess an annotation of M with

the subform ulae of f true at eac h state; this annotation also pro vides a \rank" for

eac h � v ariable Y indicating ho w man y times the asso ciated � -form ula �Y :g ( Y ),

is un w ound. These ranks corresp ond to the indices in the T arski-Knaster se-

quence of appro ximations. Th us, w e migh t ha v e rank ed � v ariable Y

5

, whic h is

equiv alen t to g ( Y

4

), at state s dep ending on Y

4

, equiv alen t to g ( Y

3

), at state t

dep ending on Y

3

at state u and so forth; the \dep ending on" relation should b e

w ell-founded as �Y :g ( Y ) is a le ast �xp oin t and can only b e un w ound a a b ounded

(viz. j M j ) times. In general the ranks will b e tuples of natural n um b ers; eac h

tuple is of length at most j f j and eac h tuple comp onen t is a natural n um b er of

v alue at most j M j . The ranks are ordered lexicographically . After guessing the

rank ed, threaded annotation simply v erify that it is w ell-founded. This sho ws

mem b ership in NP . Mem b ership in co-NP follo ws from the fact that the Mu-

calculus is trivially closed under complemen tation. ut

Op en Question. Is there a p olynomial mo del c hec king algorithm for the

(en tire) Mu-calculus (o v er extensionally represen ted structures)?
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5.4 State Explosion

W e emphasize that the ab o v e discussion fo cuses on extensional mo del c hec king,

where it is assumed that the structure M including all of its no des and arcs

explicitly represen ted using data structures suc h as adjacency lists or adjacency

matrices. An ob vious limitatio n then is the com binatorial state explosion prob-

lem. Giv en a reactiv e system comp osed on n sequen tial pro cesses running in

parallel, its global state graph will b e essen tially the pro duct of the individual

lo cal pro cess state graphs. The n um b er of global states th us gro ws exp onen tially

in n . F or particular systems it ma y happ en that the �nal global state graph is of

a tractable size, sa y a few h undred thousand states plus transitions. A n um b er of

practical systems can b e mo deled at a useful lev el of abstraction b y state graphs

of this size, and extensional mo del c hec king can b e a helpful to ol.

On the other hand, it can quic kly b ecome infeasible to represen t the global

state graph for large n . Ev en a banking net w ork with 100 automatic teller ma-

c hines eac h ha ving just 10 lo cal states, could yield a global state graph of astro-

nomical size amoun ting to ab out 10

100

states.

Plainly , for suc h astronomical size systems it is out of the question to p erform

mo del c hec king o v er them ev en using algorithms that run in time and space linear

in the size of the state space. V arious approac hes to ameliorating state explo-

sion are curren tly under in v estigations. One approac h is to use abstr action . The

basic idea here is to replace a large, detailed system M b y a small, less detailed

system M

0

where inessen tial information has b een suppressed. If an appropriate

corresp ondence b et w een the large and small systems can b e established, then

correctness of the small system ma y b e used to ensure correctness of the large

system. F or instance, supp ose there is a homomorphism h : M � ! M

0

suc h that

s and h ( s ) agree on atomic prop ositions in linear time form ula f and suc h that if

s ! t is a transition in M then h ( s ) ! h ( t ) is a transition in M

0

. W e ma y then

conclude that if there is a path satisfying : f in M then there is an image path

satisfying : f in M

0

. Hence, if in the small system M

0

; h ( s

0

) j = Af then in the

large system M ; s

0

j = Af . Another approac h is to represen t transition relations

and sets of states sym b olically as decrib ed b elo w.

5.5 Sym b olic Approac hes

A notew orth y adv ance has b een the in tro duction of symb olic mo del c hec king

tec hniques (cf. [McM92], [BCMDH90 ], [Pi90 ], [CM90 ]) whic h are { in practice

{ often able to succinctly represen t and mo del c hec k o v er state graphs of size

10

100

states and ev en considerably larger. The basic algorithms used for sym-

b olic mo del c hec king are the same as those used for extensional mo del c hec king,

and are based on iterativ e calculation of (a represen tation of ) the set of states

where eac h temp oral basic mo dalit y holds using �xp oin t computation justi�ed

18



b y the T arski-Knaster Theorem. The k ey distinction is that the state graph of

the Kripk e structure and sets of states where form ulae are true in it are repre-

sen ted in terms of a b o olean c haracteristic function whic h is in turn represen ted

b y an (ordered) Binary Decision Diagram (BDD) (cf. [Br86]). These BDDs can

in practice b e extremely succinct. BDD-based mo del c hec k ers ha v e b een remark-

ably e�ectiv e and useful for debugging and v eri�cation of hardw are circuits. F or

reasons not w ell understo o d, BDDs are often able to exploit the regularit y that is

readily apparen t ev en to the h uman ey e in man y hardw are designs. Because soft-

w are t ypically lac ks this regularit y , BDD-based mo del c hec king seems m uc h less

helpful for soft w are v eri�cation. W e refer the reader to [McM92] for an extended

accoun t of the utilit y of BDDs in hardw are v eri�cation.

It should b e emphasized, ho w ev er, that BDD based mo del c hec king metho ds,

are, in w orst case, still in tractably ine�cien t. On the one hand, for some struc-

tures M of astronomical size there are small BDDs represen ting them, and this

is exploited in applications as noted ab o v e. But for other structures M , some-

times those deriv ed from applications suc h as soft w are, the BDD represen tation

is in tractably large. Plainly , a coun ting argumen t sho ws that most structures do

not ha v e a small BDD represen tation. In an y ev en t, c hec king simple graph reac h-

abilit y in a structure M , e. g. M ; s

0

j = E F Q where M is represen ted b y a BDD

is PSP A CE-complete (cf. [GW83 ], [Br86 ]). The disparit y b et w een theoretical,

w orst case results for sym b olic c hec king and its surprisingly go o d p erformance

in practice, has so far militated against the dev elopmen t of an asso ciated com-

plexit y theory for this application.

5.6 Debugging v ersus V eri�cation

Mo del c hec k ers are a t yp e of decision pro cedure and pro vide y es/no answ ers. It

turns out that, in practice, mo del c hec k ers are often used for debugging as w ell

as v eri�cation. In industrial en vironmen ts it seems that the capacit y of a mo del

c hec k er to function as a debugger is p erhaps b etter appreciated than their utilit y

as a to ol for v erifying correctness.

Consider the empirical fact that most designs are initially wrong and m ust

go through a sequence of corrections/re�nemen ts b efore a truly correct design is

�nally ac hiev ed. Supp ose one asp ect of correctness that w e wish to c hec k is that

a simple in v ariance prop ert y of the form AG go o d holds pro vided the system M

is started in the ob viously go o d initial state s

0

. It seems quite lik ely that the

in v ariance ma y in fact not hold of the initial fault y design due to conceptually

minor but tric ky errors in the �ne details. Th us, during man y iterations of the

design pro cess, w e ha v e that in fact M ; s

0

j = E F : go o d .

It w ould b e desirable to circum v en t the global strategy of examining all of

M to calculate the set E F : go o d

M

and then c hec king whether s

0

is a mem b er of

that set. If there do es exist a : go o d state reac hable from s

0

, once it is detected it
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is no longer necessary to con tin ue the searc h examining M . This is the heuristic

motiv ating lo cal mo del c hec king algorithms. Man y of them in v olv e searc hing

from the start state s

0

lo oking for con�rming or refuting states or cycles; once

found, the algorithm can terminate often \prematurely" ha ving determined that

the form ula m ust b e true or m ust b e false at s

0

on the basis of the p ortion M

examined during the limited searc h.

Of course, it ma y b e that all states m ust b e examined b efore �nding a refu-

tation to AG go o d . Certainly , once a truly correct design is ac hiev ed, all states

reac hable from s

0

m ust b e examined. But in man y practical cases, a refutation

ma y b e found quic kly after limited searc h.

W e note in passing that some sym b olic mo del c hec k ers ha v e b een adapted to

pro vide some sort of coun ter example facilit y for debugging.

6 Conclusion

Reactiv e systems are b ecoming increasingly imp ortan t in our so ciet y . There is

an undeniable and gro wing need to �nd e�ectiv e metho ds of constructing cor-

rect reactiv e systems. One factor these systems ha v e in common b ey ond their

nondeterministic, ongoing, reactiv e nature is that they are highly complex, ev en

though they are t ypically �nite state. While it ma y b e relativ ely easy to express

informally and in general terms what suc h a system is supp osed to do (e.g., pro-

vide an air tra�c con trol system), it app ears quite di�cult to pro vide a formal

sp eci�cation of correct b eha vior and to pro v e that the implem en tation actually

satis�es the sp eci�cation. The Mu-calculus and asso ciated temp oral logics suc h

as CTL pro vide a go o d handle on precisely stating just what b eha vior is to o ccur

when, at a v ariet y of lev els of detail. The fully automated t yp e of reasoning pro-

vided b y mo del c hec king pro vides a con v enien t to ol for b oth v erifying correctness

and for automatic debugging. Moreo v er, a n um b er of in teresting mathematical

problems arise in connection with mo del c hec king in the Mu-calculus.
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