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Link Layer

(IEEE802.1x/IEEE802.10)

Physical Layer

(spread-Spectrum, quantum crypto, etc.)

(IPSec, IKE)

Network Layer (IP)

(SSL/TLS) 

Transport Layer (TCP)

Applications Layer

telnet/ftp: ssh, http: https, mail: PGP
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Version HLen TOS Length

Ident Flags Offset

TTL Protocol Checksum

SourceAddr

DestinationAddr

Options (variable) Pad
(variable)

0 4 8 16 19 31

Data
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IP hdr TCP Data

IP hdr TCP DataAH

IP hdr TCP Data

new IP hdr AH IP hdr TCP Data

Transport mode

Tunnel mode

Next  Header Length (8) Reserved (16)

Security Parameters Index (32)

Sequence Number Field (32)

Authent icat ion Data (N*32)

AH Protocol Number = 51

SN: for replay detection
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IP hdr T CP Data

IP hdr TCP DataESP

IP hdr T CP Data

new IP hdr ESP IP hdr T CP Data

Transport mode

Tunnel mode

ESP
Trailer

ESP Auth

Encrypted

Authenticated

ESP
Trailer

ESP Auth

Encrypted

Authenticated

ESP Protocol Number = 50
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Next HeaderPad Length (8)

Payload Data (variable)

Security Parameters Index (32)

Sequence Number Field (32)

Init ializat ion Vector (variable)

P adding (0-255 bytes)

Authentication Data
(variable)

confidentiality
coverage

Auth/Integrity
coverage
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