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Initial Knowledge:

A knows: Private key of A, Public key of A, Username of A, Password of A 

Server knows: A’s Info: Hash1(Username of A), W = Hash1(Password of A), Public Key of A, Y = W’{Private Key of A} where W’ = Hash2(Password of A)

All the user needs to know is its username and password. From that information the client will be able to derive the private and public keys for that particular user. The server will know all of the usernames, a special hash of each username, a hash of the password, and the private key of each user encrypted by the different hash of the users password.

LoginA:

A

->
S: “I want to talk”

A

<-
S: cookie

A
->
S:  cookie, Hash(Username of A), W{ga mod p}

A
<-
S:  W{gb mod p}, Ksa{Y}, N

A
->
S: [Hash(gab mod p, N)]Private Key of A

Shared Key (Ksa) = gab mod p

cookie = hash(IP address and a secret value)

Client A sends a message to the Server that says “I want to talk.” The Server will respond with a cookie that is a hash of the users IP address and a secret value only the server knows. If Client A can receive the cookie, it will be able to continue the conversation. Client A then chooses random number a, where g and p are already known by both the client and server, and computes hashes of Username of A and W = Hash1(Password of A) and W’ = Hash2(Password of A). A then sends a hash of Username of A and ga mod p encrypted with W to the server.  The server responds with gb mod p encrypted with W and Y in encrypted with the Diffie-Hellman key (Ksa = gab mod p) and a challenge NONCE N. A gets Y by decrypting it with the shared secret key Ksa and then decrypts Y with W’, to get the Private Key of A. If the client A gets his own private key back, the client knows that he is talking to the Server. Client A will then hash the shared secret key and the NONCE N together, and signs the results with the private key of A. This allows the server to verify the message, using the public key of A, which is stored in the database.

LoginB:

Client B will do the same process with the Server as Client A.

A requests to Talk to B:

A
->
S:  Hash(Username of A), Ksa{Username of B, N1}

A
<-
S: Ksa {N1, N2, Ticket-to-B}

Ticket-to-B
Ksb{Username of A, timestamp, N2}

Each user that is logged in has a shared secret key with the Server and has been verified by the server. A sends a request to talk message to the Server by sending Username of B and a NONCE N1 encrypted with the secret key Ksa to the Server. The Server replies with the answer to the challenge (N1), another NONCE N2 and a Ticket-to-B . The Ticket-to-B includes: who the message is from (A), a timestamp and N2 all encrypted with the secret key Ksb. N2 will later be used to prove that the server trusts both A and B

A and B Mutual Authentication:

A
->
B: Ticket-to-B, ga mod p

A
<-
B: gb mod p, Kab{N2}

A
->
B: Kab{Expiration timestamp}

Kab  = gab mod p

A sends the Ticket-to-B, and Adh = ga mod p to B. B finds a random number b and then computes the session key KAB = Adhb mod p. The Ticket-to-B includes a timestamp to prevent replay attacks from occurring. B responds to A with a message containing Bdh = gb mod p and N2 encrypted with Kab. A can then get the session key KAB = Bdha mod p. A can then decrypt N2 and verify that it is indeed B. Once B has been verified and the session key Kab has been established, both clients will only remember the session key for a set amount of time, before needing to re-authenticate through the server.

A and B Chat:

A
-> 
B: Kab{Message, Hash(Message)}

A can send a message to B along with the hash of the message encrypted using the shared secret key Kab as a session key. B can verify the message contents by hashing the message itself and comparing it to the sent hash to ensure that the message has not been tampered with.

Protection against weak passwords:

The protocol that we will be implementing for the mutual authentication with the server ensures strong passwords by only passing numbers back between the user and the server. This system does not give an attacker any positive or negative feedback on whether the guess was correct, only a number to be used in the next step. This creates a multiple step process that the attacker must go through for each attempt, slowing down any kind of dictionary attack.

Resistance to Denial of Service attacks:

The protocol is resistant to Denial of Service attacks on the server because of the cookie system that we will be implementing. The Server will reply to any connection attempt with a hash of the IP address and a secret value, and will not reply to any further communications until that value has been returned by the correct IP address. This will check to make sure that the connections are actually coming from the IP address that is requesting the connection. This process allows the Server to not allocate any memory to remembering the cookies that are sent out in response to requests. 

End Point Hiding:

The proposed protocol implements end point hiding throughout because the Usernames that are sent in messages are always sent encrypted and never in plaintext. When authenticating with the Server the client will send a secure hash of its username to the Server that only the Server will be able to recognize to a username in the database. A will send Username of B to the Server encrypted with the shared secret key Ksa when telling the server it wants to talk to B. If authenticated, the server will reply with the Ticket-to-B, which includes Username of B. The message from the server to A is encrypted with the shared secret key Ksa and the Ticket-to-B itself is encrypted with the shared secret key Ksb.  A also sends Ticket-to-B to B when initiating a conversation, but it is encrypted with the shared secret key Ksb. These protections prevent an attacker from finding the username of A unless the database of the server is compromised or the shared secret key Ksa is compromised. The username of B is obscured unless the shared secret key Ksa is compromised.

 Perfect Forward Secrecy:

The proposed protocol uses Diffie-Hellman to provide perfect forward secrecy by creating session keys which are only good for a set period of time or until the communication is finished, whichever comes first. These session keys are based on random numbers and forgotten as soon as it no longer valid. The session keys are not stored anywhere and it is statistically improbable that they will be reused. Since keys are only valid for a limited amount of time and generated based on random numbers, it is impossible for an eavesdropper to decrypt past conversations even if a current session key is compromised.

Compromised Server/Workstation:

The proposed protocol does not allow the server to decrypt secure communications between two clients because it will not know the shared secret key. The session key is generated without any server interaction, so it has no way to generate the session key or decrypt any of the messages.

The user would trust the application running on the workstation unless suspicious activity was witnessed over the network, or if the machine had been physically compromised.  If the user did not trust the application, they would be able to use another application, possibly like the one we created in PS1 to first encrypt the text using a public key of the recipient before sending it over the wire using our application. This would only be effective if both parties already had each other’s public keys.

