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Attacks on School Districts
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Attacks on Hospitals



– FBI Security Bulletin, June 2015

“Between April 2014 and June 2015, the IC3 
received 992 CryptoWall-related complaints, with 
victims reporting losses totaling over $18 million.” 



 5

Attachments

Drive-by Downloads

Malicious binaries

Infecting the machine 1
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A Typical Ransom Note
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Paying the ransom fee2
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Receiving the decryption key3
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Unlocking the machine4
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● Educating end-users
- Have a reliable backup policy
- Avoid risky browsing

● Developing detection tools to assist defenders
- Providing insight from internal behavior

● Developing protection tools to enhance AV capabilities
- Stopping the attack, and keeping the data consistent 
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- Stopping the attack, and keeping the data consistent 

But, How can we detect a ransomware sample?
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• Ransomware has to inform victim that attack has taken 
place
– Behavior inherent in its nature

• Ransomware has certain behaviors that are predictable
– e.g., entropy changes, modal dialogs and background activity, 

accessing “honey” files

• A good sandbox that looks for some of these signs helps 
here…
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UNVEIL: An Early Warning Dynamic 
Detection System for Ransomware



Approach
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• Detecting ransomware based on two techniques:
– 1) Crypto-style Ransomware

• Generating a fake (and attractive) user environment
• Finding a reliable method for monitoring filesystem 

activity

– 2)  Desktop Locker
• Going after the ransom note and using heuristics to 

detect such a message to the user
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Generating Fake (Honey) Content

• Real files with valid headers
– Using standard libraries (e.g., python- docx, python-pptx, 

OpenSSL)

– Content that appears meaningful
– File names do not look random, and appear realistic

• File paths
– User’s directory structure is generated randomly, but 

meaningfully

• File attributes
– Generate content with different creation, modification, and 

access times



 

UNVEIL’s Architecture
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User

Kernel

Content
Generator

I/O MANAGER

UNVEIL
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User

Kernel

Rfs = <Time,Pname,Pid,PPid,IRPflag,Arg,Result,BufEntropy>

I/O MANAGER

UNVEIL



KERNELI/O MANAGER

UNVEIL

USERread(D:\submission.doc)

PATH=D:\submission.doc

Reading user’s file content1
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KERNELI/O MANAGER

UNVEIL

USER

write

write(D:\submission.doc)

PATH=D:\submission.doc

Writing encrypted 
data on the file

2
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KERNELI/O MANAGER

UNVEIL

USERread(D:\submission.doc)

PATH=D:\submission.doc

Reading user’s file content1
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KERNELI/O MANAGER

UNVEIL

USER

write

write(D:\submission.doc.locked)

PATH=D:\submission.doc

Creating a new file, and 
writing encrypted data to it

2

PATH=D:\submission.doc.locked
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KERNELI/O MANAGER

UNVEIL

USER

delete

delete(D:\submission.doc)

PATH=D:\submission.doc

Deleting the original file3

PATH=D:\submission.doc.locked
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KERNELI/O MANAGER

UNVEIL

USER

write

write(D:\submission.doc)

PATH=D:\submission.doc

Or, overwriting the 
original file

3

PATH=D:\submission.doc.locked
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Extracting I/O Access Sequences

(1) Overwrites the users’ file with an encrypted version

(2) reads, encrypts and deletes files without wiping them from storage

(3) reads, creates a new encrypted version, and securely deletes 

     the original files
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IO Access Sequences in Multiple Ransomware Families



Desktop Locker Ransomware 

1
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Desktop Locker Ransomware 

1

Malware run

2
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Desktop Locker Ransomware 

1

Malware run

2

3
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Evaluation

1) Detecting known ransomware samples

a) Collecting ~3500 ransomware from public repo, Anubis, two 
security companies.

b) 149 benign executables including ransomware-like behavior
c) 348 malware samples from 36 malware families

Ransomware FamiliesBenign Applications



 

Finding the best threshold value
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Detecting known ransomware samples
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Detecting known ransomware samples
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Detecting known ransomware samples

The threshold value t = 0.32 gives the highest recall with 100% precision
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Large-Scale Evaluation
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. . .56 UNVEIL-enabled
VMs on 8 Servers

Ganeti Cluster 
(4 compute nodes)

~ 1200 malware samples per day



 

Large-Scale Evaluation

● We used the same similarity threshold (t = 0.32) for the large scale 

experiment.

● The incoming samples were acquired from the daily malware feed provided 

by Anubis from March 18 to February 12, 2016.

● The dataset contained 148,223 distinct samples.
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● The results are concentrated either towards small or very large detection ratios. 

●  A sample is either detected by a relatively small number, or almost all of the scanners.

Cross-checking with VirusTotal
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Detection Results
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Detection: New Ransomware Family
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• During our experiments, we discovered a new 
malware family
– We call it “SilentCrypt”
– After we reported it, others started detecting it as well
– We were not able to find any information about this family 

online

– The ransomware first checks for private files of a user, 
contacts the C&C server, and starts the attack based on the 
answer



 

Detection: New Ransomware Family
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Detection: New Ransomware Family
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● Defending against ransomware is not as complex as it is 

reported.

● Current analysis systems are not still ready to detect 

evasive ransomware attacks. 

● UNVEIL is the introduction of concrete techniques to 

detect ransomware.

● SilentCrypt shows that AV industry is not still ready to 

detect evasive samples.

.

Conclusion 
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Thank You


