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Abstract. We present a batch version of Schnorr•s identi“cation scheme.
Our scheme uses higher degree polynomials that enable the execution
of several Schnorr•s proto col at a cost very close to that of a single
execution. We present a full proof of security that our scheme is secure
against impersonation attacks.

The main application of this result is a very e�cien t way for a part y to
prove that it holds several secretkeys(i.e. identities), where each identit y
is link ed to a speci“c authorization. This approach protects the privacy of
the prover allowing her to prove only the required set of authorizations
required to perform a given task, without disclosing whether she is in
possessionof other privileges or not.

We also show that our scheme is suitable to be implemented on low-
bandwidth communication devices. We present an implementation of a
smart card employing recent technology for the useof LEDs (Ligh t Emit-
ting Diodes) for bidirectional communication. Another contribution of
our paper is to show that this new technology allows the implementation
of strong cryptograph y.

1 I ntro duction

Identi“cation, also known as entit y authentication, is a processby which a ver-
i“er gains assurancethat the identit y of a prover is as claimed, i.e. there is
no impersonation [MOV97,Sch96]. An identi“cation scheme enablesa prover
holding a secret key to identify itself to a veri“er holding the corresponding
public key.
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The primary objectives of an identi“cation protocol are completeness- in
the caseof honest parties the prover is successfullyable to authenticate itself to
the veri“er, and soundness- a dishonest prover has a negligible probabilit y of
convincing a veri“er.

There are various gradesof dishonesty and corresponding levels of security.
The goal of the adversary is to impersonatethe prover. As per the standard se-
curit y framework [FFS88], the adversary is allowed various attacks on the honest
prover, which completebeforethe impersonationattempt. A typical requirement
of identi“cation protocols is that they be secureagainst impersonation under
passiveattack, where the adversarial prover has accessto transcripts of prover-
veri“er interactions. A stronger requirement is that protocols be secureagainst
active attacks where the adversarial prover can actively play the role of a cheat-
ing veri“er with the prover numerous times before the impersonation attempt.
Security against impersonationunder active attack hasbeenthe traditional goal
of identi“cation schemes.

However, in recent times interest has beengrowing in still stronger attacks,
e.g. concurrent attacks. In these attacks, just like with active attacks the ad-
versarial prover gets to play the role of cheating veri“er prior to impersonation
with the key distinction that the adversary is allowed to interact with multiple
honest prover clonesconcurrently [FFS88].

It is very important to keep in mind that, in the real world, identi“cation
protocols provide assurancesonly at the instant of time when the protocol is
successfullycompleted. It is therefore important to ensure that the identi“ca-
tion processis tied to someform of ongoingreal-world integrit y service.At some
level all identi“cation schemesare vulnerable to the adversary who cuts in im-
mediately after the successfulidenti“cation of the legitimate party.

Zer o-kno wledge Pr otocols. A paradigm intro ducedin [FFS88]to construct
identi“cation protocols,is to construct zero-knowledgeproofs of knowledge. These
are protocols which allow a prover to demonstrate knowledge of a secret while
revealing no information whatsoever other than the one bit of information re-
garding the possessionof the secret [GMR85, FFS88].

A protocol is said to be honest-veri“er zero-knowledgeif it is zero-knowledge
when interacting with honest veri“ers. An honest-veri“er zero-knowledgeproto-
col hasa weaker security guarantee than a generalzero-knowledgeprotocol since
it is possiblethat a dishonestveri“er can extract information from the prover in
the former protocol.

However, when used as identi“cation schemes,the ultimate measureof the
worth of a protocol lies in its security against impersonation attempts and a
protocol that is secureagainst impersonation against concurrent attacks is con-
sidered to be ŽsecureŽeven if it is •onlyŽ honest-veri“er zero-knowledge. This
happens if one is able to show that whatever information is leaked to the dis-
honest veri“er, it doesnot help him in any impersonation attack.

Schnorr in [Sch91] presents such a protocol, basedon the hardnessof comput-
ing discrete logarithms. The details are described in the body of the paper, but
herewe just remark that Schnorr•s protocol is an honest-veri“er zero-knowledge
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proof of knowledge of a discrete logarithm. Recently Bellare and Palacio in
[BPa02] showed that under a slightly stronger assumption on the security of
discrete logarithms, Schnorr•s protocol is a secureidenti“cation schemeagainst
concurrent attacks.

1.1 Authorization

Authorization is the conveyanceto the veri“er that the prover, has the sanction
to gain accessto a particular resourceset, or belongsto a certain privilege class.
Authorization may be e�ected by the proving of one or of multiple identities.

Consider now the following accesscontrol scenario.Usersof a given system
belongto various privilege classes.Accesscontrol classesfor the data are de“ned
using theseprivileges, i.e. as the userswho own a given subsetof privileges. For
example the accesscontrol class for a given piece of data D , is de“ned as the
userswho own privileges P1, P2, P3.

A way to implement such an accesscontrol systemis to give each usera certi-
“ed public key. The certi“cate would indicate the subsetof privileges associated
with this public key. Then in order to gain access,Alice performs an identi“ca-
tion protocol basedon her public key, and if her privileges are a superset of the
onesrequired for the accessshe is attempting, accessis granted.

There areseveral drawbacks with this approach. But the main oneis a blatant
violation of Alice•s privacy. Whenever Alice proves her identit y she reveals all
her privileges, when, theoretically, in order to gain accessshe should have had
to reveal only a subsetof them.

It is clear that there are situation which warrant a privacy-preserving au-
thorization mechanism, in which Alice can gain accessby proving sheowns the
minimal set of required privileges.

This can be doneby associating a di�eren t public key to each privilege. Then
Alice would prove that sheknows the secretkeysrequired for the authorization.
Using typical proofs of knowledge, like Schnorr•s, to prove knowledgeof k keys
the user has to perform k proofs. Although these proofs can be performed in
parallel, keepingthe round complexity the same,the computational complexity
goesup by a factor of k.

Thusan interesting questionis if it is possibleto perform a proof of knowledge
of d secretsat the cost of less than d proofs. We answer this question in the
a�rmativ e (seebelow).

Another advantage of associating di�eren t keysto di�eren t privileges, is that
the latter can be easily transferred simply by transferring the corresponding
secretkey.

1.2 Our Con tributions

We present a batch version of Schnorr•s protocol. In our schemethe prover can
prove knowledgeof d secretkeys(discrete logarithms), at a cost slightly superior
to the cost of a single Schnorr•s protocol, thus saving a factor of d in computa-
tion and bandwidth over the best previously known solutions. We usedegreed
polynomials to represent an ordered list of d identities. We show that the result-
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ing schemeis not only honest-veri“er zero-knowledge,but that it is alsoa secure
identi“cation schemeagainst impersonation under concurrent attacks [BPa02].

This immediately yields a very e�cien t privacy-preservingauthorization mech-
anism along the lines described in the previous section.

Finally, in order to showcase the e�ciency of our proposal we present an
implementation in a very low-bandwidth environment. We userecently proposed
technology to useLight Emitting Diodes(LEDs) asbi-directional communication
devices.We believe that another interesting contribution of our paper is to show
that this new technology is robust enough to implement strong cryptographic
solutions.

1.3 Related W ork

Besides the works cited above [GMR85, FFS88,Sch91], another widely used
protocol for identi“cation is the one proposed by Guillou and Quisquateur in
[GQu88]. This schemeis more e�cien t than Schnorr•s and very suitable to low-
power computation devices. When proving multiple identities simultaneously,
our batch technique makesthe advantage of using GQ over Schnorr•s disappear
very quickly. Indeed only for very small values of d (the number of identities
being proven), d parallel executionsof GQ beat our batch Schnorr protocol in
e�ciency 1. It would be interesting to devise a batch version of the Guillou-
Quisquateur protocol, but we were not able to do so.

In any case,when comparing our schemewith running d Guillou-Quisquateur
schemes,one should remember that the GQ scheme is basedon a di�eren t as-
sumption (RSA inversion) than the Schnorr•s protocol.

Our new identi“cation scheme is related to the concept of batch veri“ca-
tion of signatures [BGR98]. As far as we know there has not beenany work on
batch veri“cation for identi“cation protocols. A straightforward application of
the techniques in [BGR98] to our problem would yield a much lesse�cien t pro-
tocol. Moreover, the mathematical techniqueswe useare fundamentally di�eren t
than the onesin [BGR98].

Recently the area of privacy-preservingprotocol has received a lot of atten-
tion. We refer the readerespecially to the works by Camenisch and Lysyanskaya
[CL01,CL02], where the concept of group signature is used to show how a user
can prove membership in a certain privilege class, without revealing her true
identit y. These solutions o�er a very strong privacy guarantee, as a user can
safely prove his privileges to various veri“ers, who would not be able to link
her various transactions. On the other hand our solution does not protect the

1 Jumping ahead, assumewe perform Schnorr•s scheme, with parameters p,q such
that |p| = 1024 and |q| = 160. Then one execution of the proto col costs about
240 multiplications for the prover (i.e. one exponentiation modp, with a 160-bit
exponent). On the other hand, if we perform the GQ scheme over a 1024-bit RSA
modulus, using a small public exponent (lik e 3), and security parameter 80, then the
prover•s cost is about 80 multiplications. Thus GQ is approximately 3 times as fast
as Schnorr•s. Which means that for d > 3, i.e. when proving more than 3 identities
simultaneously, our batch Schnorr proto col becomesmore attractiv e than GQ.
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identit y of the user, but simply allows her to prove the minimal set of privileges
required for a given transaction. But if veri“ers collude they can link the user•s
transactions and reconstruct the set of privileges sheholds. For exampleif Alice
proves to Bob that she belongs to privilege class P1, and to Charles that she
belongsto the P2 class,it is possiblefor Bob and Charlestogether to understand
that Alice holds both P1 and P2 privileges. On the other hand our solution is
much simpler and more e�cien t that solutions basedon group signatures, thus
it could be preferable in a scenario in which collusion is not really a problem.
Moreover some of our batching techniques can be used to speed-up solutions
basedon group signatures(since there, the proof of possessionof several keys is
a subprotocol).

2 Preliminaries

In this section we recall the basic de“nition of proof of knowledge, the compu-
tational assumptionsthat we are going to need,and Schnorr•s protocol. In the
following the acronym PPT stands for •probabilistic polynomial-timeŽ.

2.1 Pro ofs of Kno wledge

Pol ynomial Time Rela tionships. Let R be a polynomial time computable
relationship, i.e. a languageof pairs (y, w) such that it can be decidedin polyno-
mial time in |y| if (y, w) � R or not. With L R we denote the languageinduced
by R i.e. L R = { y : � w : (y, w) � R } .

More formally an ensemble of polynomial time relationships PT R consistsof
a collection of families PT R = � n PT R n where each PT R n is a family of poly-
nomial time relationships R n . To an ensemble PT R we associate a randomized
instance generator algorithm IG that on input 1n outputs the description of a
relationship R n . In the following we will drop the su�x n when obvious from
the context.

Example: The instancegeneratoralgorithm on input 1n outputs an n-bit prime
q, a poly(n)-prime p, such that q|p Š 1 and an element g of order q in Z �

p .
The corresponding relationship is that of pairs (y, w) � Z �

p × Zq such that
y = gw mod p.

Pr oofs of Kno wledge. In a proof of knowledge for a relationship R, two
parties, Prover P and Veri“er V, interact on a common input y. The Prover also
holds a secret input w, such that (y, w) � R . The goal of the protocol is to
convince V that P indeedknows such w. Ideally this proof should not reveal any
information about w to the veri“er, i.e. be zero-knowledge.

The protocol should thus satisfy certain constraints. In particular it must
be complete: if P knows w then V should accept. It should be sound: for any
(possibly dishonest) prover who does not know w, the veri“er should almost
always reject. Finally it should be zero-knowledge: no (poly-time) veri“er (no
matter what possibly dishoneststrategy shefollows during the proof) can learn
any information about w.
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A formal de“nition of proofsof knowledgecanbefound in [BGo93](improving
on the original de“nition in [FFS88]). Informally , the conceptof •knowingŽ w is
formalized by showing that w can be computed in polynomial-time if we have
black-box accessto P. This is done by constructing a witness extractor which
runs in probabilistic polynomial time, and computesw with a probabilit y related
to the probabilit y that the Prover makesthe Veri“er accept.

The conceptof zero-knowledgeis formalized via the existenceof a probabilis-
tic polynomial time simulator S that on input y and interacting with a possibly
cheating Veri“er outputs transcripts with the sameprobabilit y distribution as
the real prover (who knows w).

A formal de“nition follows. With [P(y, w), V(y)] we denote the output of the
protocol, i.e. 1 i� V accepts.With � P(n) we denote the probabilit y that a prover
P makesthe veri“er accept, i.e.

� P(n) = P rob[ R n � IG(1n ) ; [P(y, ·), V(y)] = 1 ]

where the statement y can be chosenby P.

De“nition 1. We say that (P,V) is a proof of knowledge for a relationship
(PT R, IG) if the following properties are satis“ed:

Completeness. For all (y, w) � R n (for all R n ) we havethat [P(y, w), V(y)]=1 .

Witness Extraction. There exist a probabilistic polynomial time knowledge
extractor KE, a function � : { 0, 1} � � [0, 1] and a negligible function � , such
that for all PPT P•, i f � P� (n) > � (n) then KE, given rewind accessto P•, com-
putes w such that (y, w) � R n with probability at least � P� (n) Š � (n) Š � (n).

Zero-Kno wledge. For every PPT Veri“er V• there exist a probabilistic poly-
nomial time simulator SIMV � , such that for all (y, w) � R n the two random
variables

View[P(y, w), V� (y)]

View[SIMV � (y), V� (y)]

are indistinguishable.

The function � is called the knowledge error and measuresthe probabilit y,
inherent to the protocol, that a cheating prover can convince the veri“er without
knowing w. What we require is that if a prover convincesthe veri“er with a prob-
abilit y higher than � , then we can extract the witnesswith a successprobabilit y
related to the di�erence.

2.2 Iden ti“cation Schemes

In an identi“cation schemea prover P and a veri“er V interact on input a public
key (generated together with its matching secret key by a key generation algo-
rithm KG). The prover holds the matching secretkey, and his goal is to convince
the Veri“er of this fact, and thus of his identit y.
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An impersonation attack is when an adversary A tries to convince the veri“er
that he is the honest prover. This kind of attack is called a passiveattack, if t he
adversary attempts impersonation only after having witnessed several correct
executionsof the identi“cation protocol betweenthe prover and honestveri“ers.
We said that an attack, is active, if the adversary before trying to impersonate
the prover has engagedwith him in the identi“cation protocol, playing the role
of a (possibly dishonest) veri“er.

Finally, and this is the notion we consider in this paper, we say that an
active impersonationattack is a concurrent attack if the interactions betweenthe
adversary and the honestprover beforethe impersonationattack, can be carried
out in a concurrent fashion (i.e. with an arbitrary scheduling of messages).

Sowecanconsiderthe following game.A pair of keyssk,pkis chosenaccording
to the distribution inducedby KG on input 1n the security parameter.The prover
is given sk and pk is made public. Then the adversary A engagesas a veri“er in
several concurrent executionsof the identi“cation protocol with the prover. He
then “nally runs one execution of the protocol, as the prover, with an honest
veri“er. We denotewith advA (n) the probabilit y that A makesthe veri“er accept
at the end of this game.

De“nition 2. We say that an identi“c ation protocol is secure against concur-
rent impersonation attack if advA (n) is negligible in n.

2.3 Discrete Logarithm Assumptions

Sinceits intro duction in the seminalpaper by Di�e and Hellman [DH78], the dis-
cretelogarithm assumptionhasbeenwidely usedto construct cryptographic algo-
rithms. Herewearegoing to usea well establishedvariant of the assumptionthat
considersthe hardnessof computing discrete logs in subgroupsof prime order.

Consider the example we described above. On input a security parameter
1n , we generatean n-bit prime q, a poly(n)-prime p, such that q|p Š 1 and an
element g of order q in Z �

p (the multiplicativ e group of integers modp). In the
group generated by g we can consider the exponentiation function that maps
w � Zq to y = gw mod p. The discrete log assumption says that if we choosew
at random then it is infeasible to compute w, when given only y.

Assumption 1. We assumethat computing discrete logarithm is hard, i.e. for
every PPT Turing Machine I (for inverter) the following probability

advI (n) = P rob[I (p, q,g,y = gw mod p) = w]

is negligible in n. The probability is taken over the internal coin tossesof I , the
random choices of q as n-bit prime, p as a poly(n)-bit prime such that q|p Š 1,
w � R Zq, while g is an arbitrary element of order q in Z �

p .

In the following we are going to usea stronger variant of the discrete log as-
sumption, intro duced in [BNPS01,BPa02]. In this variant oncewe have selected
p,q at random and choseg, we give the inverter I accessto two oracles.The
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challengeoracleCh, when invoked outputs a random element in the group gener-
ated by g. The discrete log oracleDL when queriedon a value y � (g) will output
w such that y = gw mod p. The goal of I is to invert all the valuesissuedto him
by the challenge oracle (and I must invoke Ch at least once), but is restricted
to invoke DL a number of times, which is strictly smaller than the number of
times he invoked Ch. We denotewith advCh,DL

I (n) the probabilit y (taken over the
choicesof p,q and the internal coin tossesof I and Ch) that I succeedsin this
game.

Assumption 2. We assumethat the problemof one more inversion of discrete
logarithms is hard, i.e. we assumethat advCh,DL

I (n) is negligible in n.

Note that when the number of queries to Ch is equal to 1, this assumption
is equivalent to Assumption 1. Though Assumption 2 is new, it looks reason-
able and has the advantage enunciated in [BPa02] of reducing the security of
our identi“cation scheme to the hardnessof a well-speci“ed number theoretic
problem.

2.4 Schnorr•s Iden ti“cation Scheme

Let p and q be two primes such that q|pŠ 1 and |q| = n. Let g �= 1 be an element
of order q in Z �

p . Let Gq be the subgroup generatedby g. The integersp,q, g are
known and can be common to a group of users.

An identit y consists of a private/public key pair. The private key w is a
random non-negative integer less than q. The public key is computed as y =
gŠ w mod p.

The protocol is described in Figure 1.
It is well known that Schnorr is an honest-veri“er zero-knowledge proof of

knowledgeof w, the discrete logarithm of y. The reader is referred to [Sch91] for
details. The protocol is only honest-veri“er ZK, becauseif a dishonest veri“er
choosesthe challengee in a non-random way (particularly dependent on the “rst
messagex) we are not able to simulate the interaction2.

However in [BPa02] it is shown that the Schnorr scheme is secureagainst
impersonation, under concurrent attacks, under the assumption that discrete
logarithm is secureunder one more inversion in the underlying group.

3 The New Iden ti“cation Scheme

In this section we present our generalization of Schnorr•s schemeto the casein
which the prover wants to prove multiple identities.

A naive generalization of Schnorr•s schemewould be to do the simultaneous
authentication of d identities by composing d rounds in parallel. In other words

2 Note that it is also necessaryto check that y is in the proper group, by checking that
yq = 1 mod p, see[Bur90]. This can be added as a veri“cation step, or the veri“er
can trust the certi“cation authorit y that certi“ed y to have performed the test. A
similar requirement holds for our proto col.
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Schnorr

Common Input: p, q,g,y. A security parameter t.
Secret Input for the Pro ver: w � Zq such that y = gŠ w mod p.

1. Commitment by Prover. Prover picks r � R Zq and sendsx = gr mod p to
the Veri“er.

Prover x = gr
� Veri“er

2. Challenge from Veri“er. Veri“er picks a number e � R [1..2t ] and sends it
to the Prover.

Prover e� Veri“er

3. Response from Prover. Prover computes s = r + w · e mod q and sends it
to the Veri“er.

Prover s = r + w · e � Veri“er

The Veri“er checks that x = gs ·ye mod p and acceptsif and only if equality
holds.

Fig. 1. Schnorr•s proto col

the prover would sendover d commitments and the veri“er would reply with d
challenges- one per identit y. Note that this scheme has a communication and
computation cost that is d times the cost of Schnorr•s original scheme.A possible
improvement would be to usethe samechallengefor all rounds, and apply batch
veri“cation techniques(such as the onesin [BGR98]) to the last veri“cation step.
Even with theseimprovements, the communication and computation cost of the
whole schemewould still be higher by a factor of d (the prover would still have
to sendand compute d commitments).

We proposea more e�cien t schemewhere the prover sendsone commitment
and the veri“er sendsone challenge acrossall identities. The prover•s response
is generalizedfrom a degreeone polynomial to a degreed polynomial formed
from the d secret keys. We are able to show that the resulting schemeis sound
and further that it is secureagainst impersonation under concurrent attacks
by extending the corresponding arguments in [Sch91] and [BPa02] respectively.
We present two theorems that demonstrate that the new scheme is an honest-
veri“er zeroknowledgeproof of knowledgeand alsoa secureidenti“cation against
impersonation under concurrent attacks.

The parametersare very similar to Schnorr. Let p and q be two primes such
that q|p Š 1. Let g �= 1 be an element of order q in Z �

p . The integers p,q, g are
public, and can be common to a group of users.
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We have d identities, each consisting of a private/public key pair indexed by
i . The private keyswi are non-negative integerslessthan q, chosenuniformly at
random. The public keys are computed as yi = gŠ w i mod p.

The Prover initiates the protocol by sending over the list of public keys yi

for which it claims to possessthe corresponding private keyswi . The protocol is
described in Figure 2.

Batch-Schnorr

Common Input: p, q,g,y1 , . . . , yd . A security parameter t.
Secret Input for the Pro ver: wi � Zq such that yi = gŠ w i mod p.

1. Commitment by Prover. Prover picks r � R Zq and sendsx = gr mod p to
the Veri“er.

Prover x = gr
� Veri“er

2. Challenge from Veri“er. Veri“er picks a number e � R [1..2( t +log d) ] and
sendsit to the Prover.

Prover e� Veri“er

3. Response from Prover. Prover computes s = r + � i wi · ei mod q and sends
it to the Veri“er.

Prover s = r + � i wi · ei
� Veri“er

The Veri“er checks that x = gy · � i yei

i mod p, and accepts if and only if
equality holds.

Fig. 2. Batch version of Schnorr•s proto col

Theorem 1. Batch-Schnorr is an honest-veri“er zero-knowledgeproof of knowl-
edgefor d discrete logarithms.

The complete proof is provided in [GLSY].

Notice that the protocol is not zero-knowledge in the general casesince a
dishonestveri“er could choosea challengethat is dependent on the commitment
making it di�cult to generate transcripts with the samedistribution, without
knowing the secret keys. Informally , however the reason no information is re-
vealed is that the numbers x and y, the commitment and the response, are
essentially random. This is the intuition behind the proof of security as an iden-
ti“cation scheme.

The following theorem (Theorem 2) shows that Batch-Schnorr is an identi“-
cation schemesecureagainst impersonation under concurrent attacks. As men-
tioned before, this is our ultimate end goal. We extend the proof in [BPa02]
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(which shows the security of Schnorr•s schemeunder this kind of attack) to our
scheme.Weremind the readersthat in a concurrent attack the adversarial prover
is allowed to play the role of the cheating veri“er and interact concurrently with
multiple honest prover clones prior to the impersonation attempt. Similar to
[BPa02] our proof is based on the assumption that discrete exponentiation is
secureunder d more inversionsin the underlying group (Assumption 2).

Let A denote the adversary that “rst takeson the role of fraudulent veri“er
and interacts concurrently with several honestprover clonesbeforesubsequently
taking on the role of fraudulent prover. Let advA (k) denote the probabilit y that
A is successfulat impersonation.

Theorem 2. If A succeeds in an impersonation attack on Batch-Schnorr with
probability advA (k) then there exists an inverter I such that for every k

advA (k) � 2Š t + ( advCh,DL
I (k))1/ (d+1) .

Proof. We show how to construct an inverter I that interacts with A the imper-
sonation adversary. Via this interaction I will compute the discrete logarithm
of all the n points it gets from the challengeoracle, by querying the discrete log
oracle, at most n Š d times.

First the inverter I queries Ch, the challenge oracle, d times and obtains d
random group elements yi = gŠ w i . It then runs A in cheating veri“er mode
using the yi •s as the public key. For the j th clone prover the commitment x j is
obtained by querying the challenge oracle Ch. The third round responsesj to
challenge ej is computed by querying the discrete log oracle DL on the value

x j � d
k=1 y

Š ek
j

k . Notice that this is a perfect simulation of a real concurrent attack.
With n we denote the total number of queries to the challenge oracle. Notice
that I queried the discrete log oracle only n Š d times.

Now I runs A in cheating prover mode d + 1 times, rewinding it each time
to the beginning (of the phasein which A acts as a prover). This in particular
meansthat the commitment issuedby A stays the same,sinceits internal state
is the same.If any two challengesare the samethen the inverter I fails.

Let x = gr be the commitment and let si be the response corresponding
to the distinct challengesei . If the cheating prover A fails even once then the
inverter I fails. If the cheating prover A succeedseach of the d + 1 times, then
the inverter I has d + 1 equations of the form si = r + � j wj · ej

i , with d + 1
unknowns, r and the d secretkeys wj . By inverting the Van der Monde matrix
formed from these equations, they can be solved to obtain the wj •s. These are
the answers to the “rst d queriesI made to Ch.

Recall that I must answer all the challengeshe received from Ch. But the
answer to each query x j can be easily computed as sj Š � k wk · ek

j .
Thus with n Š d queries,I succeedsin inverting all the n points asked to the

challenge oracle. The probabilit y of successis the probabilit y that A succeeds
d + 1 times. We will now estimate this probabilit y. We “rst prove an auxiliary
result that is a generalization of an equivalent result in [BPa02].



Batching Schnorr Identi“cation Scheme 287

Lemma 1 (Generalized Reset Lemma). Consider any prover (potential ly
cheating). Let A and B be random variablesover the space of the random coins,
RP , of the prover. Let A denote the probability, taken over e, that the veri“er
accepts. Let B denote the probability, taken over e•s, that when the veri“er is
reset and run d + 1 times, a di�er ent e is generated each time and the veri“er
acceptseach time. Let acc= E(A) and res = E(B ). Then acc � 2Š t + res1/ (d+1) .

Proof. Let 1/c = 2 t +log d be the sizeof the challengeset i.e. # e. It is easyto see
that B 	 A(A Š c)(A Š 2c) . . . (A Š dc). This implies that B 	 (A Š dc)(d+1)

which yields that E(A) � dc+ E(B )1/ (d+1) or E(A) � 2Š t + E(B )1/d +1 .

Now observe that advA (k) = E(acc), where the expectation is taken over
the choice of yi and the knowledge gained as the cheating veri“er. Similarly
advCh,DL

I (k) = E(res). Applying the reset lemma we seethat

advA (k) = E(acc) � E (2Š t + ( res)1/ (d+1) ) = 2 Š t + E(( res)1/ (d+1) )

then by applying Jensen•sinequality

advA (k) � 2Š t + ( E(res))1/ (d+1) = 2 Š t + ( advCh,DL
I )1/ (d+1)

This completesthe proof of Theorem 2.

The following corollary is a straightforward consequenceof Theorem 2.

Corollary 1. Under Assumption 2, and if t = � (log k), then Batch-Schnorr is
a secure identi“c ation schemeagainst i mpersonation under concurrent attack.

Note that the assumption that t is super-logarithmic in k is necessary, oth-
erwise the schemecan be broken by guessingthe veri“er•s challenge.

3.1 E�ciency Analysis

For a list of d identities Batch-Schnorr usesonly O(logd) more bits of communi-
cation than Schnorr•s scheme for a single identit y (assuming the samesecurity
level).

In terms of computation Batch-Schnorr requires2d extra modular multiplica-
tions for the prover. The veri“er has to perform d + 1 modular exponentiations,
while in Schnorr•s schemeit has to perform 2.

Notice that this is much faster than the known way of proving d identities
simultaneously, which consistsof d copiesof Schnorr•s protocol (in the particular
the veri“er would have to perform 2d exponentiations instead of d + 1).

3.2 Authorization Using Multiple Iden tities

As we discussedin the Intro duction, our identi“cation scheme is suitable to
implement Authorization using multiple identities without incurring a huge ef-
“ciency cost.

When a user joins a particular privilege classhe is given a new public key, its
matching secret key and a certi“cate that associates the key to that particular
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privilege class.Another possibility would be to have a unique key for each class,
but that would make revocation very di�cult to handle, as revoking one user in
the class(say becauseher key was compromisedor becauseshedoesnot belong
to the classanymore), would involve replacing the key of all usersin the class.

When a userneedsto accesscertain data or serviceshe usesour identi“cation
protocol to prove possessionof the minimal set of privileges required for that
accessto take place.

Another advantage of our approach is that it is easy to transfer privileges
among parties. A motivating scenariofor our application is having a smart card
be able to talk to another smart card and transfer a subset of privileges to it
(equivalent to a high ranking employee in a corporation enabling selective access
to a lower ranked employee).In our schemeusing multiple identities it is a simple
matter to transfer the private keyscorresponding to the selectedlist of privileges.

4 Implemen tation

In order to test the e�ciency of our schemewe have performed an implementa-
tion of our scheme.To carry out the implementation we useda recently proposed
technology basedon Light Emitting Diodes. We believe that another contribu-
tion of our paper is to show that this new technology allows the implementation
of strong cryptography.

Light Emitting Diodes, or LEDs, are one of the most ubiquitous interface
components. Their diverseapplications include numeric displays, ”ashlights, ve-
hicle brake lights (and possibly even headlights [Hel03]), tra�c signals and the
omni-present power-on indicator. LEDs are so commonly usedas light emitters
that peopleoften forget that they are fundamentally photodiodesand hencelight
detectors. Although LEDs are not optimized for light detection they are very
e�ectiv e at it. The interchangeability betweensolid-state light emissionand de-
tection was widely publicized in the 1970sby Forrest W. Mims [Mim86, Mim93],
but has since largely beenforgotten.

Recently , a novel microprocessorinterface circuit was invented which can
alternately emit and detect light using an LED [DYL02]. In addition to the
LED and two digital I/O pins of the microprocessor,the circuit requires only a
single current limiting resistor. When forward-biased the LED emits light and
when back-biased it detects/measuresthe ambient light. The implications of
LED-based data communication are signi“cant, sinceit is essentially a software
interface technique that usesexisting hardware with minimal modi“cation. ŽEv-
ery LED connectedto a microprocessorcan be thought of as a generic two-way
data portŽ [DYL02]. One can conceive of numerous applications e.g. using the
power light on consumerappliancesas a maintenance port for reading service
information and uploading new “rm ware, or capturing a car stereo•sfault log
through the front panel display.

Weshow how to build smartcardsthat communicate via LEDs and implement
our Batch-Schnorr protocol.



Batching Schnorr Identi“cation Scheme 289

4.1 Hardw are

Batch-Schnorr was implemented using the Microchip PIC16LF628 microcon-
troller. The hardware was composed of a small printed circuit board 2cm by
4cm, a single push-button switch, an LED, a 3-volt lithium coin-cell battery, a
capacitor and two resistors.The PIC uses8-bit instruction words and runs at 5
MIPS (million instructions per second).It has 16KB of write-able storage.The
protot ypeswerealsoequipped with an in-circuit programming connector,which
allowed us to download code into the microcontroller. We also deviseda small
adapter board to convert this connectorto Microchip•s standard RJ-11 in-circuit
debuggingmodule. A massproducedversion should cost lessthan a dollar more
than a similar LED keychain ”ashlight. The range of communication is a few
centimeters at best and the data rate is 250 bits/second in each direction. We
implemented Batch-Schnorr representing the prover in its full functionalit y. The
veri“er was implemented as a LED directly controlled by a PC.

SeeAppendix B for a picture of our implementation.

4.2 Securit y

We chose a security parameter setting of t = 95. This is generally considered
adequate security (see [Sch96]) for most practical purposes.We used d = 32.
This madet + logd = 100.This forced the prime q to be 200bits long becauseof
the existenceof the O(q1/ 2) baby-step-giant-step algorithm for “nding discrete
logs (see[Sch91]). In conjunction with the existenceof the generalnumber “eld
sieve (see[LOd91]) this, in turn, forced the prime p to be about 1500bits long.

4.3 Pro ver

The bulk of the implementation e�ort lay in the code for the prover. An impor-
tant aspect of our implementation of Batch-Schnorr was that storage was at a
premium. This is common with most smart cards where the storage is needed
both for code as well as data.

The main operation performed by the prover is modular multiplication. We
initially attempted an implementation of the Fast Fourier Transform (see[Str88])
of Cooley and Tukey, which takes O(n logn) bit operations. However it turned
out that our practical implementations of this schemehad high code complexity,
even though it is more e�cien t asymptotically.

Hence,we adopted a scheme that utilizes a pre-computed table to substan-
tially save on both code complexity as well as computation time. For each of
the private keyswe stored a pre-computed table of the residuesmodulo q of the
product of the private key with the powers of 2 up to 21+log q. Then to multiply
the private key with any given number we added the residuescorresponding to
the powersof 2 present in the binary representation of that number. The residue
modulo q of 21+log q enabledus to reduce the over”ow when doing addition, so
that we always had a number with logq bits. Upon receiving the challengee we
“rst computed a similar table consistingof the residuesmodulo q of the product
of e with the powers of 2 up to 21+log q. We then used this table to compute
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the powers of e, and then used the pre-computed tables of the secret keys to
compute y = r + � i si · ei mod q. This enhancement enabledthe implementation
to run in lessthan 2 secondsfor our choice of the security parameters.

5 Conclusion and Extensions

We have presented a batch versionof Schnorr•s protocol. In our schemea prover
can prove knowledgeof d keysat essentially the samecost asproving knowledge
of a single key. We believe this protocol can “nd several applications in the
cryptography literature.

Wediscussedthe application of privacy-preservingauthorization mechanisms.
Also we presented an implementation of our protocol employing a new technol-
ogy to useLight Emitting Diodesastwo-way communication devices.We believe
this to be another interesting contribution of our paper.

In terms of future research, it would be interesting to devisea batch version
of the Guillou-Quisquateur identi“cation protocol.
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