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What is the meaning and an example of each of the following concepts:

Targeted vs Untargeted

White box vs black box vs no box

Imperceptible vs perceptible

Digital vs physical

Specific vs universal

Attack vs defense



White Box Attocks

Projcfclféd Gradient Descent

x L(F(x') Yy)
= QGrgma X |
rve
. / ross label of X
¢ ooLion b of ro
Mmaximiz Lio ??ncﬂtyéSa w/ entbropy
Small loss
per burbobions
from X
where PX - E x' { Ix'-x "oo< Eg for C/Xﬁmf’e
/ \ cmall
codld be gy;rst'ahl-

obher p-norms

Why maximize loss with respect to the true label?

Why constrain the optimization?

What does constraining the optimization with P_x do?

Is this formulation targeted or untargeted?

Write down a formulation that is targeted/untargeted.



Projected Gradient Descent
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With Pi(z), do all points z map to a corner of the L"inf ball?
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This method roughly performs projected gradient descent. Explain.

In what sense is this method non-iterative?
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Is this targeted or untargeted?

Design a variant that is targeted/untargeted.
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Algorithm 1 Computation of universal perturbations.

1: input: Data points X, classifier I%, desired ¢, norm of
the perturbation &, desired accuracy on perturbed sam-

ples 6.
: output: Universal perturbation vector v.
: Initialize v < 0.
: while Err(X,) <1—4§do
for each datapoint z; € X do
if k(xz; +v) = k(x;) then

sends x; + v to the decision boundary:

Av; < argmin ||r||g s.t. k(@ +v + 1) # k().

8: Update the perturbation:
v Ppe(v+ Av;).
9: end if

10: end for
11: end while
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What does it mean to project onto the |I_p ball of radius xi?

Roughly speaking, how is a universal perturbation built?
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(d) VGG-19 (e) GoogLeNet (f) ResNet-152

v hivGrsal P Gr [;vf loaéians jenéfaltze across  archi L‘&c&w’es

VGG-F | CaffeNet | GoogLeNet | VGG-16 | VGG-19 | ResNet-152
VGG-F 93.7% | 71.8% 48.4% 42.1% 42.1% 47.4 %
CaffeNet 74.0% | 93.3% 47.7% 39.9% 39.9% 48.0%
GoogLeNet | 46.2% | 43.8% 78.9 % 39.2% 39.8% 45.5%
VGG-16 63.4% | 55.8% 56.5% 78.3% 73.1% 63.4%
VGG-19 64.0% | 57.2% 53.6% 73.5% 77.8% 58.0%
ResNet-152 | 46.3% | 46.3% 50.5% 47.0% 45.5% 84.0%

Table 2: Generalizability of the universal perturbations across different networks. The percentages indicate the fooling rates.
The rows indicate the architecture for which the universal perturbations is computed, and the columns indicate the architecture
for which the fooling rate is reported.
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Why do you suspect that adversarial examples can generalize across different
architectures?



Black box abbocks
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RMSD | ResNet-152 | ResNet-101 | ResNet-50 | VGG-16 | GoogLeNet
-ResNet-152 | 17.17 0% 0% 0% 0% 0%
-ResNet-101 | 17.25 0% 1% 0% 0% 0%
-ResNet-50 17.25 0% 0% 2% 0% 0%
-VGG-16 17.80 0% 0% 0% 6% 0%
-GoogLeNet | 17.41 0% 0% 0% 0% 5%

Table 4: Accuracy of non-targeted adversarial images generated using the optimization-based ap-
proach. The first column indicates the average RMSD of the generated adversarial images. Cell
(1,7) corresponds to the accuracy of the attack generated using four models except model i (row)
when evaluated over model j (column). In each row, the minus sign “—” indicates that the model
of the row is not used when generating the attacks. Results of top-5 accuracy can be found in the
appendix (Table 14).



Real World Atfkacki

(Brown et al. 2019)
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Build o model $or transformabions?
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