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What is 
program analysis?
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Program analysis o!ers static compile-time techniques 
for predicting safe and computable approximations to 
the set of values or behaviors arising dynamically at 
run-rime when executing a program on a computer.
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Program analysis is a tool for discovering properties of 
the run-time behavior of a program without actually 
running it.
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class  Foo {
    
    public  void  f ( XYZ x) {
        x.m();
    }

}

interface  XYZ { void  m(); }

class  X implements  XYZ {
    public  void  m() { /* ...*/  }
}

class  Main  {
    public  static  void  main ( String [] args ) {
        new Foo().f( new X());
    }
}
    
        

reason.java Þle:///Users/dvanhorn/Documents/cv/jobs/rice/talk/progs/reason...

1 of 1 3/6/11 9:18 PM

Optimizing Java compiler: 
   prove x is always an X, inline method de"nition.
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Puzzled ML programmer: 
   prove x is always a non-empty list: no problem.

( define       first (x)    foo)

Þrst.scm Þle:///Users/dvanhorn/Documents/cv/jobs/rice/talk/progs/Þrst.s...

1 of 1 3/6/11 11:00 PM
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Puzzled ML programmer: 
   prove x is may be the empty list: "x.

( define       first (x)    foo)

Þrst.scm Þle:///Users/dvanhorn/Documents/cv/jobs/rice/talk/progs/Þrst.s...

1 of 1 3/6/11 11:00 PM
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Security analyzer: 
   prove enable(R) is on the stack.

method  checkPrivilege ( R);

stack.java Þle:///Users/dvanhorn/Documents/cv/jobs/rice/talk/progs/stack....

1 of 1 3/6/11 11:17 PM
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A program property  is a predicate on programs.

A program property P is semantic if

            p ! q <z (P(p) !  P(q)) 

A program property P is trivial  if

             " p. P(p) or ÂP(p)
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RiceÕs Curse

Theorem:
If L is a Turing-complete programming language
and P is a non-trivial semantic program property, 
then P is undecidable.
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RiceÕs Curse

 P(p)

ÂP(p)
p! q#pÕ! qÕ
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RiceÕs Curse

 P(p)

ÂP(p)
p! q#pÕ! qÕ

P is not decidable!
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RiceÕs Curse

 Progress

Wrong
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RiceÕs Curse

 Progress

Progress is not decidable!

Wrong
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RiceÕs Curse

 Progress

Progress is not decidable!

Wrong

Can we 
approximate?
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ML Typability

 

Progress

Wrong

 ML
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ML Typability

 

Progress

ML $ Progress

Wrong

 ML
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Essence of Analysis

 

P

ÂP
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Essence of Analysis

 

P

S $ P

ÂP

 S
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High-level
program analysis
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4

e ! e
(REFL)

e1 ! ! x.e
x ! e2, e1 e2 ! e

(APP)
e0 ! e1 e1 ! e2

e0 ! e2
(TRANS)

Fig. 1: Inference rules for the system"

input(ep)
input(e1 e2)

input(e1), input(e2)
input(! x.e)

input(x), input(e)

Fig. 2: Input predicate

function (as in-going edges into the node representing the function body). The common
name0-CFA(Shivers 1991; Nielson et al. 1999) is by now used for analyses with these two
properties. Rather than implementing instances of the inference rules as constraints, we will
use the inference system as a reference proof system. The analysis is formulated as a deci-
sion problem termedcontrol-ßow reachability, by accepting two additional subexpressions
estart andeÞnish as input and determining whether the latter is reachable from the former.
Heintze and McAllester (1997b) show how to reduce a control-ßow reachability problem to
an equivalent 2NPDA recognition problem.

3 Indirect Algorithms: Connecting the Dots

We outline two indirect CFA algorithms from the research literature with potential to have
subcubic worst-case time complexity. The Þrst algorithm is the graph-based analysis from
Sect. 2.3. The second algorithm is a constraint-based orset-based analysis, termedML set
constraintsby Melski and Reps (2000).

Indirect Control-Flow Reachability (1)

Heintze and McAllester (1997b) demonstrate that deciding the provability of" e0 ! e1
is contained in the class 2NPDA, implying that improvements to algorithms for 2NPDA
recognition can lead to improvements in algorithms for control ßow reachability. Thus, Ryt-
terÕs (1985) improvement to 2NPDA recognition may lead to an improvement for control
ßow analysis as follows:

1. reduce control-ßow reachability to 2NPDA recognition (Heintze and McAllester 1997b)
2. apply RytterÕs improved algorithm (Rytter 1985)
3. map result(s) back to control-ßow reachability

Hence the above constitutes a Þrst indirect subcubic ßow analysis algorithm.

Indirect Control-Flow Reachability (2)

The second indirect algorithm follows a similar outline to the Þrst. Melski and Reps (2000)
demonstrate deciding the control-ßow reachability problem can be simulated by a context-
free language (CFL) reachability problem, implying that improvements to algorithms for
CFL-reachability can lead to improvements in algorithms for control-ßow reachability. Ap-
plying ChaudhuriÕs (2008) subcubic CFL-reachability algorithm may lead to an improved
control-ßow reachability as follows:
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SCOPE(v) ! Reach
v " v, v ! HasVals

(REFL-VAL )
e1 " ! x.e SCOPE(e1 e2) ! Reach e2 ! HasVals

SCOPE(e) ! Reach, x " e2, e1 e2 " e
(APP)

e0 " e1 e1 " e2

e0 " e2
(TRANS)

e0 " e1 e1 ! HasVals
e0 ! HasVals

(HAS-VAL )

Fig. 8: ReÞned inference rules with reachability for the system#r$

6.5 Complexity

Time: The time complexity analysis proceeds as the previous. Again we have only changed
the representation ofR and thefor-loop conditions, hence, as for the Þrst algorithm, the total
time complexity is dominated byO(n3/ logn).

Space:Pre-processing for the scope operations takesO(n) space as doesReach. Again,
the new representation ofR takesO(n2/ logn) space, hence the overall space complexity is
still dominated byQ. A straightforward representation hereof requiresO(n2) space.

6.6 Conclusion

Let R,Reach= SUBCUBIC-REACHABILITY -CFA(ep). Since#r estart " eÞnishholds if and
only if (estart " eÞnish) ! R holds, we thereby reach the second contribution.

Theorem 4 Control ßow analysis with reachability of size n and its associated decision
problem can be determined in worst case O(n3/ logn) time on a unit cost RAM.

7 A More Precise Analysis with Reachability

The analysis in Fig. 5 will not analyse the body of a function if it is never called. However,
the analysis will mark the body of a lambda as reachable, even if, e.g., the operands at all
its call sites diverge. By augmenting the analysis further, a more precise analysis can be
obtained that will analyse function bodies only if the function is called with arguments that
reach values. Such an augmentation is the topic of this section.

In order to analyse function bodies only when values can ßow to the operands at its call
sites, we track expressions that can have a value ßow to them, or expressed in graph-based
terminology:expressions that can reach a value. As Òcan reach a valueÓ is not a static prop-
erty, we will compute it dynamically by augmenting the analysis with a set of expressions
ÔHasValsÕ. In the resulting analysis in Fig. 8, we have added the conditione2 ! HasVals
to theAPP rule and added the conclusionv ! HasVals to theREFL-VAL rule. We have fur-
thermore added a ruleHAS-VAL to propagate the property between expressions. Given a
programep we again assume the axiomSCOPE(ep) ! Reach and repeatedly apply the in-
ference rules. We write#r$ to mean provability in this inference system. The corresponding
decision problem again accepts two additional subexpressionsestart andeÞnish as input and
determines whether the latter is reachable from the former.
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interpreter.

C |= ce
! x" iff C(x, ce(x)) = C(! , " )

C |= ce
! (#x.e)" iff !#x.e, ce! " = C(! , " )

wherece! = ce! fv (#x.e)
C |= ce

! (t " 1 t " 2 )" iff C |= ce
! t " 1 # C |= ce

! t " 2 #
let !#x.t " 0 , ce! " = C(! 1, " ) in

C(! 2, " ) = C(x, "! ) #
C |= ce! [x "# !" ]

!" t " 0 #
C(! 0, "! ) = C(! , " )

Clearly, because constructing a cacheC is equivalent to evaluat-
ing a program, such a cache is not effectively computable. The next
section describeskCFA as a computableapproximation.

2.2 An abstract interpreter

kCFA is a computable approximation to this instrumented inter-
preter. Rather than constructing anexactcacheC, it constructs an
abstractcachebC, which maps labels and variables, not to values,
but tosetsof abstract values.

öv $ dVal = P(Term %CEnv )
bC $ !Cache = ( Lab + Var ) % ! & dVal

Approximation arises from contours being bounded at length
k. If during the course of instrumented evaluation, the length of
the contour would exceed lengthk, then thekCFA abstract inter-
preter will truncate it to lengthk. In other words, only a partial
description of the context can be given, which results in ambigu-
ity. A subexpression may evaluate to two distinct values, but within
contexts which are only distinguished byk + 1 labels. Questions
about which value the subexpression evaluates to can only supply
k labels, so the answer must beboth, according to a sound approx-
imation.

When applying a function, there is now a set of possible closures
that ßow into the operator position. Likewise, there can be a mul-
tiplicity of arguments. What is the interpreter to do? The abstract
interpreter applies all possible closures to all possible arguments.

The abstract interpreter, the imprecise analog ofE, is then:

A !x" "ce
! = bC(! , " ) ' bC(x, ce(x))

A ! (#x.e)" "ce
! = bC(! , " ) ' { !#x.e, ce! "}

wherece! = ce! fv (#x.e)
A ! (t " 1 t " 2 )" "ce

! = A ! t " 1 "ce
! ; A ! t " 2 "ce

! ;
foreach!#x.t " 0 , ce! " $ bC(! 1, " ) :

bC(x, ( "! ) k ) ' bC(! 2, " );
A ! t " 0 "ce! [x "#$ !" %k ]

$!" %k
;

bC(! , " ) ' bC(! 0, ( "! ) k )

We write bC(! , " ) ' öv to indicate an updated cache where(! , " )
maps tobC(! , " ) * öv. The notation( " ) k denotes" truncated to the
rightmost (i.e., most recent)k labels.

Compared to the exact evaluator, contours similarly distinguish
evaluation within contexts described by as many ask application
sites: beyond this, the distinction is blurred. The imprecision of
the analysis requires thatA be iterated until the cache reaches a
Þxed point, but care must taken to avoid looping in an iteration
since a single iteration ofA !e"ce

! may in turn make a recursive call
to A !e"ce

! under the same contour and environment. This care is
the algorithmic analog of appealing to the coinductive hypothesis
in judging an analysis acceptable. These judgment rules are given
below.

An acceptablek-level control ßow analysis for an expressione
is writtenbC |= ce

! e, which states thatbC is an acceptable analysis of

e in the context of the current environmentceand current contour"
(for the top level analysis of a program, these will both be empty).

Just as we did in the previous section, we can write a speciÞca-
tion of acceptable caches rather than an algorithm that computes.
The resulting speciÞcation is what is found, for example, in Nielson
et al. (1999):

bC |= ce
! x" iff bC(x, ce(x)) + bC(! , " )

bC |= ce
! (#x.e)" iff !#x.e, ce! " $ bC(! , " )

wherece! = ce! fv (#x.e)
bC |= ce

! (t " 1 t " 2 )" iff bC |= ce
! t " 1 # bC |= ce

! t " 2 #
,! #x.t " 0 , ce! " $ bC(! 1, " ) :

bC(! 2, " ) + bC(x, ( "! ) k )#
bC |= ce! [x "#$ !" %k ]

$!" %k
t " 0 #

bC(! 0, ( "! ) k ) + bC(! , " )

The acceptability relation is given by the greatest Þxed point of
the functional deÞned according to the above clausesÑand we are
concerned only with least solutions.5

2.3 Complexity of abstract interpretation

What is the difÞculty of computing within this hierarchy? What are
the sources of approximation that render such analysis (in)tractable?
We consider these questions by analyzing the complexity of the fol-
lowing decision problem:

Control Flow Problem: Given an expressione, an abstract value
{ v} , and a pair(! , " ), is v $ bC(! , " ) in the ßow analysis ofe?

Obviously, we are interested in the complexity of control ßow
analysis, but our investigation also provides insight into a more gen-
eral subject: the complexity of computing via abstract interpreta-
tion. It stands to reason that as the computational domain becomes
more reÞned, so too should computational complexity. In this in-
stance, the domain is the size of the abstract cachebC and the values
(namely,closures) that can be stored in the cache. As the table size
and number of closures increase6, so too should the complexity of
computation. From a theoretical perspective, we would like to un-
derstand better the tradeoffs between these various parameters.

3. Linearity and Boolean logic
It is straightforward to observe that in alinear #-term, where
each variable occurs at most once, each abstraction#x.e can be
applied to at most one argument, and hence the abstracted value
can be bound to at most one argument. (Note that this observation
is clearly untrue for thenonlinear #-term (#f.f (a(fb)))( #x.x ),
asx is bound tob, and also toab.) Generalizing this observation,
analysis of a linear#-term coincides exactly with its evaluation:

LEMMA 1. For any closed, linear expressione, E!e"&
# = A !e"&

# ,
and thusC = bC.

A detailed proof of this lemma appears in Van Horn and Mairson
(2008).

A natural and expressive class of such linear terms are the ones
which implement Boolean logic. When we analyze the coding of a
Boolean circuit and inputs to it, the Boolean output will ßow to a

5 To be precise, we take as our starting pointuniform kCFA (Nielson and
Nielson 1997) rather than akCFA in which !Cache = ( Lab ! CEnv ) "
dVal . The differences are immaterial for our purposes. See Nielson et al.
(1999) for details and a discussion on the use of coinduction in specifying
static analyses.
6 Observe that since closure environments map free variables to contours,
the number of closures increases when we increase the contour lengthk.
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Source Sink int
! +

5 ! !
5

h ! . . . e5 int
! +

5 ! !
5

h "
! +

6 ! !
6

h any
! +

5 ! !
5

h ! . . . e5 any
! +

5 ! !
5

h "
! +

6 ! !
6

h

n! n
e1 ...

{ ! n } # " (! !
5 )

e1 . . . $% e5
& { !h, O"} # # (! !

5 )
{ ! n } # " (! !

5 )

e1 . . . $% e5
& { !h, O"} # # (! !

5 )

int
! +

1 ! !
1

f { ! +
1 } # " (! !

5 ) & { !h, O"} # # (! !
5 ) { ! +

1 } # " (! !
5 ) & { !h, O"} # # (! !

5 )

! . . . e1 int
! +

1 ! !
1

f "
! +

2 ! !
2

f

{ ! +
1 } # " (! !

5 )

e1 $% e5
& { !h, O"} # # (! !

5 )
{ ! +

1 } # " (! !
5 )

e1 $% e5
& { !h, O"} # # (! !

5 )

any
! +

1 ! !
1

f

{ ! +
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5 )

{ ! +
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1 ! !
1

f "
! +

2 ! !
2

f

{ ! +
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5 )

e1 $% e5
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5 )

($x! .e! )! !
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5 ) & { !h, R "} # # (! !
5 )
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5 ) # " (%)

{ ! " } # " (! !
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5 )

{ ! " } # " (! !
5 )
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5 )

(c
! +

1 ! !
1
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3
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5
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7
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8
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5 ! !
5
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! +

6 ! !
6

h

n! n
e1 ... { ! n } # " (! 5 ) & { !$, R "} # # (! a ) { ! n } # " (! !

5 ) & { !h, R "} # # (! !
5 )

int
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1 ! !
1

f

{ ! +
1 } # " (! 5 ) & { !$, R "} # # (! a ) { ! +
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1 ! !
1
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2 ! !
2

f
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1 ! !
1

f

! . . . e1 any
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1 ! !
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2
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5 ) & " (! +
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e1 . . . $% e5
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! +

1 ! !
1
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! +

2 ! !
2
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! +

3 ! !
3
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{ ! +
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1 )

{ ! +
3 } # " (! 5 ) & " (! +
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{ ! +
3 } # " (! !
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5 )

{ ! +
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5 ) & " (! +
7 ) # " (! !

1 )

{ ! +
3 } # " (! !
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2 ! !
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4 ! !
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5 )

Table 1. Constraints creation for source-sink pairs.

contract on the ßy (with! and! " fresh) and uses it to check the do-
main and range of the function contract. For deeply nested function
contracts, the process is repeated recursively thereby creating a wit-
ness for each possible contract violation.5 In essence this process
simply makes explicit the sinks for the complex abstract values that

5 The debugger must then be careful to re-use the original any
! +

5 ! !
5

h contract

for both the domain and range of the new(any
! +

5 ! !
5

h ' any
! +

5 ! !
5

h )!!
"

h con-
tract because the use of new any contracts for the domain and range makes
the analysis fail to terminate when a function with a recursive type ßows

into any
! +

5 ! !
5

h .

ßow into any!
+
5 ! !

5
h . The analysis therefore remains sound. Here we

forsake this process and re-use the any! +
5 ! !

5
h contract and its labels

only to simplify the soundness proof.

5.2.2 Blame Constraints

The third example explains blame assignment:

Source Sink (c!
+
7 ! !

7
i ! c! +

8 ! !
8

h )!
+
5 ! !

5
h

int!
+
1 ! !

1
f { ! +

1 } " " (! !
5 ) # { $h, R %} " # (! !

5 )
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My challenge:
Develop a program analysis for reasoning about:

Space-consumption in a lazy language

State and control in a language with e!ects

Security in a language with stack inspection

Safe parallelism in a language with futures
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Low-level
program analysis
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s0 s1 s2 s3 s4 ...
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s0 s1 s2 s3 s4 ...
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s0 s1 s2 s3 s4 ...

! 0
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s0 s1 s2 s3 s4 ...

! 0 ! 1 ! 2 ! 3

! 3.1
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s0 s1 s2 s3 s4 ...

! 0 ! 1 ! 2 ! 3 ! 4

! 3.1
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s0 s1 s2 s3 s4 ...

! 0 ! 1 ! 2 ! 3 ! 4

! 3.1



e

s0 s1 s2 s3 s4 ...

! 0 ! 1 ! 2 ! 3 ! 4

! 3.1

Theorem: The analysis simulates the machine.
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Machine

Analysis
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Key idea:
Deterministic state transition system
with an in!nite state space.

Non-deterministic state transition system
with a !nite  state space.
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#l ang r acket
( r equi r e r edex)

( def i ne- l anguage !  
  [ x var i abl e- not - ot her wi se- ment i oned]
  [ e x ( app e e)  ( lam  x e)]
  [ v ( clos  x e " )]
  [ # ( ev  e "  $ %)
     ( co  % v $)
     v]
  [ % ( K0)
     ( K1 e "  a)
     ( K2 v a)]
  [ "  (( x a)  . . . )]
  [ $ (( a s)  ... )]
  [ s v %]
  [( a b)  natural ])

( define-metafunction  !
  lookup  :  (( any any )  ... )  any  - > any
  [( lookup  (( any_0 any_1 )  any  ... )  any_0 )  any_1 ]
  [( lookup  ( any_0  any_1  ... )  any_2 )  
   ( lookup  ( any_1  ... )  any_2 )])

( define-metafunction  !
  extend  :  ( any  ... )  any  any  ->  ( any  ... )
  [( extend  ( any  ... )  any_0  any_1 )
   (( any_0  any_1 )  any  ... )])

( define-metafunction  !
  [( alloc  any  ())  0]
  [( alloc  any  (( a any_0 )  ... ))
   , ( add1  ( apply  max ( term  ( a ... ))))])
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( def i ne st ep
  ( r educt i on- r el at i on 
   !  #: domai n "
   ( - - > ( ev ( app  e_0 e_1)  # $ %)          
        ( ev  e_0  # ( ext end $ a %)  ( K1 e_1  # a))
        ( wher e a ( alloc  % $)))
   ( -->  ( ev  ( lam  x e)  # $ %)
        ( co  % ( clos  x e #)  $))
   ( -->  ( ev  x # $ %)
        ( co  % ( l ookup $ ( lookup  # x))  $))
   ( -->  ( co  ( K0)  v $)  v)
   ( -->  ( co  ( K1 e # a)  v $)  
        ( ev  e # $ ( K2 v a)))
   ( -->  ( co  ( K2 ( clos  x e #)  b)  v $)
        ( ev  e ( extend  # x a)  ( extend  $ a v)  %)
        ( where  a ( alloc  x $))
        ( where  % ( lookup  $ b)))))

( define-metafunction  !  
  [ ( i nj  e)  ( ev  e ()  ()  ( K0) ) ] )

( traces  step  
        ( term  ( inj  ( app  ( lam  y ( app  ( app  y y)  y))  
                        ( lam  x x)))))
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( def i ne st ep
  ( r educt i on- r el at i on 
   !  #: domai n "
   ( - - > ( ev ( app  e_0 e_1)  # $ %)          
        ( ev  e_0  # ( ext end $ a %)  ( K1 e_1  # a))
        ( wher e a ( alloc  $)))
   ( -->  ( ev  ( lam  x e)  # $ %)
        ( co  % ( clos  x e #)  $))
   ( -->  ( ev  x # $ %)
        ( co  % ( l ookup $ ( lookup  # x))  $))
   ( -->  ( co  ( K0)  v $)  v)
   ( -->  ( co  ( K1 e # a)  v $)  
        ( ev  e # $ ( K2 v a)))
   ( -->  ( co  ( K2 ( clos  x e #)  b)  v $)
        ( ev  e ( extend  # x a)  ( extend  $ a v)  %)
        ( where  a ( alloc  $))
        ( where  % ( lookup  $ b)))))

( define-metafunction  !  
  [ ( i nj  e)  ( ev  e ()  ()  ( K0) ) ] )

( traces  step  
        ( term  ( inj  ( app  ( lam  y ( app  ( app  y y)  y))  
                        ( lam  x x)))))
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#l ang r acket
( r equi r e r edex)

( def i ne- l anguage !  
  [ x var i abl e- not - ot her wi se- ment i oned]
  [ e x ( app e e)  ( lam  x e)]
  [ v ( clos  x e " )]
  [ # ( ev  e "  $ %)
     ( co  % v $)
     v]
  [ % ( K0)
     ( K1 e "  a)
     ( K2 v a)]
  [ "  (( x a)  . . . )]
  [ $ (( a s)  ... )]
  [ s v %]
  [( a b)  natural ])

( define-metafunction  !
  lookup  :  (( any any )  ... )  any  - > any
  [( lookup  (( any_0 any_1 )  any  ... )  any_0 )  any_1 ]
  [( lookup  ( any_0  any_1  ... )  any_2 )  
   ( lookup  ( any_1  ... )  any_2 )])

( define-metafunction  !
  extend  :  ( any  ... )  any  any  ->  ( any  ... )
  [( extend  ( any  ... )  any_0  any_1 )
   (( any_0  any_1 )  any  ... )])

( define-metafunction  !
  [( alloc  any  ())  0]
  [( alloc  any  (( a any_0 )  ... ))
   , ( add1  ( apply  max ( term  ( a ... ))))])
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#l ang r acket
( r equi r e r edex)

( def i ne- l anguage !  
  [ x var i abl e- not - ot her wi se- ment i oned]
  [ e x ( app e e)  ( lam  x e)]
  [ v ( clos  x e " )]
  [ # ( ev  e "  $ %)
     ( co  % v $)
     v]
  [ % ( K0)
     ( K1 e "  a)
     ( K2 v a)]
  [ "  (( x a)  . . . )]
  [ $ (( a ( s ... ))  ... )]
  [ s v %]
  [( a b)  natural ])

( define-metafunction  !
  [( lookup  (( any_0 any_1 )  any  ... )  any_0 )  any_1 ]
  [( lookup  ( any_0  any_1  ... )  any_2 )  
   ( lookup  ( any_1  ... )  any_2 )])

( define-metafunction  !
  [( extend  ( any  ... )  any_0  any_1 )
   (( any_0  any_1 )  any  ... )])

( define-metafunction  !
  [( alloc  any )  0])
  
#;
( def i ne- met af unct i on !
  [( alloc  ())  0]
  [( alloc  (( a any )  ... ))
   , ( add1  ( apply  max ( term  ( a ... ))))])

( define  step
  ( reduction-relation  
   !  #: domai n #
   ( - - > ( ev  ( app  e_0  e_1 )  "  $ %)          
        ( ev  e_0  "  ( extend-sto  $ a %)  ( K1 e_1  "  a))
        ( where  a ( alloc  $)))
   ( -->  ( ev  ( lam  x e)  "  $ %)
        ( co  % ( clos  x e " )  $))
   ( -->  ( ev  x "  $ %)
        ( co  % v $)
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( def i ne st ep
  ( r educt i on- r el at i on 
   !  #: domai n "
   ( - - > ( ev ( app  e_0 e_1)  # $ %)          
        ( ev  e_0  # ( ext end $ a %)  ( K1 e_1  # a))
        ( wher e a ( alloc  % $)))
   ( -->  ( ev  ( lam  x e)  # $ %)
        ( co  % ( clos  x e #)  $))
   ( -->  ( ev  x # $ %)
        ( co  % ( l ookup $ ( lookup  # x))  $))
   ( -->  ( co  ( K0)  v $)  v)
   ( -->  ( co  ( K1 e # a)  v $)  
        ( ev  e # $ ( K2 v a)))
   ( -->  ( co  ( K2 ( clos  x e #)  b)  v $)
        ( ev  e ( extend  # x a)  ( extend  $ a v)  %)
        ( where  a ( alloc  x $))
        ( where  % ( lookup  $ b)))))

( define-metafunction  !  
  [ ( i nj  e)  ( ev  e ()  ()  ( K0) ) ] )

( traces  step  
        ( term  ( inj  ( app  ( lam  y ( app  ( app  y y)  y))  
                        ( lam  x x)))))
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( def i ne st ep
  ( r educt i on- r el at i on 
   !  #: domai n "
   ( - - > ( ev ( app  e_0 e_1)  # $ %)          
        ( ev  e_0  # ( ext end- st o $ a %)  ( K1 e_1  # a))
        ( wher e a ( alloc  % $)))
   ( -->  ( ev  ( lam  x e)  # $ %)
        ( co  % ( clos  x e #)  $))
   ( -->  ( ev  x # $ %)
        ( co  % v $)
        ( where  ( s_0  . . .  v s_1  ... )
               ( l ookup $ ( lookup  # x))))    
   ( -->  ( co  ( K0)  v $)  v)
   ( -->  ( co  ( K1 e # a)  v $)  
        ( ev  e # $ ( K2 v a)))
   ( -->  ( co  ( K2 ( clos  x e #)  b)  v $)
        ( ev  e ( extend  # x a)  ( extend-sto  $ a v)  %)
        ( where  a ( alloc  x $))
        ( where  ( s_0  ...  % s_1  ... )  
               ( lookup  $ b)))))

( define-metafunction  !  
  [ ( i nj  e)  ( ev  e ()  ()  ( K0) ) ] )

; ; - - - - -

( define-metafunction  !
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#l ang r acket
( r equi r e r edex)

( def i ne- l anguage !  
  [ x var i abl e- not - ot her wi se- ment i oned]
  [ e x ( app e e)  ( lam  x e)]
  [ v ( clos  x e " )]
  [ # ( ev  e "  $ %)
     ( co  % v $)
     v]
  [ % ( K0)
     ( K1 e "  a)
     ( K2 v a)]
  [ "  (( x a)  . . . )]
  [ $ (( a ( s ... ))  ... )]
  [ s v %]
  [( a b)  natural ])

( define-metafunction  !
  [( lookup  (( any_0 any_1 )  any  ... )  any_0 )  any_1 ]
  [( lookup  ( any_0  any_1  ... )  any_2 )  
   ( lookup  ( any_1  ... )  any_2 )])

( define-metafunction  !
  [( extend  ( any  ... )  any_0  any_1 )
   (( any_0  any_1 )  any  ... )])

; ;  No abst r act i on
( define-metafunction  !
  [( alloc  any  ())  0]
  [( alloc  any  (( a any_0 )  ... ))  
   , ( add1  ( apply  max ( term  ( a ... ))))])

#;
; ;  Fi ni t e abst r act i on
( def i ne- met af unct i on !
  [( alloc  any  $)  0])

#;
; ;  Pushdown abst r act i on
( define-metafunction  !
  [( alloc  x $)  0]
  [( alloc  % ())  1]
  [( alloc  % (( a any )  ... ))
   , ( add1  ( apply  max ( term  ( a ... ))))])
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#l ang r acket
( r equi r e r edex)

( def i ne- l anguage !  
  [ x var i abl e- not - ot her wi se- ment i oned]
  [ e x ( app e e)  ( lam  x e)]
  [ v ( clos  x e " )]
  [ # ( ev  e "  $ %)
     ( co  % v $)
     v]
  [ % ( K0)
     ( K1 e "  a)
     ( K2 v a)]
  [ "  (( x a)  . . . )]
  [ $ (( a ( s ... ))  ... )]
  [ s v %]
  [( a b)  natural ])

( define-metafunction  !
  [( lookup  (( any_0 any_1 )  any  ... )  any_0 )  any_1 ]
  [( lookup  ( any_0  any_1  ... )  any_2 )  
   ( lookup  ( any_1  ... )  any_2 )])

( define-metafunction  !
  [( extend  ( any  ... )  any_0  any_1 )
   (( any_0  any_1 )  any  ... )])

#;
; ;  No abst r act i on
( def i ne- met af unct i on !
  [( alloc  any  ())  0]
  [( alloc  any  (( a any_0 )  ... ))  
   , ( add1  ( apply  max ( term  ( a ... ))))])

; ;  Fi ni t e abst r act i on
( define-metafunction  !
  [( alloc  any  $)  0])

#;
; ;  Pushdown abst r act i on
( define-metafunction  !
  [( alloc  x $)  0]
  [( alloc  % ())  1]
  [( alloc  % (( a any )  ... ))
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   ( l am x e) ] )  

; ;  Pushdown abst r act i on
( def i ne- met af unct i on !
  [ ( alloc  x " )  0]
  [( alloc  # ())  1]
  [( alloc  # (( a any)  . . . ))
   , ( add1  ( appl y max ( t er m ( a ... ))))])

( define  st ep
  ( reduction-relation  
   !  #: domai n $
   ( - - > ( ev ( app  e_0 e_1 )  % "  #)          
        ( ev  e_0  % ( extend-sto  "  a #)  ( K1 e_1  % a))
        ( wher e a ( alloc  # " )))
   ( -->  ( ev  ( lam  x e)  % "  #)
        ( co  # ( clos  x e %)  " ))
   ( -->  ( ev  x % "  #)
        ( co  # v " )
        ( where  ( s_0  ...  v s_1  ... )
               ( l ookup "  ( lookup  % x))))    
   ( -->  ( co  ( K0)  v " )  v)
   ( -->  ( co  ( K1 e % a)  v " )  
        ( ev  e % "  ( K2 v a)))
   ( -->  ( co  ( K2 ( clos  x e %)  b)  v " )
        ( ev  e ( extend  % x a)  ( extend-sto  "  a v)  #)
        ( where  a ( alloc  x " ))
        ( where  ( s_0  ...  # s_1  ... )  
               ( lookup  "  b)))))
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#l ang r acket
( r equi r e r edex)

( def i ne- l anguage !  
  [ x var i abl e- not - ot her wi se- ment i oned]
  [ e x ( app e e)  ( lam  x e)]
  [ v ( clos  x e " )]
  [ # ( ev  e "  $ %)
     ( co  % v $)
     v]
  [ % ( K0)
     ( K1 e "  a)
     ( K2 v a)]
  [ "  (( x a)  . . . )]
  [ $ (( a ( s ... ))  ... )]
  [ s v %]
  [( a b)  any])

( define-metafunction  !
  [( lookup  (( any_0 any_1 )  any  ... )  any_0 )  any_1 ]
  [( lookup  ( any_0  any_1  ... )  any_2 )  
   ( lookup  ( any_1  ... )  any_2 )])

( define-metafunction  !
  [( extend  ( any  ... )  any_0  any_1 )
   (( any_0  any_1 )  any  ... )])

#;
; ;  No abst r act i on
( def i ne- met af unct i on !
  [( alloc  any  ())  0]
  [( alloc  any  (( a any_0 )  ... ))  
   , ( add1  ( apply  max ( term  ( a ... ))))])

#;
; ;  Fi ni t e abst r act i on
( define-metafunction  !
  [( alloc  any  $)  0])

; ;  Smar t er  f i ni t e abst r act i on
( define-metafunction  !
  [( alloc  x $)  x]
  [( alloc  ( K0)  $)  K0]
  [( alloc  ( K1 e "  a)  $)  e]
  [( alloc  ( K2 ( clos  x e " )  a))
   ( lam  x e)])  
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! Gives a O(n3) algorithm for 2NPDA.

Subcubic Control-Flow Analysis Algorithms, Symposium in Honor of Mitchell Wand, Northeastern University, August, 2009 Ð p.7/35

+ !
 �

=

On the Cubic Bottleneck in 
Subtyping and Flow Analysis 

Nevin Heintze* 

Abstract 

We prove that certain data-$ow and control-$ow prob- 
lems are 2NPDA-complete. This means that these problems 
are in the class 2NPDA and that they are hardfor that class. 
The fact that they are in 2NPDA demonstrates the richness 
of the class. The fact that they are hard for 2NPDA can be 
interpreted as evidence they can not be solved in sub-cubic 
time - the cubic time decision procedure for an arbitrary 
2NPDA problem has not been improved since its discovery 
in 1968. 

1. Introduction 

Cubic time complexity has become a common feature 
of algorithms for the automated analysis of computer pro- 
grams. There is a general feeling that many of these algo- 
rithms are inherently cubic time - no sub-cubic procedure 
has been found. Such cubic time algorithms include ShiversÕ 
control flow analysis [ 171, the Palsberg and 0Õ Keefe method 
of determining typability in the Amadio-Cardelli type sys- 
tem [ 15, 11, and various set-based analyses [5, 10, 113. At 
an intuitive level the inherent cubic complexity in all these 
problems arises from the need to compute a dynamic tran- 
sitive closure - one must compute the transitive closure of 
a directed graph while adding edges to the input graph as 
a consequence of edges derived for the output graph. Not 
only do these problems all seem inherently cubic, they all 
seem structurally similar and inherently cubic for the same 
reason. 

In order to better understand the Òcubic bottleneckÓ in 
flow analysis, Melski and Reps have investigated a sim- 
ple data-flow reachability problem [ 131.Õ They relate this 

ÒBell Labs, 600 Mountain Ave, Murray Hill, NJ 07974, nch@bell- 
labs.com. 

tAT&T Labs, 600 Mountain Ave, Murray Hill, NJ 07974, 
dmac@research.att.com. 

ÔFollowing Heintze and Jaffar [4], Melski and Reps formulate this data- 
flow reachability problem as a set-constraint problem. We use the data-flow 
formulation here because it seems closer to applications. 

David McAllestert 

data-flow reachability problem to the problem of context- 
free-language reachability (CFL-reachability). An instance 
of the CFL-reachability problem consists of a context free 
grammar and a directed graph where each arc is labeled with 
a symbol from the terminal alphabet. The problem is to de- 
termine whether there is a path between two given nodes 
such that the sequence of labels on the arcs in that path is a 
string in the language generated by the given grammar. The 
CFL-reachability problem can be solved in O( lGln3) time 
where ]GI is the size of the grammar (the number of produc- 
tions in a Chomsky normal form grammar) and n is the num- 
ber of nodes in the graph. Melski and Reps give a linear time 
reduction from data-flow reachability to CFL-reachability. 
This reduction produces a grammar of size n, so the reduc- 
tion appears to yield an O(n4) method of solving data-flow 
reachability. However, Melski and Reps show that the re- 
duction produces problems with special structure and that 
the overall running time of solving a data-flow problem by 
reduction to CFL-reachability is O(n3). More significantly, 
Melski and Reps give a reduction of CFL-reachability to 
data-flow reachability which runs in O( IGln) time. For a 
fixed grammar this reduction is linear time. If the data-flow 
reachability problem could be solved in sub-cubic time then 
the CFL-reachability problem over a fixed grammar could 
also be solved in sub-cubic time. 

Here we investigate the cubic bottleneck by relating it 
to the class 2NPDA. 2NPDA is the class of languages (or 
problems) definable by a two way nondeterministic push- 
down automata. In 1968 it was shown that any problem 
in the class 2NPDA can be solved in cubic time [2]. But 
no sub-cubic procedure for an arbitrary 2NPDA problem is 
known. Neal has shown that a certain 2NPDA problem - 
ground monadic rewriting reachability (GMR-reachability) 
-is 2NPDA complete [ 141.Õ In other words, this problem is 
both in the class 2NPDA and is 2NPDA-hard, i.e., if GMR- 
reachability can be solved in sub-cubic time then all 2NPDA 
problems can be solved in sub-cubic time. We review 
NealÕs result here. We also show that data-flow reachability, 
control-flow reachability, and the complement of Amadio- 

2Neal uses a Òmonotone closureÓ formulation of GMR-problem. We 
find the GMR formulation more natural. 

1043-6871/97 $10.00 0 1997 IEEE 342 
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Chaudhuri (2008)

Subcubic algorithms for recursive state machines:

! Uses RytterÕs technique to obtainO(n3/ lg n)
CFL-reachability algorithm.

Subcubic Control-Flow Analysis Algorithms, Symposium in Honor of Mitchell Wand, Northeastern University, August, 2009 Ð p.15/35
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Source Sink int
! +

5 ! !
5

h ! . . . e5 int
! +

5 ! !
5
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6 ! !
6

h any
! +

5 ! !
5
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! +
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Table 1. Constraints creation for source-sink pairs.

contract on the ßy (with! and! " fresh) and uses it to check the do-
main and range of the function contract. For deeply nested function
contracts, the process is repeated recursively thereby creating a wit-
ness for each possible contract violation.5 In essence this process
simply makes explicit the sinks for the complex abstract values that

5 The debugger must then be careful to re-use the original any
! +

5 ! !
5

h contract

for both the domain and range of the new(any
! +

5 ! !
5

h ' any
! +

5 ! !
5

h )!!
"

h con-
tract because the use of new any contracts for the domain and range makes
the analysis fail to terminate when a function with a recursive type ßows

into any
! +

5 ! !
5

h .

ßow into any!
+
5 ! !

5
h . The analysis therefore remains sound. Here we

forsake this process and re-use the any! +
5 ! !

5
h contract and its labels

only to simplify the soundness proof.

5.2.2 Blame Constraints

The third example explains blame assignment:

Source Sink (c!
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7 ! !

7
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8 ! !
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5 ! !

5
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1 ! !

1
f { ! +
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5 ) # { $h, R %} " # (! !
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1 } # " (! !
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2 ! !
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{ ! +
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3 } # " (! !

5 ) & " (! +
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Table 1. Constraints creation for source-sink pairs.

contract on the ßy (with! and! " fresh) and uses it to check the do-
main and range of the function contract. For deeply nested function
contracts, the process is repeated recursively thereby creating a wit-
ness for each possible contract violation.5 In essence this process
simply makes explicit the sinks for the complex abstract values that

5 The debugger must then be careful to re-use the original any
! +

5 ! !
5

h contract

for both the domain and range of the new(any
! +

5 ! !
5

h ' any
! +

5 ! !
5

h )!!
"

h con-
tract because the use of new any contracts for the domain and range makes
the analysis fail to terminate when a function with a recursive type ßows

into any
! +

5 ! !
5

h .

ßow into any!
+
5 ! !

5
h . The analysis therefore remains sound. Here we

forsake this process and re-use the any! +
5 ! !

5
h contract and its labels

only to simplify the soundness proof.

5.2.2 Blame Constraints

The third example explains blame assignment:

Source Sink (c!
+
7 ! !

7
i ! c! +

8 ! !
8

h )!
+
5 ! !

5
h

int!
+
1 ! !

1
f { ! +

1 } " " (! !
5 ) # { $h, R %} " # (! !

5 )
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Instance
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f(5)

f: prime? ! int 
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f ! (prime? ! int)

!*



50

#l ang r acket

( def i ne/ cont r act  pr i me? any/ c ( !  ( x)  #t ))

( define/contract  keygen  ( - > prime? )
  ( !  ()     
    ( define  n ' . . . )
    #|
    1)  Choose t wo di st i nct  pr i me number s p and q.
        For  secur i t y pur poses,  t he i nt eger s p and q 
        shoul d be chosen at  r andom,  and shoul d be of  
        si mi l ar  bi t - l engt h.  Pr i me i nt eger s can be 
        efficiently found using a primality test.
    2)  Comput e n = pq.
        n is used as the modulus for both the 
        publ i c and pr i vat e keys
    3)  Comput e " ( n)  = ( p#Ð#1) ( q#Ð#1) ,  wher e "  i s
       Eul er ' s t ot i ent  f unct i on.
    4)  Choose an i nt eger  e such t hat  1 < e < " ( n)  and 
       gcd(e, " (n)) = 1, i.e. e and " (n) are coprime.
        e i s r el eased as t he publ i c key exponent .
        e havi ng a shor t  bi t - l engt h and smal l  Hammi ng 
        weight results in more efficient encryption - 
        most  commonl y 0x10001 = 65537.
    5)  Det er mi ne d = eÐ1 mod " ( n) ;  i . e.  d i s t he 
       multiplicative inverse of e mod " (n).
        Thi s i s mor e cl ear l y st at ed as sol ve f or  d 
        gi ven ( d* e) mod " ( n)  = 1
        This is often computed using the extended 
        Euclidean algorithm.
        d is kept as the private key exponent.
    |#
    ;...
    n))
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#l ang r acket

( def i ne !  ' . . . )

( def i ne/ cont r act  pr i me? any/ c ( !  ( x)  #t ))

( define/contract  keygen  ( - > prime? )
  ! )
    !
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!
#l ang r acket

( def i ne !  ' . . . )
( define  st r i ng? #t )
( def i ne/ cont r act  pr i me? any/ c ( !  ( x)  #t ))

( define/contract  keygen  ( - > prime? )
  ! )
    

( define/contract  rsa  
  ( prime?  string?  .  ->  .  string? )
  ! )

#l ang r acket

( def i ne !  ' . . . )

( def i ne/ cont r act  pr i me? any/ c ( !  ( x)  #t ))

( define/contract  keygen  ( - > prime? )
  ! )
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Welcome to DrRacket, version 5.1.3 [3m].
Language: racket [custom]; memory limit: 1024 MB.
> ( r sa ( keygen)  " Pl ai n" )
' ( !  st r i ng?)
> 

#l ang r acket

( def i ne !  ' . . . )
( define  st r i ng? #t )
( def i ne/ cont r act  pr i me? any/ c ( !  ( x)  #t ))

( define/contract  keygen  ( - > prime? )
  ! )
    

( define/contract  rsa  
  ( prime?  string?  .  ->  .  string? )
  ! )

#l ang r acket

( def i ne !  ' . . . )

( def i ne/ cont r act  pr i me? any/ c ( !  ( x)  #t ))

( define/contract  keygen  ( - > prime? )
  ! )
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#l ang s- exp " ver i f i ed. r kt "  ; t r ace

( def i ne/ cont r act  b bool ? ¥)
( define/contract  n nat?  ¥)
( define/contract  c ( cons/ c nat?  nat? )  ¥)
( define/contract  g ( zer o? - > nat? )  ¥)
( define/contract  f  (( nat?  ->  nat? )  ->  bool? )  ¥)
( define/contract  q ( any? ->  any? )  ¥)
( define/contract  p proc?  ¥)

( define/contract  zo?  ( any?  ->  bool? )
  ( !  ( x)
    ( if  ( nat?  x)
        ( if  ( zero?  x)
            #t
            ( if  ( = x 1)
                #t
                #f ))
        #f )))

( define/contract  czo  ( cons/c  zo?  zo? )  ¥)

( define/contract  zo->zo  ( zo?  ->  zo? )
  ( !  ( y)  y))

( define/contract  z->z  (( and/c  zero?  zo? )  ->  ( or/c  zero?  zo? ))
  ( !  ( v)  v))

( zo?  7)

;n
; ( i f  b 7 " f r ed" )
; ( add1 n)
;;;;;;( f  g)
; ( pr oc? g)
;( g 7)
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#l ang s- exp " ver i f i ed. r kt "  ; t r ace

( def i ne/ cont r act  b bool ? ¥)
( define/contract  n nat?  ¥)
( define/contract  c ( cons/ c nat?  nat? )  ¥)
( define/contract  g ( zer o? - > nat? )  ¥)
( define/contract  f  (( nat?  ->  nat? )  ->  bool? )  ¥)
( define/contract  q ( any? ->  any? )  ¥)
( define/contract  p proc?  ¥)

( define/contract  zo?  ( any?  ->  bool? )
  ( !  ( x)
    ( if  ( nat?  x)
        ( if  ( zero?  x)
            #t
            ( if  ( = x 1)
                #t
                #f ))
        #f )))

( define/contract  czo  ( cons/c  zo?  zo? )  ¥)

( define/contract  zo->zo  ( zo?  ->  zo? )
  ( !  ( y)  y))

( define/contract  z->z  (( and/c  zero?  zo? )  ->  ( or/c  zero?  zo? ))
  ( !  ( v)  v))

( zo?  7)

;n
; ( i f  b 7 " f r ed" )
; ( add1 n)
;;;;;;( f  g)
; ( pr oc? g)
;( g 7)

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
#f
> b
' ( !  ( pr ed bool ?) )
> ( i f  b 7 " f r ed" )
"fred"
7
> n
' ( !  ( pr ed nat ?) )
> ( zer o? n)
#f
#t
> ( add1 n)
' ( !  ( pr ed nat ?) )
> ( add1  ( if  b 7 8))
8
9
> 
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#l ang s- exp " ver i f i ed. r kt "  ; t r ace

( def i ne/ cont r act  b bool ? ¥)
( define/contract  n nat?  ¥)
( define/contract  c ( cons/ c nat?  nat? )  ¥)
( define/contract  g ( zer o? - > nat? )  ¥)
( define/contract  f  (( nat?  ->  nat? )  ->  bool? )  ¥)
( define/contract  q ( any? ->  any? )  ¥)
( define/contract  p proc?  ¥)

( define/contract  zo?  ( any?  ->  bool? )
  ( !  ( x)
    ( if  ( nat?  x)
        ( if  ( zero?  x)
            #t
            ( if  ( = x 1)
                #t
                #f ))
        #f )))

( define/contract  czo  ( cons/c  zo?  zo? )  ¥)

( define/contract  zo->zo  ( zo?  ->  zo? )
  ( !  ( y)  y))

( define/contract  z->z  (( and/c  zero?  zo? )  ->  ( or/c  zero?  zo? ))
  ( !  ( v)  v))

( zo?  7)

;n
; ( i f  b 7 " f r ed" )
; ( add1 n)
;;;;;;( f  g)
; ( pr oc? g)
;( g 7)

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
#f
> b
' ( !  ( pr ed bool ?) )
> ( i f  b 7 " f r ed" )
"fred"
7
> n
' ( !  ( pr ed nat ?) )
> ( zer o? n)
#f
#t
> ( add1 n)
' ( !  ( pr ed nat ?) )
> ( add1  ( if  b 7 8))
8
9
> 
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#l ang s- exp " ver i f i ed. r kt "  ; t r ace

( def i ne/ cont r act  b bool ? ¥)
( define/contract  n nat?  ¥)
( define/contract  c ( cons/ c nat?  nat? )  ¥)
( define/contract  g ( zer o? - > nat? )  ¥)
( define/contract  f  (( nat?  ->  nat? )  ->  bool? )  ¥)
( define/contract  q ( any? ->  any? )  ¥)
( define/contract  p proc?  ¥)

( define/contract  zo?  ( any?  ->  bool? )
  ( !  ( x)
    ( if  ( nat?  x)
        ( if  ( zero?  x)
            #t
            ( if  ( = x 1)
                #t
                #f ))
        #f )))

( define/contract  czo  ( cons/c  zo?  zo? )  ¥)

( define/contract  zo->zo  ( zo?  ->  zo? )
  ( !  ( y)  y))

( define/contract  z->z  (( and/c  zero?  zo? )  ->  ( or/c  zero?  zo? ))
  ( !  ( v)  v))

( zo?  7)

;n
; ( i f  b 7 " f r ed" )
; ( add1 n)
;;;;;;( f  g)
; ( pr oc? g)
;( g 7)

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
#f
> b
' ( !  ( pr ed bool ?) )
> ( i f  b 7 " f r ed" )
"fred"
7
> n
' ( !  ( pr ed nat ?) )
> ( zer o? n)
#f
#t
> ( add1 n)
' ( !  ( pr ed nat ?) )
> ( add1  ( if  b 7 8))
8
9
> 
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#l ang s- exp " ver i f i ed. r kt "  ; t r ace

( def i ne/ cont r act  b bool ? ¥)
( define/contract  n nat?  ¥)
( define/contract  c ( cons/ c nat?  nat? )  ¥)
( define/contract  g ( zer o? - > nat? )  ¥)
( define/contract  f  (( nat?  ->  nat? )  ->  bool? )  ¥)
( define/contract  q ( any? ->  any? )  ¥)
( define/contract  p proc?  ¥)

( define/contract  zo?  ( any?  ->  bool? )
  ( !  ( x)
    ( if  ( nat?  x)
        ( if  ( zero?  x)
            #t
            ( if  ( = x 1)
                #t
                #f ))
        #f )))

( define/contract  czo  ( cons/c  zo?  zo? )  ¥)

( define/contract  zo->zo  ( zo?  ->  zo? )
  ( !  ( y)  y))

( define/contract  z->z  (( and/c  zero?  zo? )  ->  ( or/c  zero?  zo? ))
  ( !  ( v)  v))

( zo?  7)

;n
; ( i f  b 7 " f r ed" )
; ( add1 n)
;;;;;;( f  g)
; ( pr oc? g)
;( g 7)

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
#f
> b
' ( !  ( pr ed bool ?) )
> ( i f  b 7 " f r ed" )
"fred"
7
> n
' ( !  ( pr ed nat ?) )
> ( zer o? n)
#f
#t
> ( add1 n)
' ( !  ( pr ed nat ?) )
> ( add1  ( if  b 7 8))
8
9
> 
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#l ang s- exp " ver i f i ed. r kt "  ; t r ace

( def i ne/ cont r act  b bool ? ¥)
( define/contract  n nat?  ¥)
( define/contract  c ( cons/ c nat?  nat? )  ¥)
( define/contract  g ( zer o? - > nat? )  ¥)
( define/contract  f  (( nat?  ->  nat? )  ->  bool? )  ¥)
( define/contract  q ( any? ->  any? )  ¥)
( define/contract  p proc?  ¥)

( define/contract  zo?  ( any?  ->  bool? )
  ( !  ( x)
    ( if  ( nat?  x)
        ( if  ( zero?  x)
            #t
            ( if  ( = x 1)
                #t
                #f ))
        #f )))

( define/contract  czo  ( cons/c  zo?  zo? )  ¥)

( define/contract  zo->zo  ( zo?  ->  zo? )
  ( !  ( y)  y))

( define/contract  z->z  (( and/c  zero?  zo? )  ->  ( or/c  zero?  zo? ))
  ( !  ( v)  v))

( zo?  7)

;n
; ( i f  b 7 " f r ed" )
; ( add1 n)
;;;;;;( f  g)
; ( pr oc? g)
;( g 7)

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
#f
> b
' ( !  ( pr ed bool ?) )
> ( i f  b 7 " f r ed" )
"fred"
7
> n
' ( !  ( pr ed nat ?) )
> ( zer o? n)
#f
#t
> ( add1 n)
' ( !  ( pr ed nat ?) )
> ( add1  ( if  b 7 8))
8
9
> 
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#l ang s- exp " ver i f i ed. r kt "  ; t r ace

( def i ne/ cont r act  b bool ? ¥)
( define/contract  n nat?  ¥)
( define/contract  c ( cons/ c nat?  nat? )  ¥)
( define/contract  g ( zer o? - > nat? )  ¥)
( define/contract  f  (( nat?  ->  nat? )  ->  bool? )  ¥)
( define/contract  q ( any? ->  any? )  ¥)
( define/contract  p proc?  ¥)

( define/contract  zo?  ( any?  ->  bool? )
  ( !  ( x)
    ( if  ( nat?  x)
        ( if  ( zero?  x)
            #t
            ( if  ( = x 1)
                #t
                #f ))
        #f )))

( define/contract  czo  ( cons/c  zo?  zo? )  ¥)

( define/contract  zo->zo  ( zo?  ->  zo? )
  ( !  ( y)  y))

( define/contract  z->z  (( and/c  zero?  zo? )  ->  ( or/c  zero?  zo? ))
  ( !  ( v)  v))

( zo?  7)

;n
; ( i f  b 7 " f r ed" )
; ( add1 n)
;;;;;;( f  g)
; ( pr oc? g)
;( g 7)

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
#f
> b
' ( !  ( pr ed bool ?) )
> ( i f  b 7 " f r ed" )
"fred"
7
> n
' ( !  ( pr ed nat ?) )
> ( zer o? n)
#f
#t
> ( add1 n)
' ( !  ( pr ed nat ?) )
> ( add1  ( if  b 7 8))
8
9
> 
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#l ang s- exp " ver i f i ed. r kt "  ; t r ace

( def i ne/ cont r act  b bool ? ¥)
( define/contract  n nat?  ¥)
( define/contract  c ( cons/ c nat?  nat? )  ¥)
( define/contract  g ( zer o? - > nat? )  ¥)
( define/contract  f  (( nat?  ->  nat? )  ->  bool? )  ¥)
( define/contract  q ( any? ->  any? )  ¥)
( define/contract  p proc?  ¥)

( define/contract  zo?  ( any?  ->  bool? )
  ( !  ( x)
    ( if  ( nat?  x)
        ( if  ( zero?  x)
            #t
            ( if  ( = x 1)
                #t
                #f ))
        #f )))

( define/contract  czo  ( cons/c  zo?  zo? )  ¥)

( define/contract  zo->zo  ( zo?  ->  zo? )
  ( !  ( y)  y))

( define/contract  z->z  (( and/c  zero?  zo? )  ->  ( or/c  zero?  zo? ))
  ( !  ( v)  v))

( zo?  7)

;n
; ( i f  b 7 " f r ed" )
; ( add1 n)
;;;;;;( f  g)
; ( pr oc? g)
;( g 7)

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
#f
> b
' ( !  ( pr ed bool ?) )
> ( i f  b 7 " f r ed" )
"fred"
7
> n
' ( !  ( pr ed nat ?) )
> ( zer o? n)
#f
#t
> ( add1 n)
' ( !  ( pr ed nat ?) )
> ( add1  ( if  b 7 8))
8
9
> c
' ( !  ( cons/ c ( pr ed nat ? c)  ( pr ed nat ? c) ) )
> ( first  c)
' ( !  ( pr ed nat ?) )
> ( rest  c)
' ( !  ( pr ed nat ?) )
> ( + ( first  c)  ( rest  c))
' ( !  ( pr ed nat ?) )
> 
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#l ang s- exp " ver i f i ed. r kt "  ; t r ace

( def i ne/ cont r act  b bool ? ¥)
( define/contract  n nat?  ¥)
( define/contract  c ( cons/ c nat?  nat? )  ¥)
( define/contract  g ( zer o? - > nat? )  ¥)
( define/contract  f  (( nat?  ->  nat? )  ->  bool? )  ¥)
( define/contract  q ( any? ->  any? )  ¥)
( define/contract  p proc?  ¥)

( define/contract  zo?  ( any?  ->  bool? )
  ( !  ( x)
    ( if  ( nat?  x)
        ( if  ( zero?  x)
            #t
            ( if  ( = x 1)
                #t
                #f ))
        #f )))

( define/contract  czo  ( cons/c  zo?  zo? )  ¥)

( define/contract  zo->zo  ( zo?  ->  zo? )
  ( !  ( y)  y))

( define/contract  z->z  (( and/c  zero?  zo? )  ->  ( or/c  zero?  zo? ))
  ( !  ( v)  v))

( zo?  7)

;n
; ( i f  b 7 " f r ed" )
; ( add1 n)
;;;;;;( f  g)
; ( pr oc? g)
;( g 7)

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
#f
> ( g 0)
' ( !  ( pr ed nat ?) )
> ( g 1)
' ( bl ame |   |  g 1 ( pr ed zer o?)  1)
> ( g n)
' ( !  ( pr ed nat ?) )
' ( bl ame |   |  g ( !  ( pr ed nat ?) )  ( pr ed zer o?)  ( !  ( pr ed nat ?) ) )
> 
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#l ang s- exp " ver i f i ed. r kt "  ; t r ace

( def i ne/ cont r act  b bool ? ¥)
( define/contract  n nat?  ¥)
( define/contract  c ( cons/ c nat?  nat? )  ¥)
( define/contract  g ( zer o? - > nat? )  ¥)
( define/contract  f  (( nat?  ->  nat? )  ->  bool? )  ¥)
( define/contract  q ( any? ->  any? )  ¥)
( define/contract  p proc?  ¥)

( define/contract  zo?  ( any?  ->  bool? )
  ( !  ( x)
    ( if  ( nat?  x)
        ( if  ( zero?  x)
            #t
            ( if  ( = x 1)
                #t
                #f ))
        #f )))

( define/contract  czo  ( cons/c  zo?  zo? )  ¥)

( define/contract  zo->zo  ( zo?  ->  zo? )
  ( !  ( y)  y))

( define/contract  z->z  (( and/c  zero?  zo? )  ->  ( or/c  zero?  zo? ))
  ( !  ( v)  v))

( zo?  7)

;n
; ( i f  b 7 " f r ed" )
; ( add1 n)
;;;;;;( f  g)
; ( pr oc? g)
;( g 7)

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
#f
> ( q 7)
' ( ! )
> ( q ( !  ( x)  x))
' ( ! )
> ( q q)
' ( ! )
> ( q g)
' ( ! )
' ( bl ame |   |  g ( ! )  ( pr ed zer o?)  ( ! ) )
> 
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Computable 
approximation
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Key idea:
Non-deterministic state transition system
with an in!nite state space.

Non-deterministic state transition system
with a !nite  state space.
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Semantics

Analysis
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Basic reductions !E, ! , " , #" #$% !F, $, %, &"

! (E F )! , ! , " , #" #$% !E, ! , ar! (F, ! , k), #[k #%" ]"
! (if E F 1 F2), ! , " , #" #$% !E, ! , if(F1, E2, ! , k), #[k #%" ]"
! (o E)! , ! , " , #" #$% !E, ! , op! (o, k), #[k #%" ]"
! (o E F )! , ! , " , #" #$% !E, ! , opl! (o, F, ! , k), #[k #%" ]"
!x, ! , " , #" #$% !V,$, " , #" if (V,$) & #(! (x))
!V, ! , ar! (E, $, k), #" #$% !E, $, fn! (V, ! , k), #[k #%" ]"
!V, ! , fn! (( ! y x.E ), $, k), #" #$% !E, $[x #%a, y #%b], " , #[a #%(V, ! ), b #%(( ! y x.E ), $)]"
!V, ! , fn! (U, $, k), #" #$% !blame!

! , ' , mt, '" if ' (proc? , U) ( #f
!V, ! , if(E, F, $, k), #" #$% !E, $, " , #" if ' (false? , V ) ( #f
!V, ! , if(E, F, $, k), #" #$% !F, $, " , #" if ' (false? , V ) ( #t
!V, ! , op! (o, a), #" #$% !A, ' , " , #" if ' (o! , V ) ( A
! ((U, $), (V, ! )) , ' , op(car , a), #" #$% !U, $, " , #"
! ((U, $), (V, ! )) , ' , op(cdr , a), #" #$% !V, ! , " , #"
!V, ! , opl! (o, E, $, k), #" #$% !E, $, opr! (o, V,! , k), #"
!V, ! , opr! (cons, U, $, a), #" #$% !((U, $), (V, ! )) , ' , " , #"
!V, ! , opr! (o, U,$, a), #" #$% !A, ' , " , #"
!blame!

! ! , ! , " , #" #$% !blame!
! ! , ' , mt, '"

Module references

! f f , ! , " , #" #$% !V, ' , " , #" if (f f , V ) & !! (M )
! f g, ! , " , #" #$% !V, ' , chkf,g

h (C, ' , k), #[k #%" ]" if (f f , (C ) f,g
h V )) & !! (M )

Contract checking

! (C ) f,g
h E ), ! , " , #" #$% !E, ! , chkf,g

h (C, ! , k), #[k #%" ]"
!V, ! , chkf,g

h (C, $, k), #" #$% !V, ! , fn(U, $, k! ), #[k! #%if(V/ { C} , blamef
g , ! , k)]"

whereC is ßat andU = FC(C, V )
!V, ! , fn! ((( C !!" x.D ) ) f,g

h a), $, k), #" #$% !V, ! , chkg,f
h (C, $, k! ), #[k! #%fn! (U, $!, k!! ),

k!! #%chkf,g
h (D, $[x #%b], k),

b #%(V, ! )]"
where(U, $! ) & #(a)

!V, ! , chkf,g
h (C % x.D, $, k), #" #$% !((C !!" x.D ) ) f,g

h a), $, %, #[a #%(V, ! )]" if ' (proc? , V ) ( #t
!V, ! , chkf,g

h (C % x.D, $, k), #" #$% !blamef
h , ' , mt, '" if ' (proc? , V ) ( #f

!V, ! , chkf,g
h (C * D, $, k), #" #$% !V, ! , chkf,g

h (C, $, i ), #[i #%chkf,g
h (D, $, k)]"

!V, ! , chkf,g
h (C + D, $, k), #" #$% !V, ! , ar(U, $, i ), #[i #%chk-orf,gh (V, ! , C + D, $, k)]"

whereU = FC(C)
!V, ! , chk-orf,gh (U, $, C + D, ! ! , k), #" #$% !U/ { C} , $, " , #" if ' (false? , V ) ( #f
!V, ! , chk-orf,gh (U, $, C + D, ! ! , k), #" #$% !U, $, chkf,g

h (D, ! !, k), #" if ' (false? , V ) ( #t

Abstract values

!V, ! , fn! (¥/ C, $, k), #" #$% !E, ! , begin(U, $, k), #" if ' (proc? , ¥/ C) ( #t
whereE = AMB({ #t , DEMONIC(

"
DOM(C), V )} ) andU = ¥/ RNG(C)

!V, ! , begin(E, $, k), #" #$% !E, $, " , #"
!¥/ C á, { C1 + C2} , ! , " , #" #$% !¥/ C, { Ci } , ! , " , #"
!¥/ C á, { µx.C } , ! , " , #" #$% !¥/ C á, { [µx.C/x ]C} , ! , " , #"

Higher-order pair contract checking

!V, ! , chkf,g
h (!C,D ", $, k), #" #$% !blamef

h , ' , mt, '" if ' (cons?, V ) ( #f
!V, ! , chkf,g

h (!C,D ", $, k), #" #$% !U, ! , op(car , i ), #[i #%chkf,g
h (C, $, k! ), k! #%chk-consf,gh (D, $, U, ! , k)]"

if ' (cons?, V ) ( #t , whereU = V/ { -cons?. }
!V, ! , chk-consf,gh (C, $, U, ! ! , k), #" #$% !U, ! ! , op(cdr , i ), #[i #%chkf,g

h (C, $, k! ), k! #%opr(cons, V, ! , k)]"

14 2011/7/13
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#l ang s- exp " ver i f i ed. r kt "

( def i ne- cont r act  l i s t / c
  ( rec/c  X ( or / c empt y? ( cons/c  nat?  X) ) ) )

( modul e sorted-ne?  ( any?  - > bool ?)  ¥)
( module  sorted?  ( list/c  ->  bool? )  
  ( !  ( l )  
    ( if  ( empty?  l )  
        #t  
        ( sorted-ne?  l ))))

( module  insert  ( nat?  ( and/c  list/c  sorted? )
                  ->  ( and/c  list/c  sorted? ))
  ¥)

( module  insertion-sort
  ( list/c  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ( !  ( l  acc )
    ( if  ( empty?  l )  
        acc
        ( insertion-sort  ( rest  l )
                        ( insert  ( first  l )  acc )))))

( module  sor t . 0
  ( list/c  ->  ( and/c  list/c  sorted? ))
  ( !  ( l )
    ( insertion-sort  l  empty )))

( module  foldl  
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )  
        b
        ( foldl  f  ( f  ( first  ls )  b)  ( rest  ls )))))

( module  f oldr
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )
        b
        ( f  ( first  ls )  ( f oldr  f  b ( rest  ls ))))))

( module  sor t . 1
  ( list/c  ->  ( and/c  list/c  sorted? ))
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#l ang s- exp " ver i f i ed. r kt "

( def i ne- cont r act  l i s t / c
  ( rec/c  X ( or / c empt y? ( cons/c  nat?  X) ) ) )

( def i ne/ cont r act  sorted?  ( list/c  - > bool ?)  
  ( !  ( l )  
    ( if  ( empty?  l )  
        #t  
        ( sorted-ne?  l ))))

( define/contract  sorted?  ( any?  ->  bool? )  ¥)

( define/contract  insert
  ( nat?  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ¥)

( define/contract  insertion-sort
  ( list/c  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ( !  ( l  acc )
    ( if  ( empty?  l )  
        acc
        ( insertion-sort  ( rest  l )
                        ( insert  ( first  l )  acc )))))

( define/contract  sor t . 0
  ( list/c  ->  ( and/c  list/c  sorted? ))
  ( !  ( l )
    ( insertion-sort  l  empty )))

( define/contract  foldl  
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )  
        b
        ( foldl  f  ( f  ( first  ls )  b)  ( rest  ls )))))

( define/contract  f oldr
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )
        b
        ( f  ( first  ls )  ( f oldr  f  b ( rest  ls ))))))
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#l ang s- exp " ver i f i ed. r kt "

( def i ne- cont r act  l i s t / c
  ( rec/c  X ( or / c empt y? ( cons/c  nat?  X) ) ) )

( def i ne/ cont r act  sorted?  ( list/c  - > bool ?)  
  ( !  ( l )  
    ( if  ( empty?  l )  
        #t  
        ( sorted-ne?  l ))))

( define/contract  sorted?  ( any?  ->  bool? )  ¥)

( define/contract  insert
  ( nat?  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ¥)

( define/contract  insertion-sort
  ( list/c  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ( !  ( l  acc )
    ( if  ( empty?  l )  
        acc
        ( insertion-sort  ( rest  l )
                        ( insert  ( first  l )  acc )))))

( define/contract  sor t . 0
  ( list/c  ->  ( and/c  list/c  sorted? ))
  ( !  ( l )
    ( insertion-sort  l  empty )))

( define/contract  foldl  
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )  
        b
        ( foldl  f  ( f  ( first  ls )  b)  ( rest  ls )))))

( define/contract  f oldr
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )
        b
        ( f  ( first  ls )  ( f oldr  f  b ( rest  ls ))))))
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#l ang s- exp " ver i f i ed. r kt "

( def i ne- cont r act  l i s t / c
  ( rec/c  X ( or / c empt y? ( cons/c  nat?  X) ) ) )

( def i ne/ cont r act  sorted?  ( list/c  - > bool ?)  
  ( !  ( l )  
    ( if  ( empty?  l )  
        #t  
        ( sorted-ne?  l ))))

( define/contract  sorted?  ( any?  ->  bool? )  ¥)

( define/contract  insert
  ( nat?  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ¥)

( define/contract  insertion-sort
  ( list/c  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ( !  ( l  acc )
    ( if  ( empty?  l )  
        acc
        ( insertion-sort  ( rest  l )
                        ( insert  ( first  l )  acc )))))

( define/contract  sor t . 0
  ( list/c  ->  ( and/c  list/c  sorted? ))
  ( !  ( l )
    ( insertion-sort  l  empty )))

( define/contract  l  list/c  ¥)

( define/contract  foldl  
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )  
        b
        ( foldl  f  ( f  ( first  ls )  b)  ( rest  ls )))))

( define/contract  f oldr
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )
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#l ang s- exp " ver i f i ed. r kt "

( def i ne- cont r act  l i s t / c
  ( rec/c  X ( or / c empt y? ( cons/c  nat?  X) ) ) )

( def i ne/ cont r act  sorted?  ( list/c  - > bool ?)  
  ( !  ( l )  
    ( if  ( empty?  l )  
        #t  
        ( sorted-ne?  l ))))

( define/contract  sorted?  ( any?  ->  bool? )  ¥)

( define/contract  insert
  ( nat?  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ¥)

( define/contract  insertion-sort
  ( list/c  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ( !  ( l  acc )
    ( if  ( empty?  l )  
        acc
        ( insertion-sort  ( rest  l )
                        ( insert  ( first  l )  acc )))))

( define/contract  sor t . 0
  ( list/c  ->  ( and/c  list/c  sorted? ))
  ( !  ( l )
    ( insertion-sort  l  empty )))

( define/contract  l  list/c  ¥)

( define/contract  foldl  
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )  
        b
        ( foldl  f  ( f  ( first  ls )  b)  ( rest  ls )))))

( define/contract  f oldr
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )

#l ang r acket
' ( !  sor t ed? l i s t / c)
' empt y

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
0
> ( sor t . 0 l )
' ( !
  ( pr ed sor t ed?)
  ( cons/ c
   ( pr ed nat ? i nser t )
   ( r ec/ c X ( or / c ( pr ed empt y? i nser t )  ( cons/ c ( pr ed nat ? i nser t )  X) ) ) )
  (cons/c
   ( pr ed nat ? i nser t i on- sor t )
   (rec/c
    X
    (or/c (pred empty? insertion-sort) (cons/c (pred nat? insertion-sort) 
X))))
  (cons/c
   (pred nat? sort.0)
   (rec/c X (or/c (pred empty? sort.0) (cons/c (pred nat? sort.0) X)))))
' ( !
  (pred sorted?)
  (cons/c
   (pred nat? insert)
   (rec/c X (or/c (pred empty? insert) (cons/c (pred nat? insert) X))))
  (cons/c
   (pred nat? insertion-sort)
   (rec/c
    X
    (or/c (pred empty? insertion-sort) (cons/c (pred nat? insertion-sort) 
X)))))
' ( !
  (pred sorted?)
  (cons/c
   (pred nat? insert)
   (rec/c X (or/c (pred empty? insert) (cons/c (pred nat? insert) X))))
  (cons/c
   (pred nat? sort.0)
   (rec/c X (or/c (pred empty? sort.0) (cons/c (pred nat? sort.0) X)))))
' ( !
  (pred sorted?)
  (cons/c
   (pred nat? insert)
   (rec/c X (or/c (pred empty? insert) (cons/c (pred nat? insert) X)))))
' ( !  ( pr ed sor t ed?)  ( pr ed empt y?) )
'empty
> 



76

#l ang s- exp " ver i f i ed. r kt "

( def i ne- cont r act  l i s t / c
  ( rec/c  X ( or / c empt y? ( cons/c  nat?  X) ) ) )

( def i ne/ cont r act  sorted?  ( list/c  - > bool ?)  
  ( !  ( l )  
    ( if  ( empty?  l )  
        #t  
        ( sorted-ne?  l ))))

( define/contract  sorted?  ( any?  ->  bool? )  ¥)

( define/contract  insert
  ( nat?  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ¥)

( define/contract  insertion-sort
  ( list/c  ( and/c  list/c  sorted? )  ->  ( and/c  list/c  sorted? ))
  ( !  ( l  acc )
    ( if  ( empty?  l )  
        acc
        ( insertion-sort  ( rest  l )
                        ( insert  ( first  l )  acc )))))

( define/contract  sor t . 0
  ( list/c  ->  ( and/c  list/c  sorted? ))
  ( !  ( l )
    ( insertion-sort  l  empty )))

( define/contract  foldl  
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )  
        b
        ( foldl  f  ( f  ( first  ls )  b)  ( rest  ls )))))

( define/contract  f oldr
  any?
  ( !  ( f  b ls )
    ( if  ( empty?  ls )
        b
        ( f  ( first  ls )  ( f oldr  f  b ( rest  ls ))))))

( def i ne/ cont r act  sor t . 1
  ( l i s t / c - > ( and/ c list/c  sor t ed?) )
  ( λ ( l )
    ( f ol dl  insert  empt y l )))

( define/contract  l  list/c  ¥)
; ( i nser t i on- sor t  l  empt y)
( sor t . 0 l )

;(fl  insert  empty  l)
;(sort  l)
;(fl  ( λ ( x y)  ( cons  x y))  empty  ( cons  1 ( cons  2 empty)))

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: racket [custom]; memory limit: 1024 MB.
' ( !  sor t ed? l i s t / c)
' empt y
> ( sor t . 1 l )#l ang r acket
' ( !  sor t ed? l i s t / c)
' empt y
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( def i ne/ cont r act  f ol dr
  any?
  ( !  ( f  b l s)
    ( i f  ( empt y? ls )
        b
        ( f  ( first  ls )  ( f oldr  f  b ( rest  ls ))))))

( define/contract  sor t . 2
  ( l i s t / c - > ( and/c  list/c  sorted? ))
  ( !  ( l )
    ( foldr  insert  empty  l )))

( define/contract  l  list/c  ¥)
; ( i nser t i on- sor t  l  empt y)
;( sor t . 0 l)

0

;(fl  insert  empty  l)
;(sort  l)
;(fl  ( !  ( x y)  ( cons  x y))  empty  ( cons  1 ( cons  2 empty)))

#l ang r acket
' ( !  sor t ed? l i s t / c)
' empt y

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [3m].
Language: racket [custom]; memory limit: 1024 MB.
' ( !  sor t ed? l i s t / c)
' empt y
> ( sor t . 2 l )



78

Analysis

Semantics

Think hard about 

modularity

The message:
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Past work:

Blame in a language with behavioral contracts

Space-consumption in a lazy language

State and control in a language with e!ects

Security in a language with stack inspection

May-happen in parallel for threads & call/cc

Pushdown analysis for calls/return, throw/catch
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Future directions:

Plugging in a theorem prover

Security analysis of Android packages

Contract-based modular Java analysis

Automating the crank

Pushdown analysis of JavaScript

Extend to concolic testing
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Analysis

Semantics

Think hard about 

modularity

The message:

thank you


