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What IS
program analysis?



Program analysis olers static compile-time technigues
for predicting safe and computable approximations to
the set of values or behaviors arising dynamically at
run-rime when executing a program on a computer.
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Principles
of Program
Analysis




Program analysis Is a tool for discovering properties of
the run-time behavior of a program without actually
running Iit.




public void f(XYZ x){
X.m();

Optimizing Java compller:
prove X Is always anX, inline method de"nition.

e ——— I ———




first  (x)

Puzzled ML programmer:
prove X Is always a non-empty list: no problem.




first  (x)

Puzzled ML programmer:
prove X Is may be the empty list: "x.




checkPrivilege (R);

Security analyzer:
prove enableR) is on the stack.




A program property Is a predicate on programs.

A program property P iIssemantic If

p tg<z(P(p) ! P(q))

A program property P istrivial if

" p. P(p) or AP(p)



RiceOs Curse

Theorem:

If L Is a Turing-complete programming language
and P Is a non-trivial semantic program property,
then P Is undecidable.

10



RiceOs Curse
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RiceOs Curse

P IS not decidable!
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RiceOs Curse

Progress
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RiceOs Curse

Progress

Progress is not decidable!
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RiceOs Curse

Progress

Progress is not decidable!

Can we
approximate?
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ML Typability

Wrong

Progress
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ML Typability

Wrong

Progress

ML $ Progress
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Essence of Analysis
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Essence of Analysis

S$P
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High-level
program analysIs
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My challenge:

Develop a program analysis for reasoning about:

Space-consumption in a lazy language
State and control in a language with elects

Security In a language with stack inspection
Blame In a language with behavioral contracts

Safe parallelism in a language with futures
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B-2 - Cody Enterprise - Monday, August 16, 2010

SPORTS/OUTDOORS

My C rovenice

Develop a prog lbout:
Spa guage
Stat vith elects
Secl _Inspection

Blan oral contracts

=l th futures

Geoff Marolda of Houston, Texas, is thrown off a bronc as he comes out of
the chute during bareback riding recently at the Cody Nite Rodeo.

Safe



Low-level
program analysIs
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Analysis
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Key Idea:

Deterministic state transition system
with an in!nite state space.

Non-deterministic state transition system
with a nite state space.

25



(defi ne-| anguage !
| x vari abl e- not - ot herw se- nment | oned]
e x (app e e) (lam x e)]
v (clos x e ")

(# (ev e " $ 9

(co %v $)
V]
[ % ( KO)

(Kl e " a)
(K2 v a)l
[ ((x a) ...)]
[$ ((a s) .. )]

[s v %

[(( a b) natural )
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(define step

(reduction-rel ation

| #.domain "

(--> (ev (app e 0 e 1) # $ 9%
(ev e O # (extend $ a % (KL e 1 # a))
(where a (alloc % $)))

(--=> (ev (lam x e) # $ %
(co % (clos x e #) %))

(-> (ev x # $ 9%
(co % (| ookup $ (lookup # x)) 9))

(--=> (co (KO) v $) v)

(--=> (co (Kl e # a) v %)
(ev e # $ (K2 v a)))

(--=> (co (K2 (clos x e #) b) v %)
(ev e (extend # x a) (extend $ a v) %
(where a (alloc x %))
(where % (lookup $ b)))))
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( define-metafunction
e) (ev e ()

[ (1)

( traces

step
(term (In]

0 (K0)1)

(lam X Xx)))))

(app (lam y (app (app y y) Y))

(app

(lam y (app (app y y) y))
(lam x x))

0O

@)

(K0))

(ev
(lam y (app (app ¥ ¥) ¥))
k)

((0 (KO0)))
(K1 (lam x x) () 0))
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(defi ne-| anguage !
| x vari abl e- not - ot herw se- nment | oned]
e x (app e e) (lam x e)]
v (clos x e ")

(# (ev e " $ 9

(co %v $)
V]
[ % ( KO)

(Kl e " a)
(K2 v a)l
[ ((x a) ...)]
[$ ((a s) .. )]

[s v %

[(( a b) natural )
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(defi ne-| anguage !
| x vari abl e- not - ot her w se- nent | oned]
e x (app e e) (lam x e)]
v (clos x e ")
[# (ev e " $ W
(co %v $)
V]
[ % ( KO)
(K1 e " a)
(K2 v a)]
[" (x a) ...)]
[s v %
[( a b) natural |)
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(define step

(reduction-rel ation

| #.domain "

(--> (ev (app e 0 e 1) # $ 9%
(ev e O # (extend $ a % (KL e 1 # a))
(where a (alloc % $)))

(--=> (ev (lam x e) # $ %
(co % (clos x e #) %))

(-> (ev x # $ 9%
(co % (| ookup $ (lookup # x)) 9))

(--=> (co (KO) v $) v)

(--=> (co (Kl e # a) v %)
(ev e # $ (K2 v a)))

(--=> (co (K2 (clos x e #) b) v %)
(ev e (extend # x a) (extend $ a v) %
(where a (alloc x %))
(where % (lookup $ b)))))
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(define step
(reduction-rel ation
| #.donain "
(--> (ev (app e 0 e 1) # % W
(ev e O # (extend-sto $ a %9 (KL e 1 # a))
(where a (alloc % %))
(--> (ev (lam x e) # $ %
(co % (clos x e #) %))
(-> (ev x # $ N
(co %v $)
(where (s O ... vs1 ..) h
(1 ookup $ (lookup # x))))
(--> (co (KO) v $) v)
(--=> (co (K1 e # a) v 9)
(ev e # $ (K2 v a)))
(--> (co (K2 (clos x e #) b) v $)
(ev e (extend # x a) (extend-sto $av) 9
(where a (alloc x %))
(where (s O ... %s 1 ... )

(lookup ~$ b)))))

32



,; No abstraction

( define-metafunction |

( alloc any () O]

( alloc any ((a any 0) ... ))

, (addl (apply max (term (a ...

)))))
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.. FInite abstraction
( define-metafunction

[( alloc any $) O0])
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,; Pushdown abstracti on
(defil ne- nmet af uncti on !
(alloc x ") 0]

( alloc # () 1]

(alloc # ((a any) ...))

, (addl (apply max (term (a ...

),
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., Smarter finite abstraction
( define-metafunction |
[( alloc x $) X]
[( alloc (KO) $) KO]
[( alloc (K1 e " a) $) €]
[( alloc (K2 (clos x e ") a))
(lam x e)])
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Analysis
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Complexity and
Modularity
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On the Cubic Bottleneck in
Subtyping and Flow Analysis

Nevin Heintze*

Abstract

We prove that certain data-flow and control-flow prob-
lems are 2NPDA-complete. This means that these problems
are in the class 2NPDA and that they are hard for that class.
The fact that they are in 2NPDA demonstrates the richness
of the class. The fact that they are hard for 2NPDA can be
interpreted as evidence they can not be solved in sub-cubic
time — the cubic time decision procedure for an arbitrary
2NPDA problem has not been improved since its discovery
in 1968.

1. Introduction

Cubic time complexity has become a common feature
of algorithms for the automated analysis of computer pro-
grams. There is a general feeling that many of these algo-
rithms are inherently cubic time — no sub-cubic procedure
has been found. Such cubic time algorithms include Shivers’
control flow analysis [17], the Palsberg and O’Keefe method
of determining typability in the Amadio-Cardelli type sys-
tem [15, 1], and various set-based analyses [5, 10, 11]. At
an intuitive level the inherent cubic complexity in all these
problems arises from the need to compute a dynamic tran-
sitive closure — one must compute the transitive closure of
a directed graph while adding edges to the input graph as
a consequence of edges derived for the output graph. Not
only do these problems all seem inherently cubic, they all
seem structurally similar and inherently cubic for the same
reason.

In order to better understand the “cubic bottleneck” in
flow analysis, Melski and Reps have investigated a sim-
ple data-flow reachability problem [13].! They relate this

*Bell Labs, 600 Mountain Ave, Murray Hill, NJ 07974, nch@bell-
labs.com.

TAT&T Labs, 600 Mountain Ave, Murray Hill, NJ 07974,
dmac@research.att.com.

IFollowing Heintze and Jaffar [4], Melski and Reps formulate this data-
flow reachability problem as a set-constraint problem. We use the data-flow
formulation here because it seems closer to applications.

1043-6871/97 $10.00 © 1997 IEEE

David McAllestert

data-flow reachability problem to the problem of context-
free-language reachability (CFL-reachability). An instance
of the CFL-reachability problem consists of a context free
grammar and a directed graph where each arc is labeled with
a symbol from the terminal alphabet. The problem is to de-
termine whether there is a path between two given nodes
such that the sequence of labels on the arcs in that path is a
string in the language generated by the given grammar. The
CFL-reachability problem can be solved in O(|G|n?) time
where |G| is the size of the grammar (the number of produc-
tions in a Chomsky normal form grammar) and n is the num-
ber of nodes in the graph. Melski and Reps give a linear time
reduction from data-flow reachability to CFL-reachability.
This reduction produces a grammar of size n, so the reduc-
tion appears to yield an O(n*) method of solving data-flow
reachability. However, Melski and Reps show that the re-
duction produces problems with special structure and that
the overall running time of solving a data-flow problem by
reduction to CFL-reachability is O(n*). More significantly,
Melski and Reps give a reduction of CFL-reachability to
data-flow reachability which runs in O(|G|n) time. For a
fixed grammar this reduction is linear time. If the data-flow
reachability problem could be solved in sub-cubic time then
the CFL-reachability problem over a fixed grammar could
also be solved in sub-cubic time.

Here we investigate the cubic bottleneck by relating it
to the class 2NPDA. 2NPDA is the class of languages (or
problems) definable by a two way nondeterministic push-
down automata. In 1968 it was shown that any problem
in the class 2NPDA can be solved in cubic time [2]. But
no sub-cubic procedure for an arbitrary 2NPDA problem is
known. Neal has shown that a certain 2NPDA problem —
ground monadic rewriting reachability (GMR-reachability)
—is 2NPDA complete [14].2 In other words, this problem is
both in the class 2NPDA and is 2NPDA-hard, i.e., if GMR-
reachability can be solved in sub-cubic time then all 2NPDA
problems can be solved in sub-cubic time. We review
Neal’s result here. We also show that data-flow reachability,
control-flow reachability, and the complement of Amadio-

2Neal uses a “monotone closure” formulation of GMR-problem. We
find the GMR formulation more natural.
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Meunier, et al, POPLO06: Modular SBA from Contracts
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A (Particular)
Instance



! 1(5)

i

f: prime? ! int
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! 1(5)

i

\f: prime? ! int
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prime? !int
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prime? !int

f

(prime?

L int)
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| prime? !int

(prime? ! int)(5)

f

| *

(prime?
Int

I Int)
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( define/contract keygen (-> prime? )

(! 0

(deflne n '...)

#]

1) Choose two distinct prine nunbers p and g.
For security purposes, the integers p and ¢
shoul d be chosen at random and shoul d be of
simlar bit-length. Prinme integers can be

efficiently found using a primality test.

2) Conpute n = pq.

n is used as the modulus for both the
public and private keys

3) Conmpute "(n) = (p#b#l) (g#D#Ll), where " IS
Euler's totient function.

4) Choose an integer e such that 1 <e < "(n) and

gcd(e, "(n)=1,ie.eand " (n) are coprime.

e is released as the public key exponent.

e having a short bit-length and small Hamm ng
weight results in more efficient encryption -

nost commonly 0x10001 = 65537.

5) Determne d = ebl nod "(n); 1.e. dis the

multiplicative inverse of e mod " (n).

This is nore clearly stated as solve for d
given (d*e)nod "(n) =1

This is often computed using the extended

Euclidean algorithm.

d is kept as the private key exponent.

|#

)
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( define/contract keygen (-> prime? )

(! 0

(deflne n '...)

#]

1) Choose two distinct prine nunbers p and g.
For security purposes, the integers p and ¢
shoul d be chosen at random and shoul d be of
simlar bit-length. Prinme integers can be

efficiently found using a primality test.

2) Conpute n = pq.

n is used as the modulus for both the
public and private keys

3) Conmpute "(n) = (p#b#l) (g#D#Ll), where " IS
Euler's totient function.

4) Choose an integer e such that 1 <e < "(n) and

gcd(e, "(n)=1,ie.eand " (n) are coprime.

e is released as the public key exponent.

e having a short bit-length and small Hamm ng
weight results in more efficient encryption -

nost commonly 0x10001 = 65537.

5) Determne d = ebl nod "(n); 1.e. dis the

multiplicative inverse of e mod " (n).

This is nore clearly stated as solve for d
given (d*e)nod "(n) =1

This is often computed using the extended

Euclidean algorithm.

d is kept as the private key exponent.

|#

)
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( define/contract

')

keygen (-> prime? )
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( define/contract keygen (-> prime? )
»

( define/contract rsa
( prime? string? . => ., string? )

')




( define/contract keygen (-> prime? )
»

( define/contract rsa
( prime?  string? . => . string? )

')

> (rsa (keygen) "Plain")

Think hard about
modularity

Semantics
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( define/contract keygen (-> prime? )
»

( define/contract rsa
( prime?  string? . => . string? )

')

> (rsa (keygen) "Plain")
(! string?)

Think hard about
modularity

Semantics
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(defi ne/ contract
( defi
( defi
( defi
( defi
( defi
( defi

ne/contract
ne/contract
ne/contract
ne/contract
ne/contract

ne/contract

© O T O o T

bool ? ¥)
nat? ¥)

(cons/c nat? nat? ) ¥)

(zero? ->
( nat? ->
(any? -> a
proc? ¥)

nat? ) ¥)
nat? ) -> bool? ) ¥)

y?) ¥)
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(define/contract b bool ? ¥)

( define/contract n nat? ¥)

( define/contract c (cons/c nat? nat? ) ¥)

( define/contract g (zero? -> nat? ) ¥)

( define/contract f (nat? -> nat? ) -> bool? ) ¥)
( define/contract g (any? -> any?) ¥)

( define/contract p proc? ¥)

> b
(! (pred bool ?))



(define/ contract
( define/contract
( define/contract
( define/contract
( define/contract
( define/contract
( define/contract

bool ? ¥)

nat? ¥)

(cons/c nat? nat? ) ¥)
(zero? -> nat? ) ¥)

(( nat? -> nat? ) -> bool? ) ¥)
(any? -> any?) ¥)

proc? ¥)

> (If b7 "fred")
“fred"”
5

S7



(define/ contract
( define/contract
( define/contract
( define/contract
( define/contract
( define/contract
( define/contract

b bool ? ¥)

n nat? ¥)

c (cons/c nat? nat? ) ¥)

g (zero? -> nat? ) ¥)

f (nat? -> nat? ) -> bool? ) ¥)
g (any? -> any?) ¥)

p proc? ¥)

> (addl (1if
8
9

b 7 8))
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(define/contract b bool ? ¥)

( define/contract n nat? ¥)

( define/contract c (cons/c nat? nat? ) ¥)

( define/contract g (zero? -> nat? ) ¥)

( define/contract f (nat? -> nat? ) -> bool? ) ¥)
( define/contract g (any? -> any?) ¥)

( define/contract p proc? ¥)

> N
(! (pred nat?))



(define/ contract
( define/contract
( define/contract
( define/contract
( define/contract
( define/contract
( define/contract

bool ? ¥)

nat? ¥)

(cons/c nat? nat? ) ¥)
(zero? -> nat? ) ¥)

(( nat? -> nat? ) -> bool? ) ¥)
(any? -> any?) ¥)

proc? ¥)

> (zero? n)
Hi
#t
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(define/ contract
( define/contract
( define/contract
( define/contract
( define/contract
( define/contract
( define/contract

-> bool? ) ¥)

bool ? ¥)

nat? ¥)

(cons/c nat? nat? ) ¥)
(zero? -> nat? ) ¥)

(( nat? -> nat? )
(any? -> any?) ¥)
proc? ¥)

> (addl n)

()

(pred nat?))
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(define/contract b bool ? ¥)

( define/contract
( define/contract
( define/contract
( define/contract
( define/contract
( define/contract

> C

()

n nat? ¥)
c (cons/c nat? nat? ) ¥)
g (zero? -> nat? ) ¥)

f (nat? -> nat? ) -> bool? ) ¥)

g (any? -> any?) ¥)
p proc? ¥)

(cons/c (pred nat? c) (pred nat? c)))

> (first C)

()

(pred nat?))

> (rest c)

()

> (+ (first

()

(pred nat?))
c) (rest
(pred nat?))

C))
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(define/contract b bool ? ¥)

( define/contract n nat? ¥)

( define/contract c (cons/c nat? nat? ) ¥)

( define/contract g (zero? -> nat? ) ¥)

( define/contract f (nat? -> nat? ) -> bool? ) ¥)
( define/contract g (any? -> any?) ¥)

( define/contract p proc? ¥)

> (g 0)
(1 (pred nat?))

> (9 1)
‘"(blane | | g 1 (pred zero?) 1)

> (g n)
(! (pred nat?))
"(blane | | g (! (pred nat?)) (pred zero?) (
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(define/contract b bool ? ¥)

( define/contract n nat? ¥)

( define/contract c (cons/c nat? nat? ) ¥)

( define/contract g (zero? -> nat? ) ¥)

( define/contract f (nat? -> nat? ) -> bool? ) ¥)
( define/contract g (any? -> any?) ¥)

( define/contract p proc? ¥)

> (q 7)
(1)

> (g (! (x) X))

(1)
> (g Q)
(1)
> (g 9)
(1)

(bl ane |

g (!) (pred zero?) (!))
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Computable
approximation




Key Idea:

Non-deterministic state transition system
with an in!nite state space.

Non-deterministic state transition system
with a nite state space.
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Analysis
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Basic reductions

LE,!," ,#" #30 IF, $, %&
1

EF),!,", #" #®6 E,!,ar (F,!,Kk),#[k #%']"
I(if EF1F2),0,",#" #® E,!,if(F1,E2,!,K), #[k #%']"
l(0E)',1," #" #® E,!,op (0,k),#[k #%']"
I(0E F)',I," # #® E,!,opl (0,F,!,k),#[k #%']"
Ix, I,", #" #®6 WV,$,",#" if (V,$) & #(! (x))
IvV,!,ar (E, $, k), #" #P6  E,$,fn' (V,!, k), #[k #%' 1"
V1, fn' (1 yx.E), $, k), #" #®6 E, $[x #%@,y #%d], ", #[a #%(V,! ), b#%((! yx.E ), $)]"
v,!,fn' (U, $, k), #" #P%o !bIame{ ' ,mt, ™ if ' (proc?,U) ( #
IV, if(E, F, $,k),#" #® E,$,",#" if * (false? ,V) ( #f
VL If(E, F, $, k), # #® IF,$,",#" if ' (false? ,V) ( #t
IV,!, op (o, a), #" #®o A H#" if ' (0,V) (A
1((U,$),(V,!)),",op(car, a), #" #® U, $,",#"
1((U,$),(V,1)),",op(cdr, a),#" #®6 IV, H
AVA! ,opI! (o,E, $,k), #" #® 'E, $,0pr(o,V,! k) #
v,!, opr (cons, U, $,a), #" #®6 (U, $) (v,),"
v,! opr (o U,$,a),#" #Po A H"
I'blameI S #$0 'blame!_, ,mt," .
Module references
NS #6 VL #" it (F",V) &t (M)
EG L #®6 WV,',chK? (C,' k), #[k #%']" if (f7,(C) [Pv)&lM) .
Contract checking
I(C) [ E),!,",# #®6 IE,!,chk? (C,!,Kk),#[k #%']"
IV,!,chk? (C, $,k), #" #®6  V,!,fn(U,$, k'), #[k' #%f(V/{C}, blame}, !, k)]"

whereC is BatandJ = Fc(C, V)
V.1, (((C" x.D)) [° a),$,k),#" #B6 IV,!,chke’ (C,$ k'), #[k' #%n' (U,$ k"),

IV,!1,chkd (C%x.D, $,k),#"
1V,!,chk? (C%x.D, $ k), #"
IV,!,chkd (C* D, $k),#"
IV,!,chkd (C + D, $,k), #"

#$%o
#Po
#$%o
#P%o

k" #%chk'® (D, $[x #%h), k),

b #%(V,!1)]"
where(U, $') & #(a)
I(C!™" x.D)) 19 a),$, %#[a#w(V,!)]" if " (proc?,V) ( #t
lblame],, " , mt, ™ if ' (proc?,V) ( #f
\V,!,chK? (C,$,i), #[i #%chkd (D, $,Kk)]"
\V,!,ar(U,$,i), #[i #%chk-or (V,!,C + D, $,k)]"
whereU = Fc(C)

IV,!, chk-or9 (U,$,C + D, !, k), #" #®Po IU/{C},$," #" if ' (false? ,V) ( #f
1V, 1, chk- orfg (U,$,C+D, ! k),#" #®6 IU,$,chk? (D, I k), #" if * (false? ,V) ( #t .
Abstract values
I 1
IV,!,fn' (¥ C, $ k), #" #® IE,!, beginU,$, k), #" " if ' (proc?,¥ C) ( #t

whereE = amB({#t, DEMONIC( DOM(C),V)}) andU = ¥ RNG(C)
IV,!, beginE, $, k), #" #® E,$,",#"
¥/ C A{Cy + Co},!,", #" #6 M C, {C},!," #
¥ CAa{ux.C},1," #" #96 N CAa{[ux.C/x ]|C},!, ", #" .
Higher-order pair contract checking
I 1
IV,!,chk® (1IC,D", $ k), #" #® lblame],', mt," if * (cons?,V) ( #f
IV,!,chk? (IC,D", $,k), #" #®6 U, op(car,i), #[i #%chk® (C,$,k'), k' #%chk-cong? (D, $,U,!,Kk)]"

if ' (cons?,V) ( #t, whereU = V/{-cons?.}
1V, 1, chk-cong? (C,$,U,!1" k), #" #®6 U1, op(cdr, i), #[i #%chk® (C,$,k'), k' #%opr(cons, V,!, k)]"
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-
simple.rkt - Drr

e

simple.rkt¥ (define ..)¥ Check Syntax Q Debug @ Macro Stepper #'§ Run 22 Stop @

#lang s-exp "verified.rkt"
(define/contract even? (nat? -> bool?)

(A (n) (if (zero? n) #t (odd? (sub1 n)))))
(define/contract odd? (nat? -> bool?)

(A (n) (if (zero? n) #f (even? (sub1 n)))))

(define/contract dbl ((even? -> even?) -> (even? -> even?))

(A () (A (x) (F (F x)))))
((dbl (A (x) 7)) 8)

Welcome to DrRacket, version 5.1.1.6--2011-02-02(-/f) [S3m].

Language: s-exp "verified.rkt" [custom]; memory limit: 1024 MB.
"(blame |t| dbl (A (x) 7) (pred even?) 7)

> ((dbl (A (x) 2)) 8)

2

> ((dbl (A (x) 2)) 5)

"(blame |t| dbl 5 (pred even?) 5)

> |

Determine language from so...¥ ; 1011.10 MB
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(@

(@ (dbl ~ [t]) (A (x) 7) [t])
8

1t

((((pred (even? A dbl) db.

->

(pred (even? A dbl) db!

->

((pred (even? A dbl) db.

-

(pred

(even? A dbl)
dbl)))

o

-~
p—

Font Size

15

Reduce ] found 101 terms(possibly more to find)

~ Fix Layout | | dot : | ™ Top to Bottom

70



(define-contract list/c

(rec/c

X (or/c empty? (cons/c

nat? X))))
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( define/contract

( define/contract
(nat? (and/c
¥)

sorted? (any? -> bool? ) ¥)
Insert
list/c sorted? ) -> (and/c list/c

sorted? ))
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( define/contract

(list/c
(r (1
(if

(and/c
acc)
( empty?
acc

Insertion-sort

list/c

1)

( Insertion-sort

sorted? )
(rest 1)
(Insert

-> (and/c list/c

(first

I) acc)))))

sorted? ))
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( define/contract sort.O
list/c sorted? ))

(list/c -> (‘and/c

(r ()

( Insertion-sort

empty )))
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( define/contract |

> (sort.0 |)

()

sorted? li1st/c)

list/c

¥)
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( define/contract foldl
any?

(' (f bls)
(if (empty? Is)
b

(foldl f (f (first

(define/contract sort.1
(list/c -> (and/c list/c

(A (1)

s ) b) (rest

sorted?))

(foldl insert enpty I)))

> (sort.1 1)
(! sorted? list/c)

s ))))
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(define/contract foldr

any?
(I (f bls)
(1f (emty? Is)
o)

(f (first s ) (foldr

( define/contract sort. 2
(list/c -> (and/c list/c
(r ()

(foldr insert empty 1)))

> (sort.2 1)
(! sorted? list/c)

f b (rest

sorted? ))

Is )
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The message:

Think hard abou
modularity

Semantics.......

An:alysis
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Past work:

Pushdown analysis for calls/return, throw/catch
Space-consumption in a lazy language

State and control in a language with elects
Security In a language with stack inspection
Blame In a language with behavioral contracts

May-happen in parallel for threads & call/cc
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Future directions:

Pushdown analysis of JavaScript
Security analysis of Android packages
Contract-based modular Java analysis

Automating the crank

Plugging In a theorem prover
Extend to concolic testing
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The message'

Think hard abou
modularity

Semantics.......

An:alysis

thank you



