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if0-f
δ

(• nat)

(quotient (• nat) 3)

(quotient (• nat) (if0 7 2 3))

#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   
   (--> (quotient (• nat) N) (• nat) δ)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])

(define-metafunction SPCF

#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   
   (--> (quotient (• nat) N) (• nat) δ)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])

(define-metafunction SPCF
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   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   
   (--> (quotient (• nat) N) (• nat) δ)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
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if•-f

if•-t

δδ

5 3

(quotient 10 2) (quotient 10 3)

(quotient 10 (if0 (• nat) 2 3))

#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])

(define-metafunction SPCF
  not-zero? : any -> #t or #f
  [(not-zero? 0) #f]

#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])

(define-metafunction SPCF
  not-zero? : any -> #t or #f
  [(not-zero? 0) #f]

#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])

(define-metafunction SPCF
  not-zero? : any -> #t or #f
  [(not-zero? 0) #f]
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‘PCF

if0-f
δ

δ

(err "Divide by zero") (• nat)

(quotient 10 (• nat))

(quotient 10 (if0 7 2 (• nat)))

#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   
   (--> (quotient (• nat) N) (• nat) δ)
   (--> (quotient N (• nat)) (• nat) δ-1)
   (--> (quotient N (• nat)) (err "Divide by 0") δ-2)
   
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)

#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   
   (--> (quotient (• nat) N) (• nat) δ)
   (--> (quotient N (• nat)) (• nat)             δ-1)
   (--> (quotient N (• nat)) (err "Divide by 0") δ-2)
   
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)

#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   
   (--> (quotient (• nat) N) (• nat) δ)
   (--> (quotient N (• nat)) (• nat)             δ-1)
   (--> (quotient N (• nat)) (err "Divide by 0") δ-2)
   
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
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β•

(• nat)

((• (nat -> nat)) 7)
#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   
   (--> (quotient (• nat) N) (• nat) δ)
   (--> (quotient N (• nat)) (• nat)             δ-1)
   (--> (quotient N (• nat)) (err "Divide by 0") δ-2)
   
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)

#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   
   (--> (quotient (• nat) N) (• nat) δ)
   (--> (quotient N (• nat)) (• nat)             δ-1)
   (--> (quotient N (• nat)) (err "Divide by 0") δ-2)
   
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)

#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   
   (--> (quotient (• nat) N) (• nat) δ)
   (--> (quotient N (• nat)) (• nat)             δ-1)
   (--> (quotient N (• nat)) (err "Divide by 0") δ-2)
   
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)



‘PCF

#lang racket
(provide SPCF s -->s)
(require redex/reduction-semantics "subst.rkt" 
(except-in "pcf.rkt" δ))

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF
   (--> ((• (T ... -> T_0)) V ...) (• T_0) β•)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))

(define-judgment-form SPCF
  #:mode (δ I I O)
  [(δ quotient (any (• nat)) (• nat))]  
  [(δ quotient (any (• nat)) (err "Divide by zero"))]  
  [(δ quotient ((• nat) 0)   (err "Divide by zero"))]  
  [(δ quotient ((• nat) N)   (• nat))
   (side-condition (not-zero? N))]
  [(δ O (any_0 ... (• nat) any_1 ...) (• nat))
   (side-condition (not-quotient? O))]
  [(δ O (N_0 ...) M)
   (where M (δf O (N_0 ...)))])
   

#| 
  
   (--> ((λ ([X : T] ..._1) M) V ..._1)
        (subst (X V) ... M)
        β)
#;(--> ((• (T_0 ..._1 T T_1 ... -> T_o)) V_0 ..._1 V 
V_1 ...)



‘PCF

#lang racket
(provide SPCF s -->s)
(require redex/reduction-semantics "subst.rkt" 
(except-in "pcf.rkt" δ))

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF
   (--> ((• (T ... -> T_0)) V ...) (• T_0) β•)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))

(define-judgment-form SPCF
  #:mode (δ I I O)
  [(δ quotient (any (• nat)) (• nat))]  
  [(δ quotient (any (• nat)) (err "Divide by zero"))]  
  [(δ quotient ((• nat) 0)   (err "Divide by zero"))]  
  [(δ quotient ((• nat) N)   (• nat))
   (side-condition (not-zero? N))]
  [(δ O (any_0 ... (• nat) any_1 ...) (• nat))
   (side-condition (not-quotient? O))]
  [(δ O (N_0 ...) M)
   (where M (δf O (N_0 ...)))])
   

#| 
  
   (--> ((λ ([X : T] ..._1) M) V ..._1)
        (subst (X V) ... M)
        β)
#;(--> ((• (T_0 ..._1 T T_1 ... -> T_o)) V_0 ..._1 V 
V_1 ...)

Unsound
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β•

(• nat)

((• ((nat -> nat) -> nat))
 (λ ((x : nat)) (quotient 10 x)))

#lang pcf/symbolic traces
#|
((λ ([x : nat]) (add1 (if0 x 2 3))) 7)

((λ ([x : nat]) (quotient 10 x))
 (if0 7 2 3))

(• ((nat -> nat) -> nat))

((λ ([g : (nat -> nat)]) 
   (g (g 0)))
 (λ ([x : nat]) (quotient 10 x)))
|#

(• ((nat -> nat) -> nat))

((λ ((f : (nat -> nat))) (f 3))
 (λ ((x : nat)) (quotient 10 x)))

;(quotient 10 (if0 7 2 0))
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#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])

(define-metafunction SPCF
  not-zero? : any -> #t or #f
  [(not-zero? 0) #f]
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#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])

(define-metafunction SPCF
  not-zero? : any -> #t or #f
  [(not-zero? 0) #f]

#lang pcf/symbolic
#;#;
(havoc (nat -> nat)
       (λ ([x : nat]) (quotient 10 x)))

((λ ([x : nat]) (quotient 10 x))
 (• nat))
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#lang racket
(provide SPCF s sv -->sv typeof/symbolic 
typable/symbolic?)
(require redex/reduction-semantics "pcf.rkt")

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF #:domain M
   (--> ((• (T_0 ..._1 -> T)) V ..._1) (• T) β•)
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o)) 
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)
   (--> (O V ...) M
        (judgment-holds (δ^ O (V ...) M))
        δ^)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)))
   
(define sv
  (union-reduction-relations s 
(extend-reduction-relation v SPCF)))

(define-metafunction SPCF
  havoc : T M -> M
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])

(define-metafunction SPCF
  not-zero? : any -> #t or #f
  [(not-zero? 0) #f]

#lang pcf/symbolic
#;#;
(havoc (nat -> nat)
       (λ ([x : nat]) (quotient 10 x)))

((λ ([x : nat]) (quotient 10 x))
 (• nat))
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δ

β•

havoc

β
δ

(err "Divide by zero")

(quotient 10 (• nat))

((λ ((x : nat)) (quotient 10 x))
 (• nat))

(• nat)

((• ((nat -> nat) -> nat))
 (λ ((x : nat)) (quotient 10 x)))

✓
‘PCF
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#lang racket
(provide SPCF s -->s)
(require redex/reduction-semantics "subst.rkt" 
(except-in "pcf.rkt" δ))

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF
   (--> ((• (T ... -> T_0)) V ...) (• T_0) β•)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)   
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o))
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)))

(define-judgment-form SPCF
  #:mode (δ I I O)
  [(δ quotient (any (• nat)) (• nat))]  
  [(δ quotient (any (• nat)) (err "Divide by zero"))]  
  [(δ quotient ((• nat) 0)   (err "Divide by zero"))]  
  [(δ quotient ((• nat) N)   (• nat))
   (side-condition (not-zero? N))]
  [(δ O (any_0 ... (• nat) any_1 ...) (• nat))
   (side-condition (not-quotient? O))]
  [(δ O (N_0 ...) M)
   (where M (δf O (N_0 ...)))])

(define-metafunction SPCF
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])
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#lang racket
(provide SPCF s -->s)
(require redex/reduction-semantics "subst.rkt" 
(except-in "pcf.rkt" δ))

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF
   (--> ((• (T ... -> T_0)) V ...) (• T_0) β•)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)   
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o))
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)))

(define-judgment-form SPCF
  #:mode (δ I I O)
  [(δ quotient (any (• nat)) (• nat))]  
  [(δ quotient (any (• nat)) (err "Divide by zero"))]  
  [(δ quotient ((• nat) 0)   (err "Divide by zero"))]  
  [(δ quotient ((• nat) N)   (• nat))
   (side-condition (not-zero? N))]
  [(δ O (any_0 ... (• nat) any_1 ...) (• nat))
   (side-condition (not-quotient? O))]
  [(δ O (N_0 ...) M)
   (where M (δf O (N_0 ...)))])

(define-metafunction SPCF
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])

sound
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Solution

How can we...
* do Symbolic Execution of H.O. programs?
* make program analysis modular? 
* Verify sophisticated contracts at compile-time?

abstract reduction Semantics
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* make program analysis modular? 
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abstract reduction Semantics
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Whole-Program

#lang racket
(provide SPCF s -->s)
(require redex/reduction-semantics "subst.rkt" 
(except-in "pcf.rkt" δ))

(define-extended-language SPCF PCF
  ;; Values
  (V .... (• T)))
  
(define s
  (reduction-relation
   SPCF
   (--> ((• (T ... -> T_0)) V ...) (• T_0) β•)
   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)
   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)   
   (--> ((• (T_0 ..._1 T T_1 ... -> T_o))
             V_0 ..._1 V V_1 ...)
        (havoc T V)
        havoc)))

(define-judgment-form SPCF
  #:mode (δ I I O)
  [(δ quotient (any (• nat)) (• nat))]  
  [(δ quotient (any (• nat)) (err "Divide by zero"))]  
  [(δ quotient ((• nat) 0)   (err "Divide by zero"))]  
  [(δ quotient ((• nat) N)   (• nat))
   (side-condition (not-zero? N))]
  [(δ O (any_0 ... (• nat) any_1 ...) (• nat))
   (side-condition (not-quotient? O))]
  [(δ O (N_0 ...) M)
   (where M (δf O (N_0 ...)))])

(define-metafunction SPCF
  [(havoc nat M) M]
  [(havoc (T_0 ... -> T_1) M)
   (havoc T_1 (M (• T_0) ...))])

sound



Semantics

Analysis
Whole-Program

#lang racket
(provide SPCF s -->s)

(require redex/reduction-semantics "subst.rkt" 

(except-in "pcf.rkt" δ))

(define-extended-language SPCF PCF

  ;; Values
  (V .... (• T)))

  
(define s  (reduction-relation

   SPCF   (--> ((• (T ... -> T_0)) V ...) (• T_0) β•)

   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)

   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)   

   (--> ((• (T_0 ..._1 T T_1 ... -> T_o))

             V_0 ..._1 V V_1 ...)

        (havoc T V)

        havoc)))
(define-judgment-form SPCF

  #:mode (δ I I O)

  [(δ quotient (any (• nat)) (• nat))]  

  [(δ quotient (any (• nat)) (err "Divide by zero"))]  

  [(δ quotient ((• nat) 0)   (err "Divide by zero"))]  

  [(δ quotient ((• nat) N)   (• nat))

   (side-condition (not-zero? N))]

  [(δ O (any_0 ... (• nat) any_1 ...) (• nat))

   (side-condition (not-quotient? O))]

  [(δ O (N_0 ...) M)

   (where M (δf O (N_0 ...)))])

(define-metafunction SPCF

  [(havoc nat M) M]

  [(havoc (T_0 ... -> T_1) M)

   (havoc T_1 (M (• T_0) ...))])

sound
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#lang racket
(provide SPCF s -->s)

(require redex/reduction-semantics "subst.rkt" 

(except-in "pcf.rkt" δ))

(define-extended-language SPCF PCF

  ;; Values
  (V .... (• T)))

  
(define s  (reduction-relation

   SPCF   (--> ((• (T ... -> T_0)) V ...) (• T_0) β•)

   (--> (if0 (• nat) M_0 M_1) M_0 if•-t)

   (--> (if0 (• nat) M_0 M_1) M_1 if•-f)   

   (--> ((• (T_0 ..._1 T T_1 ... -> T_o))

             V_0 ..._1 V V_1 ...)

        (havoc T V)

        havoc)))
(define-judgment-form SPCF

  #:mode (δ I I O)

  [(δ quotient (any (• nat)) (• nat))]  

  [(δ quotient (any (• nat)) (err "Divide by zero"))]  

  [(δ quotient ((• nat) 0)   (err "Divide by zero"))]  

  [(δ quotient ((• nat) N)   (• nat))

   (side-condition (not-zero? N))]

  [(δ O (any_0 ... (• nat) any_1 ...) (• nat))

   (side-condition (not-quotient? O))]

  [(δ O (N_0 ...) M)

   (where M (δf O (N_0 ...)))])

(define-metafunction SPCF

  [(havoc nat M) M]

  [(havoc (T_0 ... -> T_1) M)

   (havoc T_1 (M (• T_0) ...))])

sound

Sound & computable,
Modular 

program analyzer for PCF
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abstract reduction Semantics
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#lang racket
(provide CPCF c cv -->cv typeof/contract 
typable/contract?)
(require redex/reduction-semantics "pcf.rkt")
 
(define-extended-language CPCF PCF
   ;; Terms
  (M ::= .... (C ⚖ M) blame    )
   ;; Contracts
  (C :: = M (C ... -> C)       )
  
  (E .... (C ⚖ E)))

(define c
  (reduction-relation
   CPCF #:domain M
   (--> (M ⚖ V) (if0 (M V) V blame) ?)
   (--> ((C ..._1 -> C_0) ⚖ (λ ([X : T] ..._1) M))
        (λ ([X : T] ...)
          (C_0 ⚖ ((λ ([X : T] ...) M) (C ⚖ X) ...)))
        η)))

(define cv
  (union-reduction-relations c 
(extend-reduction-relation v CPCF)))

(define -->cv (context-closure cv CPCF E))

(define (typable/contract? M)
  (cons? (judgment-holds (typeof/contract () ,M T) T)))

(define-extended-judgment-form CPCF typeof
  #:mode (typeof/contract I I O)
  [(typeof/contract Γ (C ⚖ M) T)
   (typeof-contract Γ C T)
   (typeof/contract Γ M T)])



 CPCF

?
δ

if0-t

7

(if0 0 7 blame)

(if0 (pos? 7) 7 blame)

(pos? ⚖ 7)



 CPCF

?
δ

if0-f

blame

(if0 1 0 blame)

(if0 (pos? 0) 0 blame)

(pos? ⚖ 0)



 CPCF

η

(λ (x) (even? ⚖ ((λ (x) ...) (prime? ⚖ x))))

((prime? -> even?) ⚖ (λ (x) ...))



‘CPCF



#lang pcf/symbolic traces

((λ ([x : nat]) (add1 (if0 x 2 3))) 7)

((λ ([x : nat]) (quotient 10 x))
 (if0 7 2 3))

((λ ([f : (nat -> nat)]) 
   (f 3))
 (λ ([x : nat]) (quotient 10 x)))

(quotient 10 (if0 7 2 3))

(quotient 10 (if0 7 2 0))

Abstraction
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#lang pcf/symbolic traces

((λ ([x : nat]) (add1 (if0 x 2 3))) 7)

((λ ([x : nat]) (quotient 10 x))
 (if0 7 2 3))

(• ((nat -> nat) -> nat))

((λ ([f : (nat -> nat)]) 
   (f 3))
 (λ ([x : nat]) (quotient 10 x)))

(quotient 10 (if0 7 2 3))

(quotient 10 (if0 7 2 0))
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#lang pcf/contracts/symbolic traces

(• ((nat -> nat) -> nat)
   ((pos? -> prime?) -> prime?))

#;
((• (nat -> nat)) 7)

#;
(pos? (• nat pos?))
#;
(quotient 10 (• nat pos?))

((• ((nat -> nat) -> nat))
 ((pos? -> any?)
  ⚖
  (λ ([x : nat])
    (quotient 10 x))))
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#lang pcf/contracts/symbolic traces

(• ((nat -> nat) -> nat)
   ((pos? -> prime?) -> prime?))

#;
((• (nat -> nat)) 7)

#;
(pos? (• nat pos?))
#;
(quotient 10 (• nat pos?))

((• ((nat -> nat) -> nat))
 ((pos? -> any?)
  ⚖
  (λ ([x : nat])
    (quotient 10 x))))
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δ^
if•-t

if•-f

blame (• nat pos?)

(if0 (• nat) (• nat pos?) blame)

(if0 (pos? (• nat)) (• nat pos?) blame)

(pos? ⚖ (• nat))

Symbolic values Remember 
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(quotient 10 (• nat pos?))

((λ ((x : nat)) (quotient 10 x))
 (• nat pos?))

(• nat)

((• ((nat -> nat) -> nat)) 
 (λ ((x : nat)) 
   ((λ ((x : nat)) (quotient 10 x)) 
    (pos? ⚖ x))))

((• ((nat -> nat) -> nat)) 
 ((pos? -> any?) ⚖ (λ ((x : nat)) (quotient 10 x))))
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(quotient 10 (• nat pos?))

((λ ((x : nat)) (quotient 10 x))
 (• nat pos?))

(• nat)

((• ((nat -> nat) -> nat)) 
 (λ ((x : nat)) 
   ((λ ((x : nat)) (quotient 10 x)) 
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((• ((nat -> nat) -> nat)) 
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(define-contract list/c
(rec/c X (or/c empty? (cons/c nat? X))))

(module opaque
(provide
[insert (nat? (and/c list/c sorted?)

-> (and/c list/c sorted?))]
[nums list/c])))

(module insertion-sort
(require opaque)
(define (foldl f l b)
(if (empty? l) b

(foldl f (cdr l) (f (car l) b))))
(define (sort l) (foldl insert l empty))
(provide
[sort
(list/c -> (and/c list/c sorted?))]))

> (sort nums)
(• (and/c list/c sorted?))

Figure 1. Verification of insertion sort

their dynamic semantics. As we shall see, we are able to
turn the semantics of contract systems into tools for verifi-
cation of programs with contracts. Verifying contracts holds
promise both for ensuring correctness and improving perfor-
mance: in existing Racket code, contract checks take more
than half of the running time for large computations such
as rendering documentation and type checking large pro-
grams [39].

Our plan is as follows: we begin with a review of con-
tracts in the setting of Contract PCF [12] (§2). Next, we ex-
tend Contract PCF with abstract values described by spec-
ifications, producing a core model of symbolic execution
for our language of higher-order contracts, which we dub
Symbolic PCF with Contracts (§3). This allows us to give
non-deterministic behavior to programs in which any num-
ber of modules are omitted, represented only by their spec-
ifications; here given as contracts. We accomplish this by
treating contracts as abstract values, with the behavior of
any of their possible concrete instantiations.

Contracts as abstract values provides a rich domain of
symbols, including precise specifications for abstract higher-
order values. These values present new complications to
soundness, addressed with a demonic context, a universal
context for discovering blame for behavioral values (§3.5).

We then extend this core calculus to a model of pro-
grams with modules—including opaque modules whose im-
plementation is not available—and a much richer contract
language (§4), modeling the functional core of Racket [19].
We show that our symbolic execution strategy soundly scales
up from Symbolic PCF to this more complex language while
preserving its advantages in higher-order reasoning. More-

over, the technique of describing symbolic values with con-
tracts becomes even more valuable in an untyped setting.

As the modular semantics is uncomputable, this verifica-
tion strategy is necessarily incomplete. To address this, we
apply the technique of abstracting abstract machines [42]
to derive first an abstract machine and then a computable
approximation to our semantics from our reduction system
(§5). We then turn our semantics into a tool for program ver-
ification which is integrated into the Racket toolchain and
IDE (§6). Users can click a button and explore the behav-
ior of their program in the presence of opaque modules, ei-
ther with a potentially non-terminating semantics, or with a
computable approximation. Finally, we discuss prior work in
symbolic execution, verification of specifications, and anal-
ysis of higher-order programs (§7) and conclude.

Our semantics allows us to use contracts for verification
in two senses: to verify that programs do not violate their
contracts, and to verify rich properties of programs by ex-
pressing them as contracts. In fact, the semantics alone is,
in itself, a program verifier. The execution of a modular pro-
gram which runs without contract errors on any path is a ver-
ification that the concrete portions of the program never vi-
olate their contracts, no matter the instantiation of the omit-
ted portions. This technique is surprisingly effective, partic-
ularly in systems with many layers, each of which use con-
tracts at their boundaries. For example, the implementation
of insertion sort in figure 1 is verified to live up to its con-
tract, which states that it always produces a sorted list. This
verification works despite the omitted insert function, used
in higher-order fashion as an argument to foldl.

Contributions We make the following contributions:

1. We propose abstract reduction semantics as a technique
for higher-order symbolic execution. This is a variant of
operational semantics that treats specifications as values,
to enable modular reasoning about partially unknown
programs.

2. We give an abstract semantics for a core typed functional
language with contracts that equips symbolic values, rep-
resented as sets of contracts, with an operational inter-
pretation. This semantics allows sound reasoning about
opaque program components with rich specifications by
soundly predicting program behavior for all possible in-
stantiations of those opaque components. We then scale
this semantics up to model a more realistic untyped lan-
guage with modules and an expressive set of contract
combinators.

3. We derive a sound and computable program analysis
based on our semantics that can serve as the basis for
automated program verification, optimization, and static
debugging.

4. We provide a prototype implementation of an interactive
verification environment based on our models that suc-
cessfully verifies existing programs with contracts.

(define-contract list/c
(rec/c X (or/c empty? (cons/c nat? X))))

(module opaque
(provide
[insert (nat? (and/c list/c sorted?)

-> (and/c list/c sorted?))]
[nums list/c])))

(module insertion-sort
(require opaque)
(define (foldl f l b)
(if (empty? l) b

(foldl f (cdr l) (f (car l) b))))
(define (sort l) (foldl insert l empty))
(provide
[sort
(list/c -> (and/c list/c sorted?))]))

> (sort nums)
(• (and/c list/c sorted?))

Figure 1. Verification of insertion sort
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tracts in the setting of Contract PCF [12] (§2). Next, we ex-
tend Contract PCF with abstract values described by spec-
ifications, producing a core model of symbolic execution
for our language of higher-order contracts, which we dub
Symbolic PCF with Contracts (§3). This allows us to give
non-deterministic behavior to programs in which any num-
ber of modules are omitted, represented only by their spec-
ifications; here given as contracts. We accomplish this by
treating contracts as abstract values, with the behavior of
any of their possible concrete instantiations.

Contracts as abstract values provides a rich domain of
symbols, including precise specifications for abstract higher-
order values. These values present new complications to
soundness, addressed with a demonic context, a universal
context for discovering blame for behavioral values (§3.5).

We then extend this core calculus to a model of pro-
grams with modules—including opaque modules whose im-
plementation is not available—and a much richer contract
language (§4), modeling the functional core of Racket [19].
We show that our symbolic execution strategy soundly scales
up from Symbolic PCF to this more complex language while
preserving its advantages in higher-order reasoning. More-

over, the technique of describing symbolic values with con-
tracts becomes even more valuable in an untyped setting.

As the modular semantics is uncomputable, this verifica-
tion strategy is necessarily incomplete. To address this, we
apply the technique of abstracting abstract machines [42]
to derive first an abstract machine and then a computable
approximation to our semantics from our reduction system
(§5). We then turn our semantics into a tool for program ver-
ification which is integrated into the Racket toolchain and
IDE (§6). Users can click a button and explore the behav-
ior of their program in the presence of opaque modules, ei-
ther with a potentially non-terminating semantics, or with a
computable approximation. Finally, we discuss prior work in
symbolic execution, verification of specifications, and anal-
ysis of higher-order programs (§7) and conclude.

Our semantics allows us to use contracts for verification
in two senses: to verify that programs do not violate their
contracts, and to verify rich properties of programs by ex-
pressing them as contracts. In fact, the semantics alone is,
in itself, a program verifier. The execution of a modular pro-
gram which runs without contract errors on any path is a ver-
ification that the concrete portions of the program never vi-
olate their contracts, no matter the instantiation of the omit-
ted portions. This technique is surprisingly effective, partic-
ularly in systems with many layers, each of which use con-
tracts at their boundaries. For example, the implementation
of insertion sort in figure 1 is verified to live up to its con-
tract, which states that it always produces a sorted list. This
verification works despite the omitted insert function, used
in higher-order fashion as an argument to foldl.

Contributions We make the following contributions:

1. We propose abstract reduction semantics as a technique
for higher-order symbolic execution. This is a variant of
operational semantics that treats specifications as values,
to enable modular reasoning about partially unknown
programs.

2. We give an abstract semantics for a core typed functional
language with contracts that equips symbolic values, rep-
resented as sets of contracts, with an operational inter-
pretation. This semantics allows sound reasoning about
opaque program components with rich specifications by
soundly predicting program behavior for all possible in-
stantiations of those opaque components. We then scale
this semantics up to model a more realistic untyped lan-
guage with modules and an expressive set of contract
combinators.

3. We derive a sound and computable program analysis
based on our semantics that can serve as the basis for
automated program verification, optimization, and static
debugging.

4. We provide a prototype implementation of an interactive
verification environment based on our models that suc-
cessfully verifies existing programs with contracts.

(define-contract list/c
(rec/c X (or/c empty? (cons/c nat? X))))

(module opaque
(provide
[insert (nat? (and/c list/c sorted?)

-> (and/c list/c sorted?))]
[nums list/c])))

(module insertion-sort
(require opaque)
(define (foldl f l b)
(if (empty? l) b
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their dynamic semantics. As we shall see, we are able to
turn the semantics of contract systems into tools for verifi-
cation of programs with contracts. Verifying contracts holds
promise both for ensuring correctness and improving perfor-
mance: in existing Racket code, contract checks take more
than half of the running time for large computations such
as rendering documentation and type checking large pro-
grams [39].

Our plan is as follows: we begin with a review of con-
tracts in the setting of Contract PCF [12] (§2). Next, we ex-
tend Contract PCF with abstract values described by spec-
ifications, producing a core model of symbolic execution
for our language of higher-order contracts, which we dub
Symbolic PCF with Contracts (§3). This allows us to give
non-deterministic behavior to programs in which any num-
ber of modules are omitted, represented only by their spec-
ifications; here given as contracts. We accomplish this by
treating contracts as abstract values, with the behavior of
any of their possible concrete instantiations.

Contracts as abstract values provides a rich domain of
symbols, including precise specifications for abstract higher-
order values. These values present new complications to
soundness, addressed with a demonic context, a universal
context for discovering blame for behavioral values (§3.5).

We then extend this core calculus to a model of pro-
grams with modules—including opaque modules whose im-
plementation is not available—and a much richer contract
language (§4), modeling the functional core of Racket [19].
We show that our symbolic execution strategy soundly scales
up from Symbolic PCF to this more complex language while
preserving its advantages in higher-order reasoning. More-

over, the technique of describing symbolic values with con-
tracts becomes even more valuable in an untyped setting.

As the modular semantics is uncomputable, this verifica-
tion strategy is necessarily incomplete. To address this, we
apply the technique of abstracting abstract machines [42]
to derive first an abstract machine and then a computable
approximation to our semantics from our reduction system
(§5). We then turn our semantics into a tool for program ver-
ification which is integrated into the Racket toolchain and
IDE (§6). Users can click a button and explore the behav-
ior of their program in the presence of opaque modules, ei-
ther with a potentially non-terminating semantics, or with a
computable approximation. Finally, we discuss prior work in
symbolic execution, verification of specifications, and anal-
ysis of higher-order programs (§7) and conclude.

Our semantics allows us to use contracts for verification
in two senses: to verify that programs do not violate their
contracts, and to verify rich properties of programs by ex-
pressing them as contracts. In fact, the semantics alone is,
in itself, a program verifier. The execution of a modular pro-
gram which runs without contract errors on any path is a ver-
ification that the concrete portions of the program never vi-
olate their contracts, no matter the instantiation of the omit-
ted portions. This technique is surprisingly effective, partic-
ularly in systems with many layers, each of which use con-
tracts at their boundaries. For example, the implementation
of insertion sort in figure 1 is verified to live up to its con-
tract, which states that it always produces a sorted list. This
verification works despite the omitted insert function, used
in higher-order fashion as an argument to foldl.

Contributions We make the following contributions:

1. We propose abstract reduction semantics as a technique
for higher-order symbolic execution. This is a variant of
operational semantics that treats specifications as values,
to enable modular reasoning about partially unknown
programs.

2. We give an abstract semantics for a core typed functional
language with contracts that equips symbolic values, rep-
resented as sets of contracts, with an operational inter-
pretation. This semantics allows sound reasoning about
opaque program components with rich specifications by
soundly predicting program behavior for all possible in-
stantiations of those opaque components. We then scale
this semantics up to model a more realistic untyped lan-
guage with modules and an expressive set of contract
combinators.

3. We derive a sound and computable program analysis
based on our semantics that can serve as the basis for
automated program verification, optimization, and static
debugging.

4. We provide a prototype implementation of an interactive
verification environment based on our models that suc-
cessfully verifies existing programs with contracts.
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Symbolic PCF with Contracts (§3). This allows us to give
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ber of modules are omitted, represented only by their spec-
ifications; here given as contracts. We accomplish this by
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Contracts as abstract values provides a rich domain of
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order values. These values present new complications to
soundness, addressed with a demonic context, a universal
context for discovering blame for behavioral values (§3.5).
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plementation is not available—and a much richer contract
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tract, which states that it always produces a sorted list. This
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soundly predicting program behavior for all possible in-
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ification which is integrated into the Racket toolchain and
IDE (§6). Users can click a button and explore the behav-
ior of their program in the presence of opaque modules, ei-
ther with a potentially non-terminating semantics, or with a
computable approximation. Finally, we discuss prior work in
symbolic execution, verification of specifications, and anal-
ysis of higher-order programs (§7) and conclude.

Our semantics allows us to use contracts for verification
in two senses: to verify that programs do not violate their
contracts, and to verify rich properties of programs by ex-
pressing them as contracts. In fact, the semantics alone is,
in itself, a program verifier. The execution of a modular pro-
gram which runs without contract errors on any path is a ver-
ification that the concrete portions of the program never vi-
olate their contracts, no matter the instantiation of the omit-
ted portions. This technique is surprisingly effective, partic-
ularly in systems with many layers, each of which use con-
tracts at their boundaries. For example, the implementation
of insertion sort in figure 1 is verified to live up to its con-
tract, which states that it always produces a sorted list. This
verification works despite the omitted insert function, used
in higher-order fashion as an argument to foldl.

Contributions We make the following contributions:

1. We propose abstract reduction semantics as a technique
for higher-order symbolic execution. This is a variant of
operational semantics that treats specifications as values,
to enable modular reasoning about partially unknown
programs.

2. We give an abstract semantics for a core typed functional
language with contracts that equips symbolic values, rep-
resented as sets of contracts, with an operational inter-
pretation. This semantics allows sound reasoning about
opaque program components with rich specifications by
soundly predicting program behavior for all possible in-
stantiations of those opaque components. We then scale
this semantics up to model a more realistic untyped lan-
guage with modules and an expressive set of contract
combinators.

3. We derive a sound and computable program analysis
based on our semantics that can serve as the basis for
automated program verification, optimization, and static
debugging.

4. We provide a prototype implementation of an interactive
verification environment based on our models that suc-
cessfully verifies existing programs with contracts.
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(require opaque)
(define (foldl f l b)
(if (empty? l) b

(foldl f (cdr l) (f (car l) b))))
(define (sort l) (foldl insert l empty))
(provide
[sort
(list/c -> (and/c list/c sorted?))]))

> (sort nums)
(• (and/c list/c sorted?))
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Symbolic PCF with Contracts (§3). This allows us to give
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ber of modules are omitted, represented only by their spec-
ifications; here given as contracts. We accomplish this by
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any of their possible concrete instantiations.
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symbols, including precise specifications for abstract higher-
order values. These values present new complications to
soundness, addressed with a demonic context, a universal
context for discovering blame for behavioral values (§3.5).

We then extend this core calculus to a model of pro-
grams with modules—including opaque modules whose im-
plementation is not available—and a much richer contract
language (§4), modeling the functional core of Racket [19].
We show that our symbolic execution strategy soundly scales
up from Symbolic PCF to this more complex language while
preserving its advantages in higher-order reasoning. More-

over, the technique of describing symbolic values with con-
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resented as sets of contracts, with an operational inter-
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soundly predicting program behavior for all possible in-
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resented as sets of contracts, with an operational inter-
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opaque program components with rich specifications by
soundly predicting program behavior for all possible in-
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verification environment based on our models that suc-
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Symbolic PCF with Contracts (§3). This allows us to give
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ber of modules are omitted, represented only by their spec-
ifications; here given as contracts. We accomplish this by
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any of their possible concrete instantiations.
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order values. These values present new complications to
soundness, addressed with a demonic context, a universal
context for discovering blame for behavioral values (§3.5).

We then extend this core calculus to a model of pro-
grams with modules—including opaque modules whose im-
plementation is not available—and a much richer contract
language (§4), modeling the functional core of Racket [19].
We show that our symbolic execution strategy soundly scales
up from Symbolic PCF to this more complex language while
preserving its advantages in higher-order reasoning. More-

over, the technique of describing symbolic values with con-
tracts becomes even more valuable in an untyped setting.

As the modular semantics is uncomputable, this verifica-
tion strategy is necessarily incomplete. To address this, we
apply the technique of abstracting abstract machines [42]
to derive first an abstract machine and then a computable
approximation to our semantics from our reduction system
(§5). We then turn our semantics into a tool for program ver-
ification which is integrated into the Racket toolchain and
IDE (§6). Users can click a button and explore the behav-
ior of their program in the presence of opaque modules, ei-
ther with a potentially non-terminating semantics, or with a
computable approximation. Finally, we discuss prior work in
symbolic execution, verification of specifications, and anal-
ysis of higher-order programs (§7) and conclude.

Our semantics allows us to use contracts for verification
in two senses: to verify that programs do not violate their
contracts, and to verify rich properties of programs by ex-
pressing them as contracts. In fact, the semantics alone is,
in itself, a program verifier. The execution of a modular pro-
gram which runs without contract errors on any path is a ver-
ification that the concrete portions of the program never vi-
olate their contracts, no matter the instantiation of the omit-
ted portions. This technique is surprisingly effective, partic-
ularly in systems with many layers, each of which use con-
tracts at their boundaries. For example, the implementation
of insertion sort in figure 1 is verified to live up to its con-
tract, which states that it always produces a sorted list. This
verification works despite the omitted insert function, used
in higher-order fashion as an argument to foldl.

Contributions We make the following contributions:

1. We propose abstract reduction semantics as a technique
for higher-order symbolic execution. This is a variant of
operational semantics that treats specifications as values,
to enable modular reasoning about partially unknown
programs.

2. We give an abstract semantics for a core typed functional
language with contracts that equips symbolic values, rep-
resented as sets of contracts, with an operational inter-
pretation. This semantics allows sound reasoning about
opaque program components with rich specifications by
soundly predicting program behavior for all possible in-
stantiations of those opaque components. We then scale
this semantics up to model a more realistic untyped lan-
guage with modules and an expressive set of contract
combinators.

3. We derive a sound and computable program analysis
based on our semantics that can serve as the basis for
automated program verification, optimization, and static
debugging.

4. We provide a prototype implementation of an interactive
verification environment based on our models that suc-
cessfully verifies existing programs with contracts.
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ber of modules are omitted, represented only by their spec-
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any of their possible concrete instantiations.

Contracts as abstract values provides a rich domain of
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order values. These values present new complications to
soundness, addressed with a demonic context, a universal
context for discovering blame for behavioral values (§3.5).

We then extend this core calculus to a model of pro-
grams with modules—including opaque modules whose im-
plementation is not available—and a much richer contract
language (§4), modeling the functional core of Racket [19].
We show that our symbolic execution strategy soundly scales
up from Symbolic PCF to this more complex language while
preserving its advantages in higher-order reasoning. More-

over, the technique of describing symbolic values with con-
tracts becomes even more valuable in an untyped setting.

As the modular semantics is uncomputable, this verifica-
tion strategy is necessarily incomplete. To address this, we
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to derive first an abstract machine and then a computable
approximation to our semantics from our reduction system
(§5). We then turn our semantics into a tool for program ver-
ification which is integrated into the Racket toolchain and
IDE (§6). Users can click a button and explore the behav-
ior of their program in the presence of opaque modules, ei-
ther with a potentially non-terminating semantics, or with a
computable approximation. Finally, we discuss prior work in
symbolic execution, verification of specifications, and anal-
ysis of higher-order programs (§7) and conclude.

Our semantics allows us to use contracts for verification
in two senses: to verify that programs do not violate their
contracts, and to verify rich properties of programs by ex-
pressing them as contracts. In fact, the semantics alone is,
in itself, a program verifier. The execution of a modular pro-
gram which runs without contract errors on any path is a ver-
ification that the concrete portions of the program never vi-
olate their contracts, no matter the instantiation of the omit-
ted portions. This technique is surprisingly effective, partic-
ularly in systems with many layers, each of which use con-
tracts at their boundaries. For example, the implementation
of insertion sort in figure 1 is verified to live up to its con-
tract, which states that it always produces a sorted list. This
verification works despite the omitted insert function, used
in higher-order fashion as an argument to foldl.

Contributions We make the following contributions:

1. We propose abstract reduction semantics as a technique
for higher-order symbolic execution. This is a variant of
operational semantics that treats specifications as values,
to enable modular reasoning about partially unknown
programs.

2. We give an abstract semantics for a core typed functional
language with contracts that equips symbolic values, rep-
resented as sets of contracts, with an operational inter-
pretation. This semantics allows sound reasoning about
opaque program components with rich specifications by
soundly predicting program behavior for all possible in-
stantiations of those opaque components. We then scale
this semantics up to model a more realistic untyped lan-
guage with modules and an expressive set of contract
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3. We derive a sound and computable program analysis
based on our semantics that can serve as the basis for
automated program verification, optimization, and static
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verification environment based on our models that suc-
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soundness, addressed with a demonic context, a universal
context for discovering blame for behavioral values (§3.5).
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plementation is not available—and a much richer contract
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up from Symbolic PCF to this more complex language while
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ther with a potentially non-terminating semantics, or with a
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tract, which states that it always produces a sorted list. This
verification works despite the omitted insert function, used
in higher-order fashion as an argument to foldl.
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to enable modular reasoning about partially unknown
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language with contracts that equips symbolic values, rep-
resented as sets of contracts, with an operational inter-
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soundly predicting program behavior for all possible in-
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ification that the concrete portions of the program never vi-
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of insertion sort in figure 1 is verified to live up to its con-
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resented as sets of contracts, with an operational inter-
pretation. This semantics allows sound reasoning about
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(module opaque
(provide
[insert (nat? (and/c list/c sorted?)

-> (and/c list/c sorted?))]
[nums list/c])))

(module insertion-sort
(require opaque)
(define (foldl f l b)
(if (empty? l) b

(foldl f (cdr l) (f (car l) b))))
(define (sort l) (foldl insert l empty))
(provide
[sort
(list/c -> (and/c list/c sorted?))]))

> (sort nums)
(• (and/c list/c sorted?))

Figure 1. Verification of insertion sort

their dynamic semantics. As we shall see, we are able to
turn the semantics of contract systems into tools for verifi-
cation of programs with contracts. Verifying contracts holds
promise both for ensuring correctness and improving perfor-
mance: in existing Racket code, contract checks take more
than half of the running time for large computations such
as rendering documentation and type checking large pro-
grams [39].

Our plan is as follows: we begin with a review of con-
tracts in the setting of Contract PCF [12] (§2). Next, we ex-
tend Contract PCF with abstract values described by spec-
ifications, producing a core model of symbolic execution
for our language of higher-order contracts, which we dub
Symbolic PCF with Contracts (§3). This allows us to give
non-deterministic behavior to programs in which any num-
ber of modules are omitted, represented only by their spec-
ifications; here given as contracts. We accomplish this by
treating contracts as abstract values, with the behavior of
any of their possible concrete instantiations.

Contracts as abstract values provides a rich domain of
symbols, including precise specifications for abstract higher-
order values. These values present new complications to
soundness, addressed with a demonic context, a universal
context for discovering blame for behavioral values (§3.5).

We then extend this core calculus to a model of pro-
grams with modules—including opaque modules whose im-
plementation is not available—and a much richer contract
language (§4), modeling the functional core of Racket [19].
We show that our symbolic execution strategy soundly scales
up from Symbolic PCF to this more complex language while
preserving its advantages in higher-order reasoning. More-

over, the technique of describing symbolic values with con-
tracts becomes even more valuable in an untyped setting.

As the modular semantics is uncomputable, this verifica-
tion strategy is necessarily incomplete. To address this, we
apply the technique of abstracting abstract machines [42]
to derive first an abstract machine and then a computable
approximation to our semantics from our reduction system
(§5). We then turn our semantics into a tool for program ver-
ification which is integrated into the Racket toolchain and
IDE (§6). Users can click a button and explore the behav-
ior of their program in the presence of opaque modules, ei-
ther with a potentially non-terminating semantics, or with a
computable approximation. Finally, we discuss prior work in
symbolic execution, verification of specifications, and anal-
ysis of higher-order programs (§7) and conclude.

Our semantics allows us to use contracts for verification
in two senses: to verify that programs do not violate their
contracts, and to verify rich properties of programs by ex-
pressing them as contracts. In fact, the semantics alone is,
in itself, a program verifier. The execution of a modular pro-
gram which runs without contract errors on any path is a ver-
ification that the concrete portions of the program never vi-
olate their contracts, no matter the instantiation of the omit-
ted portions. This technique is surprisingly effective, partic-
ularly in systems with many layers, each of which use con-
tracts at their boundaries. For example, the implementation
of insertion sort in figure 1 is verified to live up to its con-
tract, which states that it always produces a sorted list. This
verification works despite the omitted insert function, used
in higher-order fashion as an argument to foldl.

Contributions We make the following contributions:

1. We propose abstract reduction semantics as a technique
for higher-order symbolic execution. This is a variant of
operational semantics that treats specifications as values,
to enable modular reasoning about partially unknown
programs.

2. We give an abstract semantics for a core typed functional
language with contracts that equips symbolic values, rep-
resented as sets of contracts, with an operational inter-
pretation. This semantics allows sound reasoning about
opaque program components with rich specifications by
soundly predicting program behavior for all possible in-
stantiations of those opaque components. We then scale
this semantics up to model a more realistic untyped lan-
guage with modules and an expressive set of contract
combinators.

3. We derive a sound and computable program analysis
based on our semantics that can serve as the basis for
automated program verification, optimization, and static
debugging.

4. We provide a prototype implementation of an interactive
verification environment based on our models that suc-
cessfully verifies existing programs with contracts.
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Abstract
We present a new approach to automated reasoning about
higher-order programs by extending symbolic execution to
use behavioral contracts as symbolic values, thus enabling
symbolic approximation of higher-order behavior.

Our approach is based on the idea of an abstract reduc-
tion semantics that gives an operational semantics to pro-
grams with both concrete and symbolic components. Sym-
bolic components are approximated by their contract and our
semantics gives an operational interpretation of contracts-as-
values. The result is an executable semantics that soundly
predicts program behavior, including contract failures, for
all possible instantiations of symbolic components. We show
that our approach scales to an expressive language of con-
tracts including arbitrary programs embedded as predicates,
dependent function contracts, and recursive contracts. Sup-
porting this rich language of specifications leads to powerful
symbolic reasoning using existing program constructs.

We then apply our approach to produce a verifier for con-
tract correctness of components, including a sound and com-
putable approximation to our semantics that facilitates fully
automated contract verification. Our implementation is ca-
pable of verifying contracts expressed in existing programs,
and of justifying contract-elimination optimizations.

Categories and Subject Descriptors D.2.4 [Software Engi-
neering]: Software/Program Verification; D.3.1 [Program-
ming Languages]: Formal Definitions and Theory

General Terms Languages, Theory, Verification

Keywords Higher-order contracts, symbolic execution, re-
duction semantics
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1. Behavioral contracts as symbolic values
Whether in the context of dynamically loaded JavaScript
programs, low-level native C code, widely-distributed li-
braries, or simply intractably large code bases, automated
reasoning tools must cope with access to only part of the
program. To handle missing components, the omitted por-
tions are often assumed to have arbitrary behavior, greatly
limiting the precision and effectiveness of the tool.

Of course, programmers using external components do
not make such conservative assumptions. Instead, they at-
tach specifications to these components, often with dynamic
enforcement. These specifications increase their ability to
reason about programs that are only partially known. But
reasoning solely at the level of specification can also make
verification and analysis challenging as well as requiring
substantial effort to write sufficient specifications.

The problem of program analysis and verification in the
presence of missing data has been widely studied, producing
many effective tools that apply symbolic execution to non-
deterministically consider many or all possible inputs. These
tools typically determine constraints on the missing data, and
reason using these constraints. Since the central lesson of
higher-order programming is that computation is data, we
propose symbolic execution of higher-order programs for
reasoning about systems with omitted components, taking
specifications to be our constraints.

Our approach to higher-order symbolic execution there-
fore combines specification-based symbolic reasoning about
opaque components with semantics-based concrete reason-
ing about available components; we characterize this tech-
nique as specifications as values. As specifications, we adopt
higher-order behavioral software contracts [17]. Contracts
have two crucial advantages for our strategy. First, they pro-
vide benefit to programmers outside of verification, since
they automatically and dynamically enforce their described
invariants. Because of this, modern languages such as C#,
Haskell, and Racket come with rich contract libraries that
programmers already use [15, 17, 22]. Rather than requir-
ing programmers to annotate code with assertions, we lever-
age the large body of code that already attaches contracts at
code boundaries. For example, the Racket standard library
features more than 4000 uses of contracts [21]. Second, the
meaning of contracts as specifications is neatly captured by
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