Computer Security: Access Control

Privacy Settings in Social Networks
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a2 50 MILLION
USERS MAY HAVE
BEEN OBTAINED

WITHOUT THEM

Cambridge
Analytica

KNOWING

»

(a) (b) (e)
Fig. 1—(a) Centralized. (b) Decentralized. (c¢) Distributed networks.

Stotion

aka. centralized, federated, and peer-to-peer



Limits of individual consent and models of
distributed consent in online social networks

Juniper Lovato!, Antoine Allard'>3, Randall Harp'*#, and Laurent Hébert-Dufresne'>>"

1. the subject has sufficient accurate
information and understands the
nature of the agreement

2. the agreement is entered into
without coercion

3. the agreement is entered into
knowingly and intentionally

4. the agreement authorizes a specific
course of action



A model of distributed consent and network observability

To account for the distributed nature of personal data (i.e. the distributed online
self), we consider a simple model of distributed consent. Imagine a social
network platform where individuals have the following privacy options:

0. Individuals share their data with all their connections and are vulnerable to
third-party surveillance (similar to Facebook accounts with access for “Apps,
Websites and Games” turned on).

1. Individuals share their data with all their connections but are not directly
vulnerable to third-party surveillance.

2. Individuals only share their data with their connections whose privacy level
are set at least to 1.

N. Individuals only share their data with their connections whose privacy level
are set at least to N —1.



(a) Information network (b) Observed network (c) Protected network

Figure 1. (a) Cartoon of information flow across a network with our basic implementation of distributed consent. Blue nodes
have the lowest security settings, and are susceptible to surveillance from third-party applications or websites. Purple nodes
have stricter security settings but share their posts and, therefore, data with all their neighbors. Orange nodes follow a
distributed consent model and only share their data with purple nodes or other orange nodes. (b) The same network where a
handful of low-security accounts are directly observed by a third party, highlighted in red with shading. All nodes sharing their
data with directly observed accounts are de facto observed as well, and are also shown in red. Nodes at a distance L > 1 can
also be observed if the third party leverages some statistical procedure, in this case inferring data up to a distance of two from
directly observed nodes. (c) We show the remaining unobserved, or protected, component network. Note that, under this
observability process, orange nodes who follow a distributed consent model are much less likely to be observed than nodes
following traditional individual consent options. Importantly, they also help protect some of their neighbors with standard
security settings.
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Figure 2. We use the anonymized Facebook100 dataset*®. We assume that one-third of the population has a taste for privacy>’,
split between security options 1 and 2 (i.e., classic or distributed consent) according to the adoption rate of distributed consent
shown on the horizontal axis, while the remaining two thirds will use the default setting with the lowest security, option 0. We
set 1% of accounts with security option 0 to be directly observable by a third-party app, which can also observe neighbors up to
two hops away in the network. We then vary the adoption rate and measure (a) the total fraction of observed accounts, (b) the
relative size of the largest unobserved connected component, and (c) the fraction of observed individuals with security option 1.



r

L& Pa —

¥ scatock o
Nyotobss sheton B poss
Fandy
Hedennod
niaramed n & DoWrg far
543 § tyvorts quans
Mt
Rerghus & pobesl vews
et
B0 L et e
PTG & W0es 17 g gea i
I Cancommes on poes
Can wee woll peats by Meos
Mothe paone
| b
Aphwan
Voaireens nave
nacanlIN Qe ode

(a) Information network

|4 PP > &

¥ scabock o
Ny otoban shetos B posts
Famdy
Reennod
nierasted n & Dokig for

REgus & potesl vews
Sriecm

F13005 | WK HER

FTEEDE & W0eCS 7Y Lag e in
| Cancommenst on posts

Zan see vl peats by Menos
Mathe prone

e phore

Agdman
M arees nane
TutaTulI N Qe ote

Iu@)r‘ll
Jl('v:}l

vl Cojwe

(b) Observed network

(c) Protected network

Clandetis Chavwa
Coly Stotn
Tulne W

Isaac Foso
Soagues Carr
Juhe Seit

Koty Covmen
My fachap
Mranda o

[EVRTRT——




Interesting applications of network
visualizations for analytics

A look into Graph Drawing for Data Analytics by Stephen G. Eick

Presented by Adam Foley



The Importance of Excitement in Data Analysis

* In order to have that “wow factor”, Eick
says that Network visualizations can
create high value for “Visual
presentation and branding purposes.” !

 He goes on to provide some useful
techniques including animation and
colors to draw viewers in. ?

Figure 1: Internet traffic flows between countries 3

1,2 . Tamassia, Roberto, and Stephen G Eick. “Graph Drawing for Data Analytics.” Essay. In Handbook of Graph Drawing and Visualization, 682. CRC Press, 2013.

3 . Tamassia, Roberto, and Stephen G Eick. “Graph Drawing for Data Analytics.” Essay. In Handbook of Graph Drawing and Visualization, 683. CRC Press, 2013.



Assumptive Based Analysis vs Visual Discovery

Pre-assumed Relationships through Assumptive Based Analysis 4 Novel Discovery through Visual Discovery ©

= StarGraph
Operations Positioning Zoom Options Filters BookMarks Help

Figure 2: Real-time 3D visual » Figure 3: Real-time 3D visual ’

4,5. Tamassia, Roberto, and Stephen G Eick. “Graph Drawing for Data Analytics.” Essay. In Handbook of Graph Drawing and Visualization, 685. CRC Press, 2013.

6.7 . Tamassia, Roberto, and Stephen G Eick. “Graph Drawing for Data Analytics.” Essay. In Handbook of Graph Drawing and Visualization, 686. CRC Press, 2013.



The Sweet Spot for Network Visualization

Attribute Low Value High Value
Dataset size 10" to 107 10* to 10°
Dataset complexity || 2 or 3 dimensions | 50 dimensions
Dataset change rate minutes months

Figure 4: Network Visualization sweet spot 8

8. Tamassia, Roberto, and Stephen G Eick. “Graph Drawing for Data Analytics.” Essay. In Handbook of Graph Drawing and Visualization, 691. CRC Press, 2013.



Computer Networks

Different types of computer networks:
- Internet as a whole

- ISP (Internet Service Provider)

- Local/Singular Networks



The good:

-  Brought useful examples of data
visualization

-  Explored how the size of the data
affects the ability to visualize it

DSt HBUNEZ.NSI.NASA.GU; MOUNTAIN VIEH CA 37.39 -122.08
SRC IKI-GW.RSSI.RU MOSCOW RUSSIA S5.75 37.62

©1996 IEEE

CHAPTER 25. COMPUTER NETWORKS
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[AGN99], [BEW95], [Mei00], [HPF07], [PH99], [PN99], [Jac99],
[kcH97], [HNke97], [HIWke98], [Dit09], [CE95], [CEH96], [KNK99],
[KNTK99], [Kvi03], [MHkcF96], [SMWO04], [0ANTtE08], [Dar09], The bad
{cp], [Bou(])2], [Tel09], [UNI09], [Lim09], [Vis09], [Aug03], [YGMO5], .
YMMW09

- Relied too heavily on
[AHDBVO5b], [AHDBVO5a, [AGL'08], [BBGWO04], [BBP07], .
[BCD*04], [BMBO00], [CAI09], [GHO02], [McR99], [Mun97], [Hyu05], tables as seen on this

{CBBO?], [ [CDD+0(])], [glcl;DM*'(])G],[éCDM;'O?(]i [CR(]3+([)§;], [E}H}{ﬁoo%,

EW93], [FNMT94], [GGWO7], |GKN04], [GMNO3], [GT00], [ke97], : o

[GMO™03], [KGS07), [KMGSS|, [LMZ04], [LMZ06], [M1§95], slide. This is ve ry
[MFKN07], [MKN*07], [OCP+07], [OCLZ08], [PIP05], [Piz07], .

[Sal00], [¥SS05], [Si01], [Mic00], [WCH03], [RIS09], [Brooi], [O109] confusing to look at,
{%01\%]9’] [1?3%6167][%[3 Ggg]ﬁ]’ [&Nfggg]b]’ [1[\(1}11"](2))(])3?\]/’] [H[golgé] [R[{%(ﬁ%

[WANOS], [EHH05], [NoCSNCTUTO9], [Com09b], [Wyv09], [net09a), and does not lend
[Hew09], [Tec09], [ea05], [Des09], [DLVIT7], [Cor09], [Sof09a], [Tec05],

(Ips09], [WHO9], [WS04], [ZW92] itself to intuitive

[3C009], [Ent09], [Cor], [Map08], [Sof09b], [Jon09] understandin g of

Table 25.7 A classification of visualization methodologies according to the usage of 1
absolute geographic coordinates for the placement of network nodes. W h at th €a Uth oris
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Initial Image Target Image

Friedrich, C., & Eades, P. (2000, September). The Marey graph animation tool demo. In
International Symposium on Graph Drawing (pp. 396-406). Springer, Berlin, Heidelberg.



Friedrich and Eades - Properties of
Good Animations

o Uniform motion—Groups of nodes should move together
o Separation— Nodes should move separate if they are moving in different directions

o No misleading layouts—Avoid overlaps as this can cause confusion/don’t intentionally mislead



Friedrich and Eades - Properties of
Good Animations

o Short motion paths— Keep motions short, unnecessary movements can be confusing

o Rigid motion—Keep motions consistent in the animation



Friedrich and Eades — Algorithm

Step 1: Fade out nodes and edges that cease to exist in the final stage

Step 2/ Step 3: Apply any transformations that are needed to the nodes and edges while moving
them to their final destinations

Step 4: Fade in nodes and edges that did not exist in the initial animation



References

o Friedrich, C., & Eades, P. (2000, September). The Marey graph animation tool demo. In
International Symposium on Graph Drawing (pp. 396-406). Springer, Berlin, Heidelberg.

o Tamassia, R. (Ed.). (2013). Handbook of graph drawing and visualization. CRC press.



Multi Layer Gene Networks



Likelihood of gene being Machine learning to Multi layers to show gene

associated with disease cluster genes together interactions across diseases
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How to represent incidence structures?

Example structures taken from 6.2.4 of Sugiyama(1]

W
Q)

A graph G is a pair G = (V, E) where V' is a finite set [called vertices] and
E C VX Visa (possibly ordered) set of relations [called ]

1. Sugiyama, Kozo. Graph drawing and applications for software and knowledge engineers. Vol. 11. World Scientific, 2002.



How to represent incidence structures?

Example structures taken from 6.2.4 of Sugiyama(1]

>
&

A simplicial complex K is a pair K = (V, S) where V is a finite set [called vertices] and
S is a set of non-empty subsets [called ] of V satisfying:

1.peV = {p}tes
2. c€S,7TCo = 7€S5

1. Sugiyama, Kozo. Graph drawing and applications for software and knowledge engineers. Vol. 11. World Scientific, 2002.



How to represent incidence structures?

Example structures taken from 6.2.4 of Sugiyamaf1]

An hypergraph H is a pair H = (V, &) where V is a finite set [called vertices] and
& C P(V) is a set of non-empty subsets [called vper-edges] of V

GCKCH

(unordered )



lications of Graph drawin
(@s predicated by Sugiyama in 2002)

Possible a

Predicated applications

 Documentation of a system components
* Monitoring system state

* Allowing interactions between system
components

* Enabling planning of complex systems

e Showing idea collaboration and
CoNnsensus




lications of Graph drawin

Showing resource dependencies

Possible a

Power
grid

Hydrogen
Fuel Cells

Hydrocarbons
4 Petroleum

Hydrogen




Possible applications of Graph drawing

Representing states and transitions

Introduced
to hopper

Bill is voted

%
Q
S
" o
L down
% S,
%
2

Bill is debated Legislative
deadlock

Bill is Goes to

committee

sponsored

Committee

approved:

Reported to House Filibuster

Passed to

Senate



Possible applications of Graph drawin

Documenting module components

PIXl.Graphics
Canvas
Renderer

GL
Renderer

m_ PIXI.Sprites

o

PIXl.Textures

PIXI.Application



The need for correct layout optimization

14
10 - !
. A
On the right:
1. Food chain graph “ ¢
2. Minimizes edge crossings \_)
3. Interpretable? -' 8
15
(a)
Key:
|. Bear 6. Insect | |. Salamander
2. Bird 7. Plant 2. Skunk
3. Deer 8. Rabbit 3. Toad
4. Fox 9. Racoon [4. Wildcat
S. Gartersnake 10. Rodent 15. Wolf

Figure originally from: Casti, John L. Connectivity, complexity and catastrophe in large-scale systems. Vol. 7. John Wiley & Sons, 1979.

Figure taken from: Sugiyama, Kozo. Graph drawing and applications for software and knowledge engineers. Vol. 11. World Scientific, 2002.



T

On the right:
1. Same food chain graph

2. Automated hierarchical
layout

3. More interpretable?
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WOLF
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( BEAR )
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TOAD

INSECT
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(b)

SKUNK

LI)EER ]

Figure 6.2.1. Diagram of the structure of a food chain [Sugiyama (82)].

Figure taken from: Sugiyama, Kozo. Graph drawing and applications for software and knowledge engineers. Vol. 11. World Scientific, 2002.




Cartography

Wolf (2013) Graph drawing and cartography. Chapter 23 in: Handbook on graph drawing and visualization.

Hong Qu
CS 7295 Visualizing Layered Networks
9/20/2021



Geo-Spatial Visualizations

Use Cases Goals and Challenges

1. Flow Explain movement across locations
* Conform to users’” mental map
* Maintain geographic orientation and direction
» Strike a balance between big picture overview and specific details

2. Navigation Provide reliab!e directions by gengralizing 'road's and Iocat'ions
* Match users’ mental map expectations for direction and relative
distance and position
* Dense areas must have legible labels for crucial element
» Strategic use of distortion to squeeze info into tight spots

3. Schematic Ma D Minimize visual lcomplgxny an-d clutter to .be functional
* Edges shouldn't cross if there is no connection — planar graph
* Angles should be 90 or 45 degrees — 8 directions octilinear
* Should provide full view as of the entire (subway) system




1. Flow

“the flow between two nodes of the
underlying network is depicted by
curves whose width is proportional
to the amount of flow.”

(a) Tobler [Tob&7]

(d) Cui et al. [CZQT08] (e) Holten and van Wijk [HVWO09]

Figure 23.9 Flow maps showing mieration leaving California in the vears 1995-2000.
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2. Street navigation using enlarge focus regions

“a street map within the same view frame as the original map, but such
that a region specified by the user is enlarged by a given factor.”
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(b) the fish-eye transformation of Yamamoto et al. [YOT09]

Figure 23.15 The results of applying two deformation methods to the map in Fig-

ure 23.14. The inlets show edges with residuals in red.

(a) the method of Haunert and Sering [HS11



3. Schematic Maps

“schematic metro map not just scale, but also
the change in scale is (highly) non-uniform.”

(R1) Restrict the drawing of edges to the octilinear directions.

(R2) Do not change the geographical network topology. This is crucial to support the
mental map of the passengers.

(R3) Avoid bends along individual metro lines, especially in interchange stations, to
keep them easy to follow for map readers. If bends cannot be avoided, obtuse

angles are preferred over acute angles.

(R4) Preserve the relative position between stations to avoid confusion with the mental
map. For example, a station being north of some other station in reality should not be
placed south of it in the metro map.

(R5) Keep edge lengths between adjacent stations as uniform as possible with a strict
minimum length. This usually implies enlarging the city center at the expense

of the periphery.

(R6) Stations must be labeled and station names should not obscure other labels or
parts of the network. Horizontal labels are preferred and labels along the track
between two interchanges should use the same side of the corresponding path if
possible.

(R7) Use distinctive colors to denote the different metro lines. This means that edges
used by multiple lines are drawn thicker and use colored copies for each line.

Nollenburg and Wolff [NW11]

(a) octilinear input drawing, (b) drawing without virtual vertices

(c) drawing with virtual degree-2 vertices (d) additionally, with virtual degree-4 vertices

Figure 23.13

Metro network of Vienna drawn using Bézier curves [FHNT13].



Social Network
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Brandes et al. (2013) Social networks. Chapter 26 in:
Handbook on graph drawing and visualization.
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Brandes et al. (2013) Social networks. Chapter 26 in:
Handbook on graph drawing and visualization.
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Brandes et al. (2013) Social networks. Chapter 26 in:
Handbook on graph drawing and visualization.



