Heuristic Evaluation of “SecureIM” Prototype

Summary
I thought the SecureIM prototype was intuitive and easy to use, at least for completing the three assigned tasks.  I don’t usually go out of my way to use secure computing techniques, so I’m a good example of a novice user of this type of interface.  I liked how it was obvious whether your conversation was secure or not, but I don’t think I would have known to click on the lock button to make my conversation secure.  I sort of stumbled across that functionality.  

The whole idea of receiving a key “on disk” seems archaic and slow.  There should be a mechanism to transfer public keys from user to user in the interface itself.  Maybe there will be one in the final implementation and the whole “on disk” thing was just a workaround for the prototype.  

I didn’t find any catastrophic usability issues.  I found several minor issues, some of which are fairly subjective (i.e. I think it should work differently, but you may disagree).  Overall it’s a very good prototype.

	Num.
	Issue
	Severity
	Heuristic

	1
	The buddy list window is very minimalist and clean-looking.
	Good
	Simple, natural dialog

	2
	The whole “locked or unlocked” graphic and text in the middle of the IM window is a little excessive.  I understand the goal of making the security status of the conversation obvious, but the tradeoff of doing this is using up a large amount of screen space to convey a single piece of information.  One possible alternative would be to put a bright green or red border around the conversation frame. 
	Minor
	Simple, natural dialog

	3
	This prototype does a good job speaking the user’s language as far as the IM functionality is concerned.  The language used by this prototype is similar to other well-known IM clients.
	Good


	Speak the user’s language

	4
	Some of the security functions are a little more obscure.  I have no idea what a “Public Key Fingerprint” is, for example.  A ToolTip or some explicit “help” options would help with this.  Also, I don’t know what I would do with my public key, having saved it to disk.  
	Major
	Speak the user’s language

	5
	This interface does a good job minimizing user memory load.  There is virtually nothing the user has to recall.
	Good
	Minimize user memory load

	6
	This interface has good external consistency, i.e. it is consistent with the interface of other IM clients.  
	Good
	Consistency

	7
	The interface is also internally consistent – the windows are designed in a similar way, with buttons placed in the same location on each window.  
	Good
	Consistency

	8
	The program doesn’t save your account, so you have to re-create your account every time you restart the program.  
	Major
	Consistency

	9
	There is no confirmation that your public key has been successfully exported to disk.  Since this activity occurs in a sub-dialog of the “Key Management” dialog, I think some feedback would be nice. 
	Minor
	Feedback

	10
	The “generating keys” dialog box includes a status bar, which is good.  However, it gives you no indication of how long you might need to wait.  If this is possible, it would be a nice addition.
	Minor
	Feedback

	11
	The cursor changes from a pointer to a text-entry cursor when text entry is expected (i.e. when the cursor is in the bottom frame of the IM window). 
	Good
	Feedback

	12
	I switched screens to my text file while I was waiting for my keys to be generated.  When the keys were done being generated, the “SecureIM” window on my taskbar started flashing, indicating that the key generation process had completed.  
	Good
	Feedback

	13
	All dialogs have “cancel” buttons, and there is a confirmation dialog when the user tries to close the main IM window.
	Good
	Clearly marked exits

	14
	When you click “no” in the confirmation dialog for closing the main IM window, it actually closes the entire SecureIM session and you have to run it again.  This is probably more of a bug than a usability issue.
	Minor
	Clearly marked exits

	15
	The interface doesn’t provide any shortcuts.  “Escape” doesn’t work in the IM windows, but that is standard for most other IM clients, so it should probably be added.  
	Major
	Shortcuts

	16
	When logging on, I tried typing in the wrong password.  The system gave me two error dialogs, one “Invalid username or password,” and one “The connection to the server has been lost!”  The second one doesn’t really make any sense, because how can you have a connection if you haven’t logged on yet?  Also, the exclamation point makes this message seem a little more alarming than you probably intended.  
	Minor
	Good error messages

	17
	There is a typo in the “Unlock Conversation” dialog box – in the second line, there should be a space in “tosnooping.”
	Cosmetic
	Good error messages

	18
	Inappropriate commands are disabled on the “key management” screen.
	Good
	Prevent errors

	19
	The “apply” button on the “key management” screen should be disabled when there is nothing to apply.
	Minor
	Prevent errors

	20
	There is nothing in the conversation log (in the top of the IM window) to indicate when the conversation switched from insecure to secure (assuming it wasn’t secure the whole time).  I think this is a necessary feature, because it would be a good way for the user to confirm that certain sensitive messages were actually secure.  Then if the user was reviewing the conversation later, he would be confident that his sensitive messages had been transmitted securely, even if the entire conversation was not.  
	Major
	Prevent errors

	21
	In the “advanced” window when creating a new account, the text on the “advanced” button should change to “basic” or something (the opposite of advanced), since this button returns you to the basic screen in this case.  
	Minor
	Prevent errors

	22
	The system allowed me to enter a key expiration date in 1999.  
	Minor
	Prevent errors

	23
	Even if the account’s password isn’t “password”, the prototype expects “password” to be entered, which is a little strange.  Obviously this must be by design, since the instructions did say to make the password “password,” but it’s still a little strange.
	N/A
	N/A

	24
	The help and documentation heuristic isn’t really applicable to this prototype, because no help or documentation was required.  However, I think it would be nice to see a short explanation of some of the required security steps.  For example, the account creation process requires you to create keys, even though security might not be desired by a certain user for some reason.  A quick description of why this is a necessary step, and what exactly it was doing, would be nice.  
	Just a comment
	Help and doc.


