Ostra: Leveraging trust to thwart

unwanted communication
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Digital communication

Electronic systems provide low-cost communication

Email

VolP

Blogs

IM
Content-sharing




Unwanted communication

Low cost abused to send unwanted communication
Spam

Unwanted Skype invitations S o Ve ars anydusease

All love enhancers on ane portall

Korbeert

Affecting content-sharing sites
Mislabeled content on YouTube

Users are not accountable
Banned users can create new identity
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Previous approaches

Filter based on content
Hard for rich media (videos, photos)




Previous approaches

Filter based on content
Hard for rich media (videos, photos)

Charge money to send
Requires micropayment infrastructure
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Previous approaches

Filter based on content
Hard for rich media (videos, photos)

Charge money to send
Requires micropayment infrastructure




Ostra

New approach to preventing unwanted communication
Leverages an (existing) social network

Works in conjunction with existing communication system
No content filtering
No additional monetary cost
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Outline

Inspiration: Hawala

Ostra in detail

Evaluation




Inspiration: Hawala

A




Hawala

System for transferring money
Originated in India, centuries old

Often someone you know already
Transfered via hawala dealer social network .

Give money to a hawala dealer d
*
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Why does hawala work?

Links take effort to form/maintain
»\ Can’t get new links easily

f \ ‘ Misbehavior results in being ostracized

Short term galn vs. Iong term loss
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Why does hawala work?

Links take effort to form/maintain
»\ Can’t get new links easily

f \ ‘ Misbehavior results in being ostracized

Short-term gain vs. long-term loss
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Ostra

Uses social network to prevent unwanted communication
Same mechanism as hawala

Ostra does not need a high level of trust

Cost of failure in hawala is high = high level of trust needed
Far less at stake in Ostra




Ostra’s social network

Most communication systems embed social network

Email contacts
IM buddies
Social network friends
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High-level overview
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Link accounting
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Sending a message
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Sending to non-friends
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Sending to non-friends
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Sending to non-friends
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Guarantees

ing spam?

LN




Guarantees
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What is the per-user bound on sending spam?
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Guarantees




Guarantees for groups




Guarantees for groups




Adjustments

An average user will occasionally
Receive an unwanted message (receive credit)
Send mail marked as unwanted (lose credit)

May cause user’s balance to hit bounds
If (B =L), cannot send
~ If (B =U), cannot receive
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Adjustments (cont.)

Offline users may cause credit reservation
justed until me
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Applying Ostra to content-sharing
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Ostra security

Can conspiring users “create” credit!

Could Ostra reach starvation?

What about users with multiple identities?




Ostra security

In paper

What about users with multiple identities?




What about multiple identities!?




What about multiple identities!?




What about multiple identities!?




What about multiple identities!?




Can attackers target vital links?




Can attackers target vital links?




Evaluation

Is Ostra effective in blocking unwanted communication?
Does Ostra delay message delivery!?
What is the complexity of finding paths!?
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Evaluation

Is Ostra effective in blocking unwanted communication?

Does Ostra delay message delivery!?




Simulating Ostra

Need a social network and a message trace
Social network trace from YouTube (446K users, |.7M links)
Email trace from MPIl (150 users for 3 months, | 3K messages)

Simulated Ostra in three scenarios
Messaging with random traffic
lessaging with biased traffic
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Does Ostra block spammers!?

T
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Do messages get delayed!?

Classification delay (h) Fraction delayed Average delivery delay (h)




Related work

Preventing unwanted communication
Content filtering: DSPAM, SpamAssassin
Whitelisting: LinkedIn, RE: [NSDIroéj

Using social networks
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Conclusion

Ostra: a new approach to preventing unwanted communication
Inspired by offline trust

Leverages social network that often already exists

Desirable properties
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Questions?







Updated guarantees

System decay Lower bound
e o
dx N x|L|+ S
_— _—

Number of links Rate of incoming spam




What'’s up with U and L?

& ‘i’ WAy

Link balance B and bounds [L,U] are from one user’s perspective
L|nk can be wewed from from others perspectlve too
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Why can’t | receive when B=U?




Full decentralization

So far, assumed a centralized site
Keeps link state
Finds paths

In paper, sketch of decentralized design
Routing using techniques from MANETs
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Can attackers target users!?

et

Can attackers prevent users from receiving messages?
Send victim Iots of unwanted communlcatlon
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Who do people talk to!?
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More on content sharing

Why don’t links in the YouTube graph run out of credit?




