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 Thesis

Real Time Bidding (RTB) has increased collaboration 
among Advertising & Analytics (A&A) companies, 

which increases privacy exposure for end-users
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Ecosystem is Moving Toward Real Time Bidding (RTB)
Publishers Advertising & Analytics (A&A) companies Observable via browser

Not observable
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RTB currently holds 42% share of  
US Digital Advertising.

DoubleClick (the largest player)  
supports RTB.
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What happens if we don’t?

1. We underestimate the privacy 
 footprint of the user. 

2. Hinders the development of  
effective privacy-preserving  
tools.
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What Do We Need to Model Privacy Footprint?
Publishers Advertising & Analytics (A&A) companies Observable via browser

Not observable
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RTB

Identify A&A companies that  
hold RTB auctions

Need to accurately capture  
information-sharing relationships.

Missing

will cause us to underestimate 
the information-sharing
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Research on Web Privacy

Tracking via Cookies

Fingerprinting
- Browser Extensions

- Canvas Fingerprinting

- Local Storage/ Flash LSO 

- Evercookies

Information sharing with respect to RTB
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- A&A companies involved
- Prevalence

Persona-based Experiments
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Goals

To understand privacy implications of RTB for users 

Tracing Information Flows Between Ad Exchanges Using Retargeted Ads 
Muhammad Ahmad Bashir, Sajjad Arshad, William Robertson, and Christo Wilson  [Usenix Security 2016]

A First Look at Content Recommendation Networks 
Muhammad Ahmad Bashir, Sajjad Arshad, and Christo Wilson  [IMC 2016]

Diffusion of User Tracking Data in the Online Advertising Ecosystem 
Muhammad Ahmad Bashir and Christo Wilson  [PETS 2018]

How Tracking Companies Circumvented Ad Blockers Using WebSockets 
Muhammad Ahmad Bashir, Sajjad Arshad, Engin Kirda, William Robertson, Christo Wilson  [IMC 2018]

Evaluating User Interest Profiles Using Ad Preference Managers 
Muhammad Ahmad Bashir, Umar Farooq, Maryam Shahid, Muhammad Fareed Zaffar and Christo Wilson [NDSS 2019]

A Longitudinal Analysis of the ads.txt Standard 
Muhammad Ahmad Bashir, Sajjad Arshad, Engin Kirda, William Robertson, Christo Wilson.  [IMC 2019]
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Thesis Outline

Detecting Information Sharing

Isolating List of Ad Exchanges

Modeling User’s Privacy Digital Footprint
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RTB Has Fueled Information Sharing
Publishers Advertising & Analytics (A&A) companies Observable via browser

Not observable
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An Example of Real Time Bidding (RTB) Auction

RTB AuctionUserX Publisher Ad Exchange

UserX=xo$
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Platforms (DSPs)

GET, CNN’s Cookie

GET, DoubleClick’s Cookie = 123
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DSPs cannot read their 
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know User 123

GET, RightMedia’s Cookie = ABC

Observable via browser
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Cookie Matching

Key problem: DSPs (bidders) cannot read their cookies in the RTB auction 
• How can they submit reasonable bids if they cannot identify the user?
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DoubleClick ABC 123

MatchingTable
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Using Redirects to Determine Information Sharing?

Can’t we just rely on HTTP headers to look for redirects?
• Acar et al. found hundreds of domains passing identifiers to each other
• Olejnik et al. found 125 exchanges matching cookies
• Falahrastegar et al. analyzed clusters of exchanges that share the exact same cookies

It’s a decent approach  — but not without limitations

Partner My ID PID
DoubleClick ABC 123

MatchingTable

GET, Cookie=123
302 Redirect, Location=http://rightmedia.com/?dc_id=123

GET ?dc_id=123  , Cookie=ABC
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Limitation #1: Server Side Matching

1)

2)

DoubleClick observes the user 
(IP: 207.91.160.7)

RightMedia observes the user 
(IP: 207.91.160.7)

Behind the scene, RightMedia and DoubleClick sync up

Note: Matching does not happen via the browser (client side)

UserX=123

Matching Table
Partner My ID PID

DoubleClick ABC 123 UserX=ABC
IP: 207.91.160.7
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Limitation #2: Obfuscation

amazon.com

Content

doubleclick.js Matching Table
Partner My ID PID

DoubleClick ABC 123

We won’t be able to detect Cookie Matching using HTTP headers

$ck$#2

GET, Cookie=544

GET, Cookie=123

GET ?dc_id=$ck$#2, Cookie=ABC
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Limitation #3: Attribution of Resources

amazon.com

Content

doubleclick.js
Matching Table

Partner My ID PID
DoubleClick ABC 123

GET, Cookie=544

GET, Cookie=123

GET ?dc_id=123, Cookie=ABC
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Instrumented Chromium1 binary that records the provenance of page elements

1: Arshad et al : Include Me Out: In-Browser Detection of Malicious Third-Party Content Inclusions, FC 2016
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Limitation #3: Attribution of Resources

amazon.com

Content

doubleclick.js

Referer value in HTTP header can lead to incorrect attribution

GET, Cookie=544

GET, Cookie=123

GET ?dc_id=123, Cookie=ABC

Since JavaScript from DoubleClick is in the context of the 
main page, the Referer will be Amazon
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A New Approach To Detect Information Sharing

1. Resilient to obfuscation 
• Should be able to detect matching without relying on content. 

2. Platform agnostic 
• Should be able to detect both client-side (browser) and server-side matching. 

3. Provides strong attribution
• Should be able to detect who initiated matching and with whom.

???
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Using Retargeted Ads as a Detection Mechanism
Retargeted ads: The ads which follow you around on the web 
• Highly targeted (specific) ads 
• Very expensive: around $1 per impression vs. >$0.01 for contextual ads
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Using Retargeted Ads as a Detection Mechanism
Retargeted ads: The ads which follow you around on the web 
• Highly targeted (specific) ads 
• Very expensive: around $1 per impression vs. >$0.01 for contextual ads

Key Insight: Because retargeted ads are so specific, they can be used to 
conduct controlled experiments 
• Information must be shared between ad networks to serve retargeted ads

$15.99
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The Caveat

How can we be certain that there is a flow of tracking information from 

for the ad to be served?

It is possible that amazon is running a very aggressive campaign with a huge budget
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Controlled Experiments

. 

. 

. 

.

Now imagine that we have 100 users.

• Only the 1st user visits amazon.
• … and eventually sees and ad for amazon product.

• Now we are much more confident about information 
sharing between DoubleClick and RightMedia.
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Shoes

Baby  
Strollers
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Controlled Experiments

. 

. 

. 

.

We set up 90 personas (interest profiles) 

• Each Persona is very specific 

• We select 10 websites per persona 

• … and 10 products per website

Routers

Diamond  
Rings

Running  
Shoes

Baby  
Strollers
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Inclusion Chains Associated With Retargeted Ads
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Results

Categorized 35K chains that serve retargeted ads into 4 categories

• Cookie Matching was the most common matching type — 71%  

• 15% of the chains were categorized as server-side matching  

• All of these instances were Google domains sharing data on server side

Identified 200 cookie matching partner pairs 

• 31% would have been missed by prior techniques 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Results

Categorized 35K chains that serve retargeted ads into 4 categories

• Cookie Matching was the most common matching type — 71%  

• 15% of the chains were categorized as server-side matching  

• All of these instances were Google domains sharing data on server side

Identified 200 cookie matching partner pairs 

• 31% would have been missed by prior techniques 

This methodology is content- and mechanism-agnostic
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Thesis Outline

Detecting Information Sharing

Isolating List of Ad Exchanges

Modeling User’s Privacy Digital Footprint
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What Do We Need to Model Privacy Footprint?
Publishers Advertising & Analytics (A&A) companies Observable via browser

Not observable
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$0.20

RTB

Identify A&A companies that  
hold RTB auctions

Need to accurately capture  
information-sharing relationships.
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High-Level Idea

Use ads.txt transparency standard to isolate 
 a list of Ad Exchanges

Introduced to combat ‘domain spoofing’ fraud in RTB auctions
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Potential for Fraud in RTB
Publishers Advertising & Analytics (A&A) companies Observable via browser
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• Enables publishers to list authorized exchanges
• At the root of the top-level domain
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Programmatic Buying & Selling via ads.txt Standard

Authorized Digital Sellers (ads.txt) 
• Introduced by Interactive Advertising Bureau (IAB) in May 2017
• Enables publishers to list authorized exchanges
• At the root of the top-level domain

google.com, pub−7439281311086140, DIRECT
rubiconproject.com, 11078, DIRECT
c.amazon−adsystem.com, 3159, DIRECT
openx.com, 183753,RESELLER

https://cnn.com/ads.txt File Format: 

<FIELD #1>, <FIELD #2>, <FIELD #3> 

#1:  Exchange domain *  
#2:  Publisher’s account ID 
#3: Type of account/relationship 

* Not always an exchange
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Opportunity to Identify Ad Exchanges

google.com, pub−7439281311086140, DIRECT
rubiconproject.com, 11078, DIRECT
c.amazon−adsystem.com, 3159, DIRECT
openx.com, 183753,RESELLER 

https://cnn.com/ads.txt

indexexchange.com, 197545, DIRECT
adtech.com, 232547, DIRECT
openx.com, 203799,RESELLER

https://washingtonpost.com/ads.txt

We can extract FIELD#1 from publishers to  
isolate a list of Ad exchange
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• For each domain, fetched /ads.txt file
• Used Python’s requests module
• 26 snapshots between January 2018 — April 2019  

 

Extracted first comma-separated value (exchange domain)
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More Results in Paper

A Longitudinal Analysis of the ads.txt Standard 
Muhammad Ahmad Bashir, Sajjad Arshad, Engin Kirda, William Robertson, Christo Wilson.  [IMC 2019]

• Detailed adoption trends by publishers and exchanges 

• Compliance of the standard by DSPs and exchanges
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Is This Data Representative For Our Purposes?
Q: Does ads.txt have good coverage? 

• 60% of the publishers from Alexa top-100K who run RTB ads. 

• Major A&A domains support ads.txt 

Q: Is the data collected clean? 

• Some manual intervention is necessary 

• For example: publishers added google.com, but the exchange is doubleclick  

http://google.com
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Thesis Outline

Detecting Information Sharing

Isolating List of Ad Exchanges

Modeling User’s Privacy Digital Footprint
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What Have We Detected So Far?
Publishers Advertising & Analytics (A&A) companies Observable via browser

Not observable

$0.05

$0.10

$0.20

RTB

Identify A&A companies that  
hold RTB auctions

Need to accurately capture  
information-sharing relationships.
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Enumerating DSP Partners of Ad Exchanges
Publishers Advertising & Analytics (A&A) companies Observable via browser

Not observable
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Goal & Research Questions

Key Questions:

1. Which A&A domains see user impressions?  

2. What fraction of user impressions are viewed by A&A domains?  

3. How much ad and tracker blocking extensions help?

Model the Diffusion of Impressions in the Advertising Ecosystem 

Taking RTB into account
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Recap - Inclusion Chains
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From Chains to Graph

1 1

1 1

2

Publishers A&A (Advertising and Analytics)

Graph Representation

Nodes: Publishers or A&A domains 
 
Edges: Publisher —> A&A    
                 A&A —> A&A 

Inclusion Chains
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From Chains to Graph

Nodes:


• Total: ~1.9K


• A&A:  ~1K 

Edges:


• Total: ~26K


• Pub —> A&A:  ~10.5K 


• A&A —> A&A:  ~15.5K 

1 1

1 1

2

Publishers A&A (Advertising and Analytics)

Graph Representation

Nodes: Publishers or A&A domains 
 
Edges: Publisher —> A&A    
                 A&A —> A&A 

Inclusion Chains
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Simulation Setup for Propagation of Tracking Data

[1]. Burken et al. User centric walk: An integrated approach for modeling the browsing behavior of users on the web.  ASS 2005
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A. Direct Propagation:  


• Present on publisher or won RTB auction.  Observable (goes through the browser) 
B. Indirect Propagation: 
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Simulation Setup for Propagation of Tracking Data
We simulate browsing traces for 200 users using method from [1].

1. User generates an impression on N selected publishers.
2. Impressions are forwarded to A&A domains via:


A. Direct Propagation:  


• Present on publisher or won RTB auction.  Observable (goes through the browser) 
B. Indirect Propagation: 

• A&A domains learn impressions through RTB participation.  Non-observable
3. RTB winner is decided based on probability (function of edge weights).

[1]. Burken et al. User centric walk: An integrated approach for modeling the browsing behavior of users on the web.  ASS 2005
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3. RTB-Constrained:  Realistic Scenario

• Ad exchanges selected from ads.txt data.
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Take Aways 

1. RTB-C model is relatively 
insensitive to the number of 
exchanges. 

2. Graph is extremely dense. Top 
exchanges are very well-
connected.

Fig: Fraction of impressions observed by A&A domains 
 under RTB-C model when top x exchcanges are selected
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Impressions Observed by Popular A&A Domains
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We can now evaluate the effectiveness 
of privacy-preserving tools
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Impressions Observed With Blocking
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Impressions Observed With Blocking

Take Aways 

• Disconnect list is most effective.


• ABP is not quite effective due to 
Acceptable Ads program.


• Due to RTB, impressions are leaked to 
A&A domains even with blocking 
extensions.
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Top 10 Domains Observing Impressions
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Top 10 Domains Observing Impressions

EasyList

Disconnect

Ghostery

AdBlock Plus

No Blocking

Impressions Observed (%)
0 10 20 30 40 50 60 70 80 90 100



PhD Thesis Defense - On the Privacy Implications of Real Time Bidding �64

Top 10 Domains Observing Impressions

EasyList

Disconnect
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No Blocking

Impressions Observed (%)
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Top 10 domains can view majority of user impressions even 
with (most) blocking extensions installed
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Thesis Outline

Detecting Information Sharing

Isolating List of Ad Exchanges

Modeling User’s Privacy Digital Footprint
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Have We Modeled the Privacy Footprint Perfectly?
Publishers Advertising & Analytics (A&A) companies Observable via browser

Not observable

$0.05

$0.10

$0.20

RTB

Take RTB and increased information sharing into account to 
model the privacy footprint of the user
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Opportunities to Improve

• Our models provide approximations 

• Need better browsing traces


• The ecosystem could have changed from when the dataset was collected.

• Longitudinal analysis

• Geographical patterns


• Not representative of mobile advertising ecosystem
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Conclusions

• Provided a content- and platform-agnostic methodology to detect information-sharing 
between arbitrary A&A domains.

• Identified cookie-matching partners which would have been missed using prior heuristics.


• Server-side matching.


• Raised the bar on how to study information sharing on the web.


• Model to represent the privacy footprint of the user, taking into account RTB.

• Highlights how information spreads in the advertising graph.


• Effectiveness of privacy extensions.


• Even under strict blocking scenarios, top A&A domains can see majority of user impressions.



PhD Thesis Defense - On the Privacy Implications of Real Time Bidding �69

Impact

Tracing Information Flows Between Ad Exchanges Using Retargeted Ads 
Muhammad Ahmad Bashir, Sajjad Arshad, William Robertson, and Christo Wilson  [Usenix Security 2016]

A First Look at Content Recommendation Networks 
Muhammad Ahmad Bashir, Sajjad Arshad, and Christo Wilson  [IMC 2016]

Diffusion of User Tracking Data in the Online Advertising Ecosystem 
Muhammad Ahmad Bashir and Christo Wilson  [PETS 2018]

How Tracking Companies Circumvented Ad Blockers Using WebSockets 
Muhammad Ahmad Bashir, Sajjad Arshad, Engin Kirda, William Robertson, Christo Wilson  [IMC 2018]

Evaluating User Interest Profiles Using Ad Preference Managers 
Muhammad Ahmad Bashir, Umar Farooq, Maryam Shahid, Muhammad Fareed Zaffar and Christo Wilson [NDSS 2019]

A Longitudinal Analysis of the ads.txt Standard 
Muhammad Ahmad Bashir, Sajjad Arshad, Engin Kirda, William Robertson, Christo Wilson.  [IMC 2019]

https://personalization.ccs.neu.edu
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FPF Best Student Paper Award

Diffusion of User Tracking Data in the Online Advertising Ecosystem 
Muhammad Ahmad Bashir and Christo Wilson  [PETS 2018]

These papers are  
summarized and distributed  

to US lawmakers and their staff
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Future Directions

• Cross-device tracking

• Mobile usage increasing + smart devices


• Auditing

• GDPR compliance


• Other programmatic advertising ecosystems

• Header Bidding


• Better privacy-enhancing tools
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Thank You!

Questions?
Muhammad Ahmad Bashir 
ahmad@ccs.neu.edu
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Back up Slides
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• Personas visited non-overlapping retailers 
• By definition, retargets should only be shown to a single persona

• Divided ~32K Images among 1,142 Tasks on Amazon Mechanical Turk (AMT) 
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An Example of Publisher & Shopper Side Chains
Ex

am
pl

e

How does Criteo know to serve ad on BBC? 
• In this case it is pretty trivial 
• Criteoss  observed the user at the (shop)

Challenge: Can we classify all such publisher-side chains formally?

Let’s see what caused this Ad to be 
shown to us?

Shopper-side chain Publisher-side chain
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A Pattern for Chain Classification

Shopper-side chain Publisher-side chain

Demand Side Platform (DSP) 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No cookie matching necessary: The user was 
sent directly to the advertiser
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Transition e—>d is 
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happens 

e —> d shows that e synched identifiers 
with d before RTB auction
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Neither d nor e observes 
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d must receive 
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shopper-side tracker
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on the server-side

2mdn
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Overall Categorization of Chains

Type Chains % Chains %

Direct (Trivial) 
Match 1770 5 8449 24

Cookie Match 25049 71 25873 73

Latent Match 5362 15 343 1

No Match 775 2 183 1

Raw Chains Clustered Chains
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Overall Categorization of Chains

Type Chains % Chains %

Direct (Trivial) 
Match 1770 5 8449 24

Cookie Match 25049 71 25873 73

Latent Match 5362 15 343 1

No Match 775 2 183 1

Latent matches essentially disappear 
• The vast majority of these chains involved Google 
• Suggests that Google shares tracking data across their services

Raw Chains Clustered Chains
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Who are the Cookie Matching Partners?
Participant 1                  Participant 2 #Chains #Ads Heuristics 

(Prior Work)
criteo googlesyndication 9090 1887               P 

criteo doubleclick 3610 1144     E, P           DC, P
criteo adnxs 3263 1066                    E, P 
criteo rubiconproject 1586 749                    E, P 
criteo servedbyopenx 707 460               P 

doubleclick steelhousemedia 362 27  P             E, P
mathtag mediaforge 360 124                    E, P 
netmng scene7 267 119  E                  ? 

googlesyndication adsrvr 107 29               P 
rubiconproject steelhousemedia 86 30               E 

googlesyndication steelhousemedia 47 22 ?
adtechus adacado 36 18 ?

atwola adacado 32 6 ?
adroll adnxs 31 8 ?
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Heuristics Key  
(used by prior work) 

E – exact identifier value shared 

P – special URL parameters  
      e.g.  cookie_sync, user_sync 

DC – DoubleClick URL parameters 
e.g. google_gid, google_nid 

? – Match missed by heuristics

Direction in which 
matching happens
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31% of cookie matching 
partners were missed by 

prior heuristics
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Some High-level Properties of the Graph
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Some High-level Properties of the Graph

• The graph is very dense.

• No distinct communities

• Web is not necessary balkanized into distinct groups 

• Expected top nodes with PageRank and Betweenness Centrality
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Simulations - Model Validation
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Simulations - Random Model
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A&A Coverage
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• 99% of 150 most frequent A&A present in both 

• 89% of 500 most frequent 
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A&A Coverage (2)

Number of unique A&A contacted by A&A domains as our crawl progresses
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Termination Probability 

DoubleClick = 0.35 
Criteo =  0.63
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Simulation RTB Relaxed

Every A&A domain 
acts as Ad Exchange
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Simulation Cookie Matching Only

No Ad Exchange. 
Indirect propagation only 

along 200 CM edges
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