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Section 1: Introduction

Every organization that deploys an 802.11 based wireless LAN has to think about security.  Administrators of a wireless LAN have a variety of different authentication and encryption technologies to choose from.  But administrators must also take a variety of organizational factors into account, not just technical factors.  Administrators must rank what their risks are and then design a security policy that is cost effective and manageable.  Our paper is going to look at what the risks are to WLANs, how to tailor a wireless LAN security policy for different organizations and analyze some case studies of how a university and a corporation deployed a wireless LAN.

Section 2: Risks to Wireless LANs

Wireless LANs face a variety of threats.  One of those threats is passive monitoring of data.  By the vary nature of wireless, any station in range can intercept what other stations are sending.  If there is no 802.11 encryption used between the AP and the stations, an attacker can view each packet in clear text assuming no higher layer encryption is used.  This is a big problem with home networks, since majority of home APs have 802.11 encryption off by default.  For example, if a home user logs on to their POP3 mail server without SSL encryption, their username and password is sent in the clear (see figure 3).

Figure: 1. Passive monitoring of my POP3 authentication captured using Ethereal.
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Another threat to wireless networks is unauthorized access to the WLAN.  This can happen in a number of ways, depending on the encryption and authentication method in use.  For example, with WEP, the key is used for both encryption and authentication.  An attacker could steal a WEP key using social engineering or by cryptographically breaking the key.  With 802.1x based authentication, an attacker can use several out of band methods or social engineering to steal the credentials to gain access.  Man in the middle attacks can be effective if two-way authentication is not used.  These will be covered in more detail later.

Denial of Service (DOS) attacks are a threat to wireless LANs that, for the most part, can’t be stopped.  The 802.11 specification does include any kind of authentication for the AP or the station.  Just like with Ethernet, an 802.11 MAC address can be easily spoofed.  If an attacker can spoof 802.11 management frames, as if they came from a legitimate AP.  So if an attacker wants to break a stations connection to an AP, they can send a spoofed Disassociate or Deauthenticate frame that AP (see figure 2).

Figure 2:  DOS attack:
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 A variation of this DOS attack can allow a hacker to hijack a legitimate user’s session.  If MAC address authentication is used, an attacker can send a spoofed disassociate frame and then assume that user’s MAC address1.  

Man in the Middle (MIM) attacks are another threat.  The attacker spoofs the MAC address of the AP.  Then they broadcast the legitimate SSID but on a different channel hoping users will connect to them instead of the AP.  Once the user connects, the attacker will forward the traffic to the legitimate AP as if they were a bridge.

Figure 3: MIM attack
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Section 3: Authentication Protocols

There are a variety of different ways to authenticate stations accessing a wireless LAN.  WEP encryption is a form of authentication because both the station and the access point share a secret key.  But key distribution is difficult with WEP.  MAC addresses can be used to authenticate wireless LAN stations.  But as shown by 802.11 based DOS attacks, MAC addresses are easily spoofed.  

The 802.1x standard is a more robust form of authentication for wireless LANs.  Unfortunately, it is also the most difficult for most organizations to administer and manage.  802.1x defines the roles of a supplicant, authenticator, and authorizer.2  The supplicant is the client trying to access the network.  The authenticator is the AP or switch the client connects to.  The authorizer is the back end system (ex. RADIUS database) that verifies the supplicant’s credentials.

Figure 4: 802.1x roles in wireless LANs


[image: image5]
802.1x was originally designed to protect physical ports on a wired LAN.  The client or “supplicant” is allowed to access the LAN only after passing authentication, possibly with a back end database.  The Extensible Authentication Protocol (EAP) is a protocol that the supplicant, authenticators, and authorizers use to communicate.  EAP provides a basic authentication method where the supplicant sends it’s username in the clear.

With WLANs the goal is the same as LANs, to authenticate the client before they are allowed access.  But with wireless, the physical and data link layers are no longer secure.  So 802.1x and EAP need higher layer protocols or “EAP methods” to provide more advanced authentication than EAP, and to securely exchange session keys.  This is why EAP is “extensible” since it allows the creation of these EAP methods.  EAP methods must adhere to guidelines in the EAP standard3.


Some examples of these EAP methods are EAP-TLS (Transport Layer Security), PEAP (Protected EAP), and LEAP (Cisco Light EAP).  EAP-TLS provides security using digital certificates for the client and the server.  These certificates are used for mutual authentication of the supplicant and authenticator.  The authenticator must have a valid certificate that is signed by one of the clients trusted CAs.  And the client must have a valid certificate signed by a trusted CA.  Once the certificates have been exchanged and verified, then session encryption keys can be exchanged.  A session key would be a symmetric key (ex. WEP key). 

Figure 5: 802.1x. EAP-TLS mutual authentication.  Both trust XYZ CA.
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PEAP (Protected EAP) is similar to EAP-TLS, but it doesn’t rely on certificates for authenticating the supplicant.  The supplicant can use a user name and password for authentication.  This has some benefits, because managing client certificates requires significant overhead.

PEAP uses TLS to set up a secure tunnel between the client and the server.  The authenticator must send the supplicant a certificate that is signed by a trusted CA.  The supplicant then uses MSCHAP to authenticate to a directory server with a username and password.  This has advantages because the user name and password can be one that they already use.  The built in supplicant in Windows XP allows PEAP to automatically use the credentials for the user that is logged on (figure 7).  So the user would never be prompted for a password during wireless authentication.

A risk to PEAP authentication is a type of DOS attack.  Since anyone can set up a secure tunnel to the AP, an attacker could repeatedly enter the wrong credentials for a user.  This may lock out the user’s directory account, which may lock them out of email and other important applications.

Figure 6: PEAP Authentication
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A method of authentication outside of the 802.1x framework is to use VPN.  Top do this either on the AP or with a firewall, only allow IPsec traffic to a VPN gateway.  All users must have VPN software on their wireless devices.  The user must pass VPN authentication and tunnel through the VPN gateway to access the network.  All traffic is encrypted and protected by the VPN tunnel.

Figure 7:  VPN Authentication over Wireless
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Another method of authentication relies on a web portal to authenticate users.  This is sometimes called web authentication.  This is useful at hotspots and universities where administrators can’t easily enforce a laptop hardware policy.  A user trying to associate with the WLAN is redirected to an HTTPS login page hosted on a device behind the AP.  They enter their username and password which can be checked against a back end database.  If they pass authentication, a dynamic ACL is created for their MAC addresses allowing them access.  Some vendors such as blue socket have products that can also add IPsec encryption using the built in Window XP client.

Figure 8:  Web Authentication
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Figure 9:  Summary of Authentication Protocols
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Section 4: Encryption Protocols


The focus of this paper is not to explain the technical details of wireless encryption protocols and standards.  But we will look briefly at how each are implemented and how secure they are.


It is well known that Wired Equivalent Privacy (WEP) encryption has flaws.  A WEP key is either 40 or 104 bits with a 24 bit initialization vector (IV).  The IV is not encrypted and changes for every 802.11 frame sent.  One attack on WEP is for an attacker to crack a WEP key, by capturing enough data so that an IV is repeated.  The WEP IV is 24 bits so this will take at least several hours, even on a busy AP.4  The bottom line is that WEP can be secure if the station and AP create keys dynamically and change keys frequently so that IVs are not repeated.  802.1x supports this.

The 802.11i working group was created to address some of the concerns with WEP and to implement the AES encryption algorithm.  Before 802.11i was released, an interim standard Wi-fi Protected Access (WPA) became available.  WPA is supported by most wireless cards and in the Windows XP supplicant.  WPA uses the Temporal Key Interchange Protocol (TKIP) for encryption, instead of WEP.  WPA TKIP is vulnerable to some DOS attacks, but the encryption has not been broken to date (Real 802.11 security).  The 802.11i standard was recently ratified by the IETF in June of 2004.  802.11i will have support for TKIP encryption so it should be backwards compatible with WPA drivers.

Wireless encryption can be achieved without using the wireless encryption protocols.  As we showed earlier, higher layer protocols such as IPsec and SSL can provide robust data encryption.  But there is extra hardware and management needed to support this.

Figure 10:  Summary of Encryption Protocols
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Figure 11:  Protocol Diagram
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Section 5: Wireless Security Policy

With a good understanding of the encryption and authentication options, administrators can go about developing a wireless security policy.  They must decide what authentication and encryption methods make sense for their organization.  There are several questions that must be answered.  What is important for a large company may not be for a university.

1) What is the purpose of the WLAN?

If it is used by employees/students/faculty to access the LAN, for guests to access the Internet, or both, will determine what authentication methods to use.  It is impossible to have a standard laptop policy for guests and it may be difficult for students.  But employees in a corporation usually have standard hardware, and may have automated means of deploying software.  

2) How many users?

If it is thousands, some authentication methods will not scale.  Administering static WEP keys would be very impractical.  VPN authentication for thousands would require the purchase of additional VPN gateways.  These questions will help determine what type of authentication to use.  

3) What hardware & software will be used and can new software be easily distributed?

If the users don’t have a standard OS and patch level, then some authentication and encryption standards may not work.  For example, WPA encryption requires Windows XP Hotfix Q826942 (WPA Supplicant update rollup package in Windows XP) and Q815485 (WPA Wireless Security Update in Windows XP).  Some wireless cards won’t support WPA at all.  That pretty much eliminates WPA and 802.11i for hotspots and universities, at least until the standards are supported on a majority of operating systems and hardware.

4) What data will traverse the WLAN and what is the cost if it’s compromised?

A hotspot administrator might not care if user’s traffic is encrypted.  Hotspots usually cater to the lowest common denominator, a laptop with an 802.11b card and a web browser.  Universities using web authentication may have concern over data being transmitted.  If a wireless user connects to a server on the LAN using a clear text protocol like telnet, an attacker who is passively monitoring the traffic could see the password.  Universities can defend against this by using Access Control Lists (ACLs) that only allow secure protocols like SSH and SSL to important servers.  Northeastern University’s Computer Science department uses a system from Bluesocket that implements web authentication and lets them create ACLs to enforce secure protocols.  Maintaining ACLs increases the management overhead to support the WLAN.  

Companies also have concern about the data being transmitted.  Most likely a company won’t want any of their employee’s data being sent as clear text.

5) What existing systems can be leveraged for authentication?  Examples: PKI, Radius, Directory, VPN?

If an organization already has any of these systems in place, then it saves money to leverage them


Section 6: Rogue Access Points


One of the major potential problems for a wireless environment is the unauthorized, unsolicited and unwanted access to the WLAN.  This will affect all three components of the study.

Alan Cooper’s concept of personas5 will be used to evaluate the target groups.  Realizing that this is not a software application being written for an end user but it is in a sense “writing” an implementation process to access and use the tools that are available to them to do there work.  Using the concept of “develop(ing) a precise description of our user and what he wishes to accomplish”6, we will create there personas one for a university (large area, large user population, with little or no restrictions applied to access, knowledgeable support group and a wide spectrum of knowledge in the user base), who will be referred to as Doeuslernus.  Another for a financial institution (restricted access, limited number of authorized users, geographically dispersed locations), called Makusmuchus.  And lastly, home networks (small number of users, with no expectation of heavy volume), as Doesallus.

As a normal course of business laptops would obtain a pass code of some sort that would allows access to the network.  As for Douslernus and Makusmuchus this would enable them to have the tools necessary to do normal job function related tasks and exchanging files for example:  While Doesallus might have the same requirements, but on a smaller scale.

There is basically two ways to effect an Rouge Access Point, both require connection of a wireless router without the authorization of the IT department.  Anyone within the system of Douslernus, Makusmuchus, or Doesallus can simply hook-up the wireless router into an existing live LAN jack and they are on the network or the could make this attachment as an outsider via social engineering; again, simply by hooking up to an active LAN jack.  

The internal unsolicited hook-up is not nefarious; it is someone who only wants to gain legitimate access to his or her work environment.  No malicious intent at all.  While the social engineered attachment has implications of an unauthorized illegal entry.  The wireless routers are because of its size, innocuous enough that they could be placed anywhere and by any person.  An individual posing as a service personnel or technician could very easily create an access point by placing a wireless router in a low our no traveled section of the organization, gather the proper codes to the internal system and she is in business.  By configuring it not transmit a SSID (Service Set Identifier) and some other software changes, it evades the detection of the ever-vigilant IT department.  An additional way to achieve access would be to simply set the access point to duplicate the MAC address of any other device.

The first is not dangerous, the second could be disastrous.  With an illegal connection to the system and passwords and identification code knowledge of a few well placed personnel, the organization could be put at risk.  

While the Douslernus personas has an intent of being an open environment to all it still has a legitimate need to protect data; grades, research papers and the like.  The Dousallus personas on the other hand could have personal data that would be of considerable importance to the individual or small group.  Makusmuchas persona could be the most exposed to sensitive information being spirited out of the organization into the wrong hands; financial, personnel, development and data that could be of extreme value to a competitor.  

While a rouge AP is the most prominent way to compromise an organizations network, poorly or mis-configured devices and technologies such as VPNs, routers or firewalls can lead to the same loss and damage.  

Some examples and probable effects of un-secured WLANs is shown in the report from Newbury Networks7, PR Newswire Association, Inc., July 22, 2004, that while doing a 3-hour “war driving” exercise prior to the Democratic National Convention in Boston, MA, they found that:

A total of 3,683 unique Wi-Fi devices (were) detected--Approximately 60% being wireless access points and 40% wireless network cards.

An average of 1 wireless network card every 2 minutes accidentally associated with Newbury's open access point (or "honey pot" network) throughout Boston and at the DNC site. 

65% of the wireless networks detected had no encryption enabled leaving them vulnerable to attacks and security breaches.

457 unique wireless access points (the majority of which were unsecured) and wireless network cards were detected in the general area surrounding the Democratic National Convention site.

Nearly 3,000 of the total Wi-Fi devices were discovered in Boston's Back Bay and other parts of the city where many of the 35,000 DNC attendees will be housed.

When this type convention was held four years ago, there was, for all practical purposes, wireless capability.  An environment like this would be a gold mine for an “un-invited” user to have access to any one person or organization (the DNC, candidates, TV and radio news broadcasters, etc.).  

A similar experience took place while a two hour monitoring of the conference’s wireless LAN at the DefCon X hacker convention, August 20028:

(802.11 security experts) Identified 8 sanctioned access points, 35 rogue access points, and more than 800 different station addresses.

Estimate(d) that 200 to300 of the station addresses were fakes because roughly 350 people were in the wireless LAN network room at a single time.

Discovered 115 peer-to-peer ad hoc networks and identified 123 stations that launched a total of 807 attacks during the two hours.

Among the 807 attacks:

490 were wireless probes from tools such as Netstumbler and Kismet, which were used to scan the network and determine who was most vulnerable to greater attacks;

190 were identity thefts, such as when MAC addresses and SSIDs were spoofed to assume the identity of another user;

100 were varying forms Denial-of-Service attacks that either (1) jammed the airwaves with noise to shut down an access point, (2) targeted specific stations by continually disconnecting them from an access point, or (3) forced stations to route their traffic through other stations that ultimately did not connect back to the network; and

27 attacks came from out-of-specification management frames where hackers launched attacks that exploited 802.11 protocols to take over other stations and control the network

While no one would be surprised that such attacks took place, nor should anyone be surprised at number of attacks or types of attacks, it would be safe to say that had the same analysis that was performed at DefCon had been done at the DNC, the results would be the same.  

The detection of rouge APs with triangulation and FR Fingerprinting9 is effective but with the introduction and implantation of 802.16; WiMax, it is a whole new problem.  It has been test at seven megabits a second at 14 miles10 and can travel as far as 30 miles.  This adds a whole new dimension to security risks and protection.

Section 7: Case Studies

Interviews with two organizations, a local university and a well known international financial institution revealed some interesting items.  

The university by its very nature, fosters an open, sharing environment.  The provide an open system to evaluate what people need and want and take an approach of “…allow all, deny some…” as far as access goes.  Of course, it does restrict access according to the needs of the students, faculty and staff.  The security organization takes an approach that adheres to federal and state regulations fro privacy and protection (400 pages for HIPPA alone), its views the job of protecting loss by evaluation of risks and threats, establishing recommendations and implementation of controls programs.  

With six separate independent areas to be served the university is implementing WLAN in a staged approach.  The spearheading area evaluated technology and products over a three year period and has established 30 APs running 802.11g, using IPsec to tunnel to Bluesocket as the authenticating Gateway.  Permission is account number and remote password controlled.  With the inauguration of the system only three months old, there have been no known problems with rouge APs, DoS or malicious attacks.  

The remaining areas will be initializing deployment in the fall with an Open Campus approach.  The only restrictions will for staff and facility to a SSH or SSL connection due to sensitivity of student grades, ID and the like.  Other wise the campus will be an open WLAN world.


The large banking firm that we interviewed was in the process of installing 802.11 wireless hardware across the majority of their domestic sites.  As part of our interview, we had to keep their name and the specific wireless vendor they chose confidential.  We will refer to them as “Global Bank”.  Global Bank had a wireless pilot for several years using VPN authentication with IPsec encryption.  They were under pressure to provide wireless for their users across the enterprise.  They felt that VPN did not scale well enough because of licensing costs for the VPN digital certificates and the cost to put in more VPN gateways.  They started testing 802.1x EAP-TLS with web certificate and WPA TKIP encryption.  They selected a new wireless hardware vendor and had standard laptops with built in wireless cards.


Initially they had a lot of problems getting WPA-TKIP working correctly.  There were a lot of bugs in the wireless equipment and the driver software as well.  They got both the driver developers and the hardware developers to jointly fix the bugs.  But eventually they moved away from WPA and went to WEP with rotating keys.  They felt that as long as they changed WEP keys every 30 minutes using 802.1x and EAP, they were secure.  They already had RADIUS and PKI servers.  This made EAP-TLS deployment a little easier.


The wireless vendor they chose has built in software for detecting, locating and containing rogue APs.  It contains the rogues by launching a DOS attack of spoofed deauthenticate and disassociate packets against that rogue.  Once they rolled out the wireless hardware, they began to detect the rogues.  However, they were leery of automatically containing the rogues since they might be another company’s legitimate AP.  The policy they implemented was to investigate and physically remove any rogue that is detected by at least three of their APs.  This gives them confidence that the AP is in the building so they are not constantly chasing down rogues outside.  They do not use the containment feature at all anymore.

Section 8: Conclusion


An effective wireless security policy is based on many factors.  User needs, laptop control, importance of data, existing infrastructure, and rogue APs all are factors to consider.  As shown by our case studies, different types of organizations have vastly different needs.  Understanding the authentication and encryption technologies is vital to creating an effective and manageable security policy.
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