Computer Security, Usability & Privacy: Quiz #2

Name: ___________________________________________


Quiz #2: July 29th, 2004

1. This quiz is due in class on Tuesday August 3rd at 6pm. 

2. Late quizzes will not be accepted, and will count as a zero towards your grade. There will be no exceptions. Therefore, you should start your quiz early. 

3. If you cannot make class on August 3rd, you can email your quiz in advance of class. It is recommended that you email your quiz well in advance of class and that you confirm receipt of the quiz by your instructor, as late quizzes will not be accepted—even if the quiz is late because of circumstances beyond your control. 

4. There is no collaboration allowed on this quiz. Do not discuss any aspect of this quiz with anyone until Tuesday, August 3rd, at 6pm.

5. Questions on the quiz may be sent by email to simsong@acm.org. Questions will be answered within 24 hours. In order to ensure fairness, questions will not be answered after Monday, August 2nd, at 6pm Eastern Time.

6. This quiz is open-book, open-notes. Calculators and programmable devices (including laptop computers) are permitted. 

7. In fact, it is expected that you will type your answers to this quiz. Handwritten quizzes will not be accepted.
8. It is recommended that you download the Microsoft Word file for this quiz and use it as your template.

9. You will be graded not only on the correctness of your answer, but also on the clarity with which you express it. Unjustified answers will receive no or only partial credit, at the instructor’s sole discretion. Partial credit will be given.

10. In all cases below, when you are asked to describe a technique, full credit will be given for using techniques that were discussed in class. Using techniques that were not discussed in class may result in partial or no credit being given.

11. This quiz has 100 points and 2 points of extra credit. 

Good luck.

Part 1 Short Answer [200 words each]

1.1 Cipher Suites [5 points]

PGP version 1.0 encrypted files with the BassOmatic encryption algorithm and encrypted BassOmatic session keys with RSA. PGP version 2.0 switched to the IDEA encryption algorithm. Higher versions of PGP allow the selection of a variety of different encryption algorithms, implementing what is called a cipher suite. 

Explain what a cipher suite is and why using a cipher suite is advantageous. 

A cipher suite is a collection of cryptographic ciphers that can be used by a single program. Cipher suites improve compatibility between different versions of software, allowing newer versions to use better algorithms when communicating between themselves, while still allowing for communication with older versions using older algorithms. If a flaw is found with an algorithm, that algorithm can be excised from the cipher suite without forcing an upgrade of all software in the system.

Full credit required stating that the cipher suite is a collection of ciphers and that it allowed for compatibility or ease of upgrading.
1.2 Hacking the Prox Card [5 points]

In October 2003 Jonathan Westhues at the University of Waterloo built a device that could clone RFID-based entry systems made by several vendors. The system works by stimulating a proximity card with an RF signal and recording the results. To simulate the presence of the proximity card the signal is simply played into a reader. Essentially, Westhues built a device that is similar to an audio tape recorder, except Westhues’ device records RF. A detailed explanation of the project can be found at http://cryolite.ath.cx/perl/skin/prox.

Explain why the proximity cards that Westhues studied are vulnerable to his “tape recorder” attack.  Describe engineering changes that could be made to the proximity cards, the readers, and the over-the-air protocol used by proximity cards to make them secure against this kind attack.

The prox cards that Westhues studied are vulnerable because they always emit the same response. They could be made more secure by giving each card a secret key and using that key to sign a cryptographic challenge-response. An easy way to do this is with a MAC. 

Full credit required stating that the cards have an ID that doesn’t change and suggesting the challenge-response as a solution.
Part 2 Experiences Running a Web Anonymising Service

Carefully read “Experiences Running a Web Anonymising Service” by Golembiewski, Hansen and Steinbrecher. You can download this paper from http://www.inf.tu-dresden.de/~ss64/Papers/DEXA-Misuse.pdf. The paper is mirrored at http://www.simson.net/csg256/handouts/DEXA-Misuse.pdf.  This paper was originally presented at the 14th International Workshop on Database and Expert Systems Applications (DEXA’03).

2.1 In section #2, the authors state that the data collected in their survey cannot be treated as representative. Why do they make this assertion? How could the survey be designed so that the data would be representative? [5 points]
The survey cannot be treated as representative because they didn’t randomly select the population; it was self-selecting. The selection could have been done randomly — at time of download, or from within the software, or by sending out email to a large population that might have AN.ON users in it.
2.2 In section #2, the authors state that AN.ON does not support anonymous e-mail accounts or support P2P file exchange to minimize misuse potential. Describe two techniques through which the AN.ON system could be used for anonymous e-mail or P2P file exchanges. [10 points]
A lot of students suggested ways that AN.ON could be modified to support e-mail and P2P, but it will support them both directly right now. 

You could use AN.ON to access Hotmail.com anonymously.

You could use AN.ON with a web-based P2P file exchange system.
2.3 In Section #3, the authors state that users are protected from corrupt mix providers because every provider has signed a commitment not to store any information about users, and AN.ON is based on Open Source Software. Unfortunately, the architecture presented does not allow users to verify that a mix provider is actually using the Open Source Software that is available for inspection. Describe a technique that would allow users of the AN.ON service to verify that the software being used by a mix provider is actually the software that AN.ON provided. [10 points]

You can only verify the software running on a remote system by using secure hardware. Otherwise the remote software can li and claim to be running the software you are looking for, when it actually isn’t. So you need to use one of the trusted computing architectures discussed in class that supports remote attestation. This is exactly the same problem discussed 
Dartmouth TR2003-476: Experimenting with TCPA/TCG Hardware, Or: How I Learned to Stop Worrying and Love The Bear.

Several students suggested that the AN.ON technology could simply calculate its MD5 and report that value. But this doesn’t work: the AN.ON mix could simply report the value of known-good software, but itself  be running bad software.

2.4 The authors assert in Section #2 that the main motivation of AN.ON users is to guard against profile building of surfing behavior. As described, AN.ON cannot provide this protection. Explain why, giving details of an attack that would work against AN.ON users. [5 points]. 

AN.ON users can still be tracked using cookies or web bugs. 

2.5 Describe what modifications would be required to AN.ON to produce the privacy assurances promised in section #2. [5 points] 

Incorporate a privacy-protecting proxy that filters out cookies and web bugs.

Part 3 Client-side defense against web-based identity theft

Carefully read “Client-side defense against web-based identity theft” by Neil Chou, Robert Ledesma, Yuka Teraguchi, Dan Boneh and John C. Mitchell. You can find this paper online at http://crypto.stanford.edu/SpoofGuard/webspoof.pdf/ . 

3.1 At the bottom of the first column on page 2, the authors discuss “previous efforts by the Princeton Secure Internet Programming group and others [FBDW97, EY01].” The technique described in this paragraph are described as a kind of attack. In class we discussed a commercial website that uses the same approach described in [FBDW97] and [EY01]. Name that website and describe the reason that this approach is used. [5 points]

Anonymizer.com uses the URL-rewriting approach to allow people to browse websites anonymously through the Anonymizer.com proxy. The advantage of the URL-rewriting is that you don’t need any special client-side software or configuration changes. This allows anonymizer to be easily used from cyber cafes and the like.

3.2 Unlike AdSubtract, which is implemented as a client-side Java proxy, SpoofGuard is implemented as an Internet Explorer Helper Object. Give an advantage and a disadvantage of each implementation strategy [4 points]. 

For a java proxy, an advantage is that it could run on multiple platforms, a disadvantage is that it can’t intercept SSL-based connections.

For a browser helper object, an advantage is that it is simpler to write (because IE parses the HTML), a disadvantage is that it only works with IE.

3.3 Explain three features of SpoofGuard that would be difficult if not impossible to implement if SpoofGuard were a client-side Java proxy. [6 points]

A proxy couldn’t display a tool bar, so it is easier to spoof to make it look like it is from SpoofGuard when it isn’t.

A proxy wouldn’t have access to SSL-encrypted connections.

Many students said that SpoofGuard wouldn’t get information on the referring page if it were a proxy. Unfortunately this is wrong, as the referring page is sent as part of the HTTP protocol. Credit was not given for this answer.

Likewise, a proxy can build its own history by monitoring the user’s surfing habits over time. Credit was nevertheless given for this answer. 

3.4 Why does SpoofGuard store the SHA-1 hash of passwords, instead of storing the password itself? [2 points] 

If SpoofGuard stored raw passwords, then spyware running on the system would immediately have access to all of the user’s passwords.

3.5 Does SpoofGuard’s storage of passwords as SHA-1 hashes make sense? Give two techniques that a piece of spyware running on the user’s computer could use to circumvent SpoofGuard’s protection. [3 points]

Yes, it makes sense, since you don’t want to give up all the passwords if a piece of spyware starts running on the computer. But it could be circumvented with a dictionary attack against the stored passwords, or else with a simple keyboard logger.

3.6 In Section 5.1 the authors note “Since most spoof web sites do not use https, our server used ordinary insecure [sic] http.” What is not secure about http when compared with https? List 3 things. [6 points

HTTP can be monitored by ISPs between the client and the server, while HTTPS uses encryption and cannot be eavesdropped. 

HTTPS prevents replay attacks through the use of a nonce. 

With HTTP, the server’s domain is compared to the domain in the certificate, giving additional protection against spoofing.

HTTPS further allows the client’s identity to be certified with a client-side certificate.

HTTPS modification of data in transit with integrity protection (the MAC). 

3.7 In section 5.3, the authors note that a simple way to disable SpoofGuard’s image checks is by slicing the image and delivering two vertical slices. Suggest two other ways to defeat SpoofGuard’s image checks [4 points].

Resize the image by a few pixels.

Have the image displayed by a Java Applet. 

Embed a watermark or other information inside the image, so that it looks the same even thought it is different.

Crop the image, rotate it a tiny bit, or even add a 10-pixel border of white pixels.

3.8 Evaluate the “CONFIDENTIALITY” proposal in section 6.1. Do you think that it could work? Why or why not? [100 words] [5 points]

I personally don’t think that it will work because I don’t think that you can get websites to adopt it.  One student pointed out that the CONFIDENTIALITY will decrease false positives but it will increase false negatives, since SpoofGuard will be less likely to think that information presented without a CONFIDENTIALITY tag is actually confidential.

Part 4 Design Project [20 points]

At the top of page 3 of “Client-side defense against web-based identity theft,” the authors describe a problem faced by many websites today: frequently a single username/password combination is used at multiple websites. As a result, one way to capture username/password combinations is to simply create a website that invites visitors to register. As visitors register, the website can attempt to use username/password combinations presented at the attack websites on other websites, such as E*Trade and Fidelity.com. 

The authors suggest adding a new “Salt” tag to HTML in an attempt to solve this problem. Unfortunately, as the authors note, implementing this new tag would require upgrading all websites and all browsers simultaneously --- almost certainly an infeasible project. 

Design and describe a better approach for counteracting the problem of web visitors selecting the same usernames and passwords at multiple websites.  Describe how your approach would be implemented and deployed in 1000 words or less. 

Your project will be graded on its likely effectiveness, ease-of-use, and ease-of-implementation.

Several students suggested modifying existing password form-fillers (such as Gator, Roboform, or the password-filling software built into Internet Explorer or Safari) to both archive the passwords and verify that the password supplied at each website is different. The software could be distributed by a financial website (such as Fidelity) or even bundled with the operating system.

The Stanford crew has come up with a similar system they call PwdHash. You can find it at http://crypto.stanford.edu/PwdHash/. 
Part 5  Extra Credit

5.1 Why did I put “[sic]” in the quote in section 3.6 above? [2 points]

Because the correct word would have been “unsecure” or “not secure.” The word “insecure” refers to people who do not have high self-esteem. 

Page 3

