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Deadbeef

RSA

What is it?

N = pq

P = 13

Q = 17

N = 221

e = 5 such that e is relatively prime to (p-1)(q-1)

find d such that (ed-1) is divisible by (p-1)(q-1

such that (65*d-1) is divisible by 192

d= 77

Example

Why is 65 bits a good exponent? Why not 3?

M = 50

50**5 = 312500000

50**5 mod 221 = 33

33**77 = big number 

33**77 mod 221 = 50

What is a certificate?

What is a CA?

Signing keys vs. encryption keys

Key Escrow

Do you want to escrow signing keys?

Do you want to escrow communications keys, or just stored message keys?

Forward Secrecy – future compromise won’t hurt old messages

Does RSA have it? No

Can we design a system that does have it? Need DH

X.509 certificates

Why X.509? – Identity field of X.500

Originally “public key” was a password

Why is there no “private key” on an X.509 cert?

Look at one

Other certificates:

PGP

What’s up with SPKI/SDSI

Names

CRLs

Names

Do you need a name?

What’s ellison’s argument about names?

How do you make a provably-unique global ID

Self-signed certificates

CRLs

Crl.verisign.com

Short-lived vs. long-lived

What is the SPKI argument about CRLs? 

